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1.1 DHCP-snoopingEt E1£%

DHCP-snooping (14145 it /& % DHCP #fSCb AT JIWT, B ikt ) DHCP AR %% 842
ft DHCP IR%%, #4340 | MAC ik 5 IP bk 6t B4R 5E kR . HE4E MAC ik
5P Huhlkpgxt mgrse, wlLL5e sk DAL ()7 ARP Y5l A IP source guard IhfE.
DHCP-snooping Jjfig £ EASE T DHCP #30. A4 MAC Hiliks 1P Hiikfr
SRR ER, TJEASHALI I AR AT A AN 2 X R NGRS O R RS, Bk
eV 5 2 1 Bt o

° J¥Ji /2% #]DHCP-snooping L fig

7t VLAN _IJ53)) DHCP-snooping

Fic & 2 1 ONDHCP S A2 1

fEVLAN I J5 ) DAIZA fE

BiC B 2 CUONARP Y IS AF 42 11

FEVLAN _E 5 S 1P bk W5 0 3 g

Bo B B CUONIP i bk IS E A8 O

fic. # DHCP-snooping 4 i % 1 I TETP AR 55 %%
lit. & DHCP-snooping 455 # 173 (11 31444
Fic & DHCP-snooping 255 # 173 ) I [1) ] b
F LR EBERMIPE KRR
DHCP-snooping 1 i # 5 44

fit.  DHCP-snooping ) 714

1.1.1  FF/B/XHADHCP-snoopingIh&E

R4 R BT AT T :

PN B
ip dhcp-relay snooping J¥ J5 DHCP-snoopingZhfi .
no ip dhcp-relay snooping B E .

%12 & J5 3)) DHCP snooping DJRE) 4 mfE il an 2. BCE %2, WAZHALT T B
H DHCP 3¢, JEMARIZEE R R

FEE: NIREFIHEEEREIZGS ZABT HIEANREIE , NI ABE7RN
TERAISBER R
1.1.2 fEVLAN LE/EzIDHCP-snooping

7f VLAN I J5 %)) DHCP snooping ZhAgE, WX JE T %A~ VLAN [T A JES AT HL i
CUg 2] DHCP 4RSGHAT SRR . T VLAN PN B3RS 4E Y B Wi 21 1
DHCP MmNk E5E, Bk ek i s R~ fe i DHCP IR 4528 $ it bk 43
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1.1.3

s X T ARG RS ) DHCP #5RC, IRk SCA0E MAC bk AR SC A Ot £
Huhk 5 BOALES, I ONRRDP #E Ohi& i T-DHCP DOS (GE4ER 5% ) AIBdiRk 3L,

ACHRHLHRE 5T
R R AR T AT MY :

A
e

Sy

ip dhcp-relay snooping vlan vlan_id

7EVLAN_L 2 5IDHCP snooping Liifig

no ip dhcp-snooping vlan vian_id

FEVLAN_E 5% FIDHCP snooping ifE.

e E 1O ADHCP{E{F1EO

Bo 82 1105 DHCP SR8 1, %8 LRI ) DHCP HioC AN TR &

FEP RS OB BN AT T AR E

AN
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#1E

dhcp snooping trust

fic & # 1 YDHCP{E R 1

no dhcp snooping trust

WA Fz: 0 NDHCPIEF T #: 11

114

BTG LT DOy ARE AR .

fEVLAN _EEEIDAITHAE

TEJ8 T 3HAY VLAN B FTE P B 14T ARP Shas i, a5 i%4 Dk 21 ARP )
PR MAC FE 1P HuhE AN 2482 0 _ERCE i MAC AT IP sihbgRe o &, MIFE4a Ak
PRZAR 0. B0 ERCE Y0 E L R AT LUE DHCP 40 E /), LR T TR E K.
R 1 FRAE L B AT MAC F1 P Hbk 255, A8 #e b1 46 465 K T ARP i)

s

AN
R

#B1E

ip arp inspection vlan vlanid

XSVLAN W BT JE45 A3 1 8 2 3) S ARP

no ip arp inspection vlan vlanid

XTVLAN N [ BTG JE(E AT 1 5 P 3 A ARP 1

1.15

BLE O AARPIMMEERZD

X ARP WIEAERE L, AE3h ARP IIThEe. OB NARMEIER .

FERE AR E R T REAT P A E

AL
ap

#BAE

arp inspection trust

e B 2 O ARP IS (4% 0

no arp inspection trust

BB L NARPYIN AR EFEE D
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1.1.6 7EVLAN LtEzhPiEHbHEISNThEE

J2 5 1P YL I VLAN, J& T-1% VLAN (8 Bra 0 B D3 1 1P 552 1195 MAC
FIYE 1P HiuhE AN % 10 FHCE ) MAC A1 IP HihkgiE X &, WRZIRSChE a4 kb3,
e ERCE G0 E X R AT LLE DHCP sha&gb e, WalbleF LREM. Wiy
PHE O B A R EARA MAC 1 IP Hhhb g e, WIAS HALHE 45 Jk BT A 48 I i
IP o

A R E R T AT PO :

% BIE
ip verify source vian vianid SPVLAN A [T 342 £ B 1 39 SC TP HB RO 75

no ip verify source vlan vlanid SHVLANA B R A £ 0 S5 R CCTR IPHE LIRS 2 Th Ak

VER: WSRIREI R & DHCP )30 (2 IP 30, NI AR E T 425 snooping #E47
BAFEE R o

1.1.7 BEEZOAP BEEEEO

XFF P JEbbEAE AT T, ASE S hEAS A T RE .
FEAE O BT AT T :

e BIE
ip-source trust At B #2 NP L B R D
no ip-source trust PR B CONIPYR bR AR (S AR O

N

1.1.8 MEZEONEXRZMNIITFTPARSR

AZHHERFEF B G, FRIEREOSERRSRR, EN, #Ob
BAHGERSR, Bz IP I EINDIRe s, CHHUELR TG 1P 0. BB T
PG ERRE M TFTP RS54 n, FhE R Rl TRTP Pl B iRk 5545,
FEZBHE R G, HEhE] TFTP s ds FalghedR, REMZIER Tk,

fEA R E R T AT M A E

I

we #B1E
ip dhcp-relay snooping database-agent ip-address BC BB 40 5E X R E I TETP RS 22 IPH 4L .
no ip dhcp-relay snooping database-agent M2 40 5E % R I TFTPAR 55 231t B

119 EREEOHAEXRRZHHNHEHSR

ML B AR IR E R R, E TFTP Missas EORAFRISCIEA . XA, AR AL
ALK H SRR O E R ARG M BIF— & TFTP k54,

AR ER T T MY E:
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we #B1E

ip dhcp-relay snooping db-file name | i B 114552 % 5 & (MR AE RIS 144

no ip dhcp-relay snooping db-file TR 14058 5% 2R 8- DR AF IR SCAT 44

1.1.10 EEZROBEXRZFNRERRIEENR

FIH) MAC HiHEAT 1P ik 052 S8 R R BN AN, 7 AL — € I (8] (R fR 2
o, REERTAER, WRA T (RnsCE MR E S B WRETEH &0
ERIAIRT [E] [T B 4 30 738t

4 R B T AT T :

we 313

ip dhcp-relay snooping write num Bt B 42 14052 55 R A A A IS B) (R B, B2 40 b

no ip dhcp-relay snooping write UEEAREY, S g waainlnaulin) Gyt on N ]

1.1.11 FIREBEOHZE
it F A DHCP SR ML, 7EAS b3 1 AT BASE 00 B s g s 4 B LA
REHLER VI . 8 %441 no vl LU R0 4 H

HE: PIREMNHCEHLESHENI CEHMN LN ER, MERELXHN
MAC Hihil 5507500 E 2 H 1 MAC HuhbA R, T TARCE K ERsh S ESH. %
4652 2 B UL MAC ikt g —23 3],

fEA R BB T EAT MY E

we #B#1E

ip source binding MAC IP interface name FIABEBEOLE.

no ip source binding MAC IP ]z mEziyreg =]

1.1.12 DHCP-snoopingfii5#s 544

T B T REAT T AR AE

®s BRIE
show ip dhcp-relay snooping & 7RDHCP-snooping it B 15 B
show ip dhcp-relay snooping binding BoRTERE O AR hE g8 E 2% H
show ip dhcp-relay snooping binding all i 7RDHCP snooping4: B BT 48 & 2% H
[ no ] debug ip dhcp-relay [ snooping | binding | | JF 5 /2% HIDHCP relay snooping/4h & /=i 15
event | all ]
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2781217 dhep snooping Jfg I0C B A5
- switch#show ip dhcp-relay snooping
* ip dhcp-relay snooping vlan 3
" ip arp inspection vlan 3
DHCP Snooping trust interface:
- FastEthernet0/1
* ARP Inspect interface:
FastEthernet0/11

- switch#show ip dhcp-relay snooping binding
* Hardware Address IP Address remainder time Type VLAN interface

- 00-e0-0f-26-23-89  192.2.2.101 86400 DHCP_SN 3 FastEthernet0/3

- switch#show ip dhcp-relay snooping binding all

: Hardware Address IP Address remainder time Type VLAN interface
© 00-€0-0f-32-1c-59  192.2.2.1 infinite MANUAL 1 FastEthernet0/2
: 00-e0-0f-26-23-89  192.2.2.101 86400 DHCP_SN 8 FastEthernet0/3

- switch#debug ip dhcp-relay all

- DHCPR: receive 12 packet from vlan 3, dilD: 3
 DHCPR: DHCP packet len 277

DHCPR: add binding on interface FastEthernet0/3

: DHCPR: send packet continue

* DHCPR: receive 12 packet from vlan 3, dilD: 1

: DHCPR: DHCP packet len 300

- DHCPR: send packet continue

: DHCPR: receive I2 packet from vian 3, dilD: 3

* DHCPR: DHCP packet len 289

: DHCPR: send packet continue

 DHCPR: receive 12 packet from vlan 3, dilD: 1

- DHCPR: DHCP packet len 300

* DHCPR: update binding on interface FastEthernet0/3
- DHCPR: IP address: 192.2.2.101, lease time 86400 seconds
: DHCPR: send packet continue

1.1.13 DHCP-snoopingic & /=5l
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f0f1

Computer Computer Computer Computer

EEE Switch:

(1) FF/3ZEHE Private Network A 1] VLAN 1 [#) DHCP-snooping
Switch_config#ip dhcp-relay snooping
Switch_config#ip dhcp-relay snooping vlan 1

(2) FFJAiES: Private Network B ] VLAN 2 [) DHCP-snooping

Switch_config#ip dhcp-relay snooping
Switch_config#ip dhcp-relay snooping vlan 2

(3) HCE DHCP JIr 45 # i 1y DHCP 531 H
Switch_config_f0/1#dhcp snooping trust
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