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1.1 AAANIEECE 4

1.11

AR T HRECE AAA DAETT AR A 4o IAIELE P B 50 P 1) I 208 RTR1 8 AR 95 22 i
XPARATIVE H 5 TR BURI 552 «

IR EIR T ERH AAA 7 SRIC EGIERIE R, 2R “FCEINE”. WA
Bel A P A B rh g S HETRC B RO, BB “RCEAIE” SO R B Y .

AAA NIERCE 2 -

o aaa authentication enable default

L] aaa authentication login

L] aaa authentication password-prompt
L] aaa authentication username-prompt
° aaa group server

) debug aaa authentication

) enable password

° server

) service_password-encryption

[ ] username

aaa authentication enable default

BIFRL AAA TALE, LA E SN P2 5 ] LUT R AR ) i i 2, 438 F A HL T B 4 aaa
authentication enable default. {# 1% dr4# no R HIX AL 512,

aaa authentication enable default method1 [method2...]

no aaa authentication enable default method1 [method2...]

- S
method b g 1L L
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73=]

WHREA % E default, TI{E ] enable H4#E47AIE, 5 A4 B H H A RCR :
aaa authentication enable default enable

ERCE R P, WA enable 04, WFEHZO4. WREKEREDS, WZERELR
5] 2 A NIRRT -

LR

ZRBCES

£ 15 FA

{# F aaa authentication enable default fiy4 61— RFIFAUE 712, X L7573 Sk 58
FEASF R AT DT R R A i 4 . 08T method 7638 1 HE&AE T Ui . RATE
HUTH] B AE VIR R R, A B e IR 5, SR T A IE J5 ¥R (a1 45 S il
FAUER I, WA B e AR 7o 5 A BB RS BT B AR 7 V5 #0R B 2RI, WE
53R T, WUIAT LA none $5 & N 24T I8 e — MAE k.

& 1-1 AANEMBRBRE AR

KT iy
group name PR & R EHEATIE o
enable f¢ Henable 1 23T IAIIE
line A8 2 112 BEATAAEE .
none WIETE AR .
group radius {f FHRADIUSHEATINIE -

=~

THFIREEE— K IIESR, %518 G S TACACSHIRSS s R . WREH KM
TACACS+R 4 #3 B AR 45 28R R4 1%, 2R i enable 14, 15X fp 2 iR (=]
AR (T IRS 2% ERARE AR, W RV ARG ARG AT LAY 1) IR 55 25 .

aaa authentication enable default line enable none
iEP S RcS

enable password
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1.1.2 aaa authentication login
BB G RN HHT AAANE, fH 4R E 74 aaa authentication login. 1 F Ay
2 no L] AAA NI
aaa authentication login {default | list-name} method1 [method?2...]
no aaa authentication login {default | list-name} method1 [method2...]
¥
B SHHAA
Default 18 FH PR B E 12 2805 TH BT 51 FGIE 7 V508 S P R s sk 1 77
Y IIE
list-name Rk ZINETNEFI RN TR 8, B S 0E AR 77755
KA PRFITT
method FHRFR 2P HRIRE T —.
RE
WMAREABE default 77FEE, WGE ABATGE. N, B5 a6 BA [ R
RO
aaa authentication login default none
wSIRRN
R ES
£ RTEER

ffi ] aaa authentication login iy 4 B & 1 Hk % 1) K 5 H A Ay 42 %1 30K B Ay 2 login
authentication ff H T3 — H AR Lk

FUAHIH A7 20R BRI, A B RAIET i, Rl i A AT 2R (8 2R
UANE F e BIE T . BERA DR BIAE T (0 5 VA AR IR [P B R TS BE A RS, W none
B NIZ AT AT e T ik

USRI 4 B R AR RS A BEEAIE, SR A PAT AR FAGEE.
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1.1.3

x

F= 1-2  AAGAIERYEMR X

e £2 ik
enable {fi Henable 4 #E47AGIE
group 1 I AR 45 23 AH 3 T NGE
line 1 Fline 5 f5 3347 NALE o
local {5 FH A< b P 42 50080 e AT N IE
local-case AR P 42 308 FE AT GIE(H P B X 2 KNS
none AFHATINE
group radius ff FHRADIUS#EATINIE -
R 5K 4 A TEST 71 AAA NIE T EFIR IXAMAIE B e 25 TACACS+
MREGMIRR . IR A RIS 258 TACACS+HiR [ 45i%, AAA =% /] enable 14,
AR A AR m R (TR ERARCE enable 114, MIRRVRZH P ALIA
UE V7 7] fX 2%
aaa authentication login TEST tacacs+ enable none
TR RBIAZEFEFERSIR, HEE THER, REAEEHESR, raExIA
WEAE XA 513
aaa authentication login default tacacs+ enable none
A
4

&

aaa authentication password-prompt

BB A P SR N D AR SCAR B, AR 4R I E v 4 aaa authentication
password-prompt. i %54 1) no JE 2 E Bl 648 1) 1 &38R S0AR .

aaa authentication password-prompt text-string

no aaa authentication password-prompt text-string

2 SHREA

test-string 1] I P RN 1 & R EL BRI SOA
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f&£ F 15 BA

{#iF aaa authentication password-prompt iy 4 1] 202 [A] P 7R N A B R 7R RS
Iﬂn Bo XA MEECE enable D4 H AR, MSEEFOLKHASER. %
A1 no JE AR 114 FE 7R el B 1) 44 {5 -

Password:

aaa authentication password-prompt iy 4 5048 272 TACACS+5E RADIUS IR 452342
BRI RS R .

w5

TR O AR EECA “ YourPassword: ”:

aaa authentication password-prompt YourPassword:

=P SRy

aaa authentication username-prompt

enable password
1.1.4 aaa authentication username-prompt

BRARHAPRISARPZEN AR R, AR E G4 aaa authentication
username-prompt. 1 FHiZ a4 1 no f R 8] 2 EE 1 H P 23R8 757 5 .

aaa authentication username-prompt text-string

no aaa authentication username-prompt text-string

2 SHIEA
text-string 1 FH 7 RO BN )7 44 I B BOR ) SOA
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B P E L) text-string B, H A B ERR AT RN “Username”,

wERA

EREES

f&£ F 15 BA

P

P

A
AP

1.15

{fi[f] aaa authentication username-prompt it 4 248 [ B J #2751 42 B BRI 42
N Zam A1 no TR H P AR B A A -

Username:

FELP UL (1 TACACS+) H & i A P 28R G BERIRe 1. ERXFEL T, HH
aaa authentication username-prompt v 45 A48 P Z 3R Z457 R .

EE:

aaa authentication username-prompt fp<SAKZE e TACACSHIRSS SR IR IR REE,

N R A SR B O TR AT

aaa authentication username-prompt YourUsernam:

aaa authentication password-prompt

aaa group server

FATAFFBCE AAA iR S5as4l, (AN m a2 3R S5 S 4R B =K. T Bk 21 no
T MR SR B KR S5 24

aaa group server radius group-name

no aaa group server radius group-name

S SR
group-name W 25 B8 AL 4 B A
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TR 55
wSHEN

R ES
15 FA 15t AR

STt A 2 B NI S5 AR IOBC BRI, AR5 A2 b R A 2 R R 55465 -
5

aaa group server radius radius-group

E I A 2R I — 474 “radius-group” ) radius fik 554541,
HX®HL

server
1.1.6 debug aaa authentication

WA A IR AT BRI, AT # ] debug aaa authentication 4. i F it i
A1) no K debug 15 ..

debug aaa authentication

no debug aaa authentication
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1.1.7

x

i FH e A TR ER B F P IR E A,

LA BANE 2R I S A

N E) R BR AT T AERT debug {5 B :
switch#debug aaa authentication
AAA: Authen start (0x1f74208), user=, authen_type=ASCII, priv=0, method-list=default
AAA: Use authen method LOCAL (0x1f74208).
AAA: Authen CONT, need username.
AAA: Authen CONT, need password.
AAA: Authen ERROR (0x1f74208)! Use next method.
AAA: Authen FAIL(0x1f74208)! Method-list polling finish.
BHER i
Authen start (0x1f74208), user=, | NIEFUE, P45, FHASCIZEAIGIE,
authen_type=ASCll, PrV=0, | fif o Bt N OB BLZEH) 090, 16 ] defaultih
method-list=default W77 8%, UserlD = 0x1f74208
Use authen method LOCAL (0x1f74208) {f FH A GE /538, UserlD = 0x1f74208
Authen CONT, need username W a4
Authen CONT, need password Nl
Authen ERROR (0x1f74208)! Use next | AdJEikse MUl 77 R H 0 T
method —AMAET R
Authen FAIL(0x1f74208)! Method-list polling | &% T A AGE T, AN IGIE 206
finish
e
o
enable password

W R A B HE N R I P 34T IAIE, AT L@ enable password iy 4B B AH N4
B A PIAIE RS . A8 12 4 (1) no JE2 30 2 hg .

enable password { password | [encryption-type] encrypted-password } [level number]

no enable password [level number]

SR
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password CHEEZ TR
encryption-type B (KT,

encrypted-password Flencryption-type PR % ¥ 125 8 71U A X 2 1 25 5 1) 25 3 o

level TGN S HL .
number RGO AR (1—15).

wma
B .

DO
ZRBES

{5 A ER
ZHAHUAC B 2D P REEFE 2 M, BIFE(EH enable password fiy & B, Wi w2 B
NI SO, ARERIAN T . S CKEA GBI 126 NMF5F.
AN level ZH, BB INARE 15 F. BERGONBOINE KRR . #5354
RO A BB Z 0, )4 B e N g PR AN AT UIE
H BT FA 12 #eHL 2 Ge b BT S 479 encryption-type R FiFN, Edr A Th iS55y 0 Al
7, 0fR% 0 FRAINEE, S encrypted-password B85 N S5 65 (1 B 52, 3 Fh 7y 0
AN encryption-type 1 B\ password S 7RO AR F] s 7 Fon i —Fh AR 2w
H 5 RTINS, ST encrypted-password 55 i A N2 5 B30, X
AN AT A At 22 $ATLRTC B SO DL R .

ANl
T RS A AL 2 ) 10 250D K clever, K FH ] encryption-type Jy 0, R[I%5f% 87 52
772
enable password O clever level 10
TR 0 T A AL (15 47D B RS Oscar, K] encryption-type 4 7,
BN Tk, 7 B N B
enable password 7 074A05190326
i Oscar [1]% A 074A05190326, %% S HIME & M A AZ AL I (e B S 3k A3
o]

GEES T

aaa authentication enable default
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service password-encryption

1.1.8 server

X Sk A4 AAA RS ST AIN— RS a8, MM a4 8 no FEAMIER—4
IR 55 5% o

server A.B.C.D

no server A.B.C.D

S S ¥R
AB.CD RSS2 HIP LI o

JIR 55 A HIC B A
e tRA

— RS FRA P R Z AN 20 DASFERI ARG A
P

R A A HhE A 12.1.1.1 (IR S 2L N B AR & S

server 12.1.1.1
Hx&md
aaa group server

1.1.9 service password-encryption

E RGP RS BEAT I, AT S, T Z A 21 no TSR] DLETE 0 B
e B A A N

service password-encryption

no service password-encryption

-10 -



A

2
e

2R E

H

S
T

73]
ANKF 248 HAH S B H AT I

mEIRR
EREES

{5 A ER
HET RN HHL ARG R LBF, a4 5 username password. enable password I
password X =2k K. WK AR E LGS (BIEEIRES), HAE Lk =4%m4
KBS AEE TR, IZE show running-config i 4 FR AT DL 7 H O 0 2 1 25 6 1 B
N M HAE TR&mA A, BRI E NS, TiEfE show
running-config 4 H1 7 H OGBS I A S, {5 A no service password-encryption
A AW IR E S BB SRR, BT DAEEAE X 25 i 2 DN RIS # N D& B B 550
no service password-encryption iy 2 {3 FH 1 i 45 O B 1) % AT 2%, {8 FH ik i 4
HUTC B 1 SR I3 1 25 S o 8

15l
switch_config#service password-encryption
A5 FH iy A0 CL A lE B 1 B SRS AT s, B A 2 JE I B SO RS gk AT N

Hxda$
username username password
enable password
password

1.1.10 username

FAEA T Bt e rh A, AT A7 SRR VAE AR AL, AT I 26 i 2. fi ]
A4 1 no AT R AR R (1 L

username username [password { password | [encryption-type] encrypted-password }]
[user-maxlinks number] [autocommand command]

No username username

-11 -



ZAENE

2
e

H

S
e SRR
Username I RE A==
password FH % R 250G
password TR T E I S
encryption-type RGN A
encrypted-password Flencryption-type R 5 1125 24 Y AH YT 14 2 i 1) 25 3L
) 6] — P AT [ i S A8 U S B B A (R Gev it AR GIE
user-maxlinks
HF.
number Eilingevaivkizes @
M P BRI B S PUTRE M 4. autocommand @4
autocommand
DA T AT R -
command HBhHAT A & 2/ 5
73]
WHRF
mEIRR
EREES
fsE 1 AR

%A password ZEN, INAEIL A FRFE . trust-host #7555 E 0 ENIRZEE
T, SEH P A ENLE A ARG CiE @I A E . user-maxlinks FR i T[R4
44 (R T DL S 32 e L S 1 2 IE%I {E2 M IEH P A 208 A 2 A HB DGIE 77 5%
(local) IERHEAH T HAEN . 7liE show users fr A B EFANMELH P& 78
— 77 K AAIE

TAVAZ B AU B D P AN RE L FE 24, BIZEAI ] enable password @&, WIRTE
B NI SR, ANRE N TR

H AT RATSEHAL R G Fr S HF (1) encryption-type R PR, FE6m4 S35 7108 0 #l
7, 0 3£ 0 FRAINZ, J51H K encrypted-password B % N 2505 (K181 S, X Fh g
ASin encryption-type T ELEE4 A\ password 1) 5 R BCR M 7 FoR i —Fh A A F
H 5 RTINS, JSTHIK encrypted-password 75 i AN %5 5 23500850, i
AN SCA] DA A A $ATL A T B SR DL H R

-12 -
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N PR EIE AR, ) 4408 someone, #1454 someother:

username someone password someother

TR R T AU 7, 44y Oscar, %145y Joan, %1 encryption-type
7, BUINE I, A N

enable password 7 1105718265
5 Joan (1) 30 1105718265, %% SCIRE & W H AR AZ Bl b [ c B S04 3RAF 1 .

GBSy

aaa authentication login
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#2% RADIUSH B4

AZEA RADIUS [ & 74 . RADIUS J2& 8 H 48 AL BB 25 15 0] 111 59 A7 205 IR S
WAL, RADIUS &P HLIBITHEAR SN L, FERA-EFrE B GEF R 2 AR 55 U7 1845 B
FH e RADIUS AR 4528 & HAIE . 32 ARE DR 1E K .

HRunNfE E RADIUS [ B LB RG], ES W “EiE RADIUS”,

2.1 RADIUSECE#S

RADIUS FiCE i &1 :

) debug radius

) ip radius source-interface

) radius-server challenge-noecho
) radius-server deadtime

) radius-server host

) radius-server optional-passwords
) radius-server key

) radius-server retransmit

) radius-server timeout

) radius-server vsa send
2.1.1 debug radius

N T ERER RADIUS SRk 30, AT debug radius fir4. 8 H a4 1) no JE R
debug 5.

debug radius {event | packet}

no debug radius {event | packet}

28 S ¥R
event BREFRADIUSZH AL,

packet IREFRADIUSHR X o

-14 -
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w5

A

s & T T4 R, AR AE R R .

Switch#debug radius event

RADIUS:return message to aaa, Give me your username

RADIUS:return message to aaa, Give me your password

RADIUS:inital transmit access-request [4] to 192.168.20.126 1812 <length=70>

RADIUS:retransmit access-request [4] to 192.168.20.126 1812 <length=70>

RADIUS:retransmit access-request [4] to 192.168.20.126 1812 <length=70>

RADIUS:192.168.20.126 is dead to response [4]

RADIUS:Have tried all servers, return error to aaa

MHES

return message to aaa, Give me your
username

HERIA 4.

return message to aaa, Give me your
password

i AT R 7 A0 T

inital transmit access-request [4] to
192.168.20.126 1812 <length=70>

B IR M RADIUSHR 55 28 R INEE R, AR5 2%
1k49192.168.20.126, i M5 41812, #HCKE
N70.

retransmit access-request [4] to
192.168.20.126 1812 <length=70>

JIR 55 8% X001 SRAAT BN H S BT, R BEAIE T

192.168.20.126 is dead to response [4]

EREZWG, MEsaIARBRL, KRS asbr s
NEFET.

Have tried all servers, return error to aaa

RADIUS T 5 UL VGG, iR [Herror

FHEFIFTFF RADIUS [ =4 R i

debug radius event

-15 -
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2.1.2 ip radius source-interface

97 Bl RADIUS i 3% ) RADIUS $5SC G 2 1 1 1P Hutik, f#/ ip radius
source-interface 4Rt E Ar4. MHZA 4 no HaUEE AEE(E.

ip radius source-interface interface-name

no ip radius source-interface

B S ¥R A
interface-name RADIUS FT A & 2% HIRADIUSHR SCAS Al %32 L IP L

A WA FIRERBEE, RARIE PSR JUE IR A& 1P k.

&£ F 15 RA

{ER A A IR FERE — AN O 8 1P Hubik, fESAFTAH RADIUS Gkl . H 28 M 4b
T up RE, wi— B bE. XFE, RN LR, RADIUS 448
WS —A 1P Huhik, AN FH4E3R—A IP Hihik 5126 . 48 #4238 10 HAT Sk H
FEANREE L AL 4258 RADIUS B B A AH R IP Hihbis, ARar S tdenl A H 7.

Ta & I DL IHRE S B R K 1P Hilk. B is O ME 1P ik, sELT
down JIR%s, 4, RADIUS itk & 2IEAEE. N T R BLX AP s, 1§ s Dasn 1P
okt B AR IR D AT up IRZ .

=~

THRELE RADIUS %} AT A %1% RADIUS 4 {# F4 11 vian 1 (1) 1P ik

ip radius source-interface vlan 1
Hxae

ip tacacs source-interface

-16 -
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2.1.3 radius-server challenge-noecho

T f# £ Access- Challenge T T AP B A R R, @A radius-server

challenge-noecho 4.
radius-server challenge-noecho

no radius-server challenge-noecho

7t Access-Challenge 7530~ F R # B R -
RN

LRI ER
£ A tER

N

5
radius-server challenge-noecho

2.1.4 radius-server deadtime

é’l%‘kbﬂﬁ%%"ﬁf—ﬁﬁﬂﬁ, AT 3% RADIUS fmi MRS [E], f# A radius-server deadtime
R EMS, Zmit R B AT RS 2. AL no KUK
dead-time &% & N 0, BRI KNATH IS A —EHTH.

radius-server deadtime minutes

no radius-server deadtime

2% SR

minutes RADIUSHR 5 88 B A0 N AN T B I RR SR R RS, e 2 914405 %
(24/NB) 6

-17 -
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AFTHI BB Y 0, BNIRZAN iz k55 & vl H

B

EREES

f&£ F 15 BA

A2, FEIBLEXHAUETE RAME IR ) RADIUS k55 dsbric  “FEHL”, XFERL
iﬁ%?&ﬁﬂ%? IR 55 4 BT A ISR IR TR G . ARICNSERLE) RADIUS iR 5545,
H minutes X BeisF S 8] A BT LIS SKRBEIE,  BRAEPT BRI AR 55 S b i sERL

=~

BRI A LA SRAE H 0 R ¥ RADIUS %5 #84652 17 5 208l “FENL” 1A -

radius-server deadtime 5
Hx&ms

radius-server host
radius-server retransmit

radius-server timeout

2.1.5 radius-server host

i RADIUS Eﬁ%%&ﬁ’] IP i, 1§ radius-server host & Bl E 4. HHAGS
(1 no JE =0 45 %2 1) RADIUS FE#L.

radius-server host ip-address [auth-port port-numberl] [acct-port port-number2]

no radius-server host ip-address

e
2% SH AR
ip-address RADIUSHE %5 #8 ML IPHb AL .
auth-port (WTIETR)AIAETE K i 52 UDP H 13 1
port-numberl (WTETR)NETE R 3 9 5 A WCE N0, MENAATIAE.
acct-port (T IET) AL R AE K i EUDP H 3 1

-18 -
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port-number2 (ATIET)IC W SR 1 ga s A WE N0, M ENAH it
HhE
A4 £ RADIUS LML
wEtEN
ZRBES
fE AR
A LLZ A radius-server host T4 LA E 2Nk g5 a0 BN 2> 12 MR C BUFP 2R 4756
i
15l
RIS E 1P Hikk Ay 1.1.1.1 ff) RADIUS FH1, 303 FIAE# A8 F B8 o 1«
radius-server host 1.1.1.1
TR EIE 1P Hidky 1.2.1.2 (1) RADIUS 0L E, 485€ 5 1 12 /E ARG R I B 135
Uit 116/ Rid i R i B B3
radius-server host 1.2.1.2 auth-port 12 acct-port 16
Hx&ms

aaa authentication
radius-server key
tacacs server

username
2.1.6 radius-server optional-passwords

T 485 ) RADIUS IR 5855 — Ik 3% RADIUS YAGIE FRF I FO6E FH 1 44 HE4T 331 T A A
%Y, #F] radius-server optional-passwords 4 JRific & i 4. A A2 no =R
T 2 A4 1

radius-server optional-passwords

no radius-server optional-passwords

-19-
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ESGESIEEE S E TS g

e F AR
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BN G AR, EERB ORI B MERER SN, RS2, BaEx
WIES A TE . W RADIUS RS #HIE40X —1i K, IBA RS SRR %, S
FHRAET O G, BREREREATRIE. RADIUS RS %020 RENHG D4 [ FHEAT
WIE, A 45,

NIRRT B A B — N AIETE RIS AS G045 0

radius-server optional-passwords

Hx&ms

2.1.7

radius-server host

radius-server key

N TR HLAT RADIUS H&K%s‘zrﬁﬂaﬁﬁﬁﬁ RADIUS f15 ¥ B N %81, 5 H
radius-server key 4 JSECE 4. ARG 21 no T MEZEH KK

radius-server key string

no radius-server key

&% SRR
string T Ee, A% L1 5 RADIUS IR S5 44 FH 1 25 SH AR ILAC .
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RE
N

RN
R ES

£ AR
BN E P25 RADIUS [R5 a4 F RS PIARILIC . AT IR OG 2o A% A5 1l 2, %
P ARRE S SR T .

w15l
FIRRGIR I PR E Y “firstime”:
radius-server key firstime

X<

radius-server host
tacacs server

username

2.1.8 radius-server retransmit

BRI E— e RS2z s Mgt r 2 k3L, @A radius-server retransmit
ERFLE S FHAMAE no Uk E B4 1.

radius-server retransmit retries

no radius-server retransmit

24
B SR A
retries HEHFRRAUH, VA ERZIA3N.
i
ik 3 %
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ar4—M 5 radius-server timeout A A1 FH , $8 B S5RF 2 KT 0] fa A N IR 55 253 151 2
AR R AR 5 FE AR B

=~

TR E RGO AR IE N 5 K-

radius-server retransmit 5
PSS
radius-server timeout
2.1.9 radius-server timeout

FEXAZ P ATV SRR AR 55 25 N2 i e 1] BRBE T, 1B F radius-server timeout 4= 5B &
o AR A1) no LR K E B A A .

radius-server timeout seconds

no radius-server timeout

BH
B8 S
seconds SRS 1] (LU A0, A R
®E
5%
SRR
R ES
& At ER

A4 5 radius-server retransmit Fit 28 A .
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NIRRT E N A e E Y 10 £

radius-server timeout 10
PSS
7
2.1.10 radius-server vsa send

EA WM B N R A ) S EM (VSA), {#H] radius-server vsa send 4
SOt B A . HHAMSH no BAKEHAHE.

radius-server vsa send [authentication]

no radius-server vsa send [authentication]

el S ¥
authentication (RTIE TR B 7 & F s th 4R A PR TFAIE R

AMFEH vsa.

HEN

EJRRLES

£ 15 RA

IETF A mEHEN (B 260, A{EACHHLF RADIUS s 4 2 [MASH) 7 & G
BIE T . VSA R BXFHEMBACHAE S THEHEMY BB,
radius-server vsa send iy & {22 AL AR5 IR A FHUGEBOE 1) R & . 78
radius-server vsa send {4 H1# Fi] accounting S8, FEIRMI) & @ AR T
iex B M. 7 radius-server vsa send 44 H{# FH authentication J&8 =, RSB 7
L H R AR FIAE R .

=~
TIRREIS A AT, A A R L S SRR -

radius-server vsa send accounting
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radius-server host
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#3E Webi\iEdr4d

3.1 webiAIEELE &S

web IERL E 4 A -

° web-auth enable

) web-auth accounting

° web-auth authentication
° web-auth mode

® web-auth keep-alive

o web-auth holdtime

° web-auth authtime

° web-auth portal-server
) web-auth vlan-password
° web-auth kick-out

o show web-auth

o show web-auth interface
o show web-auth user

) debug web-auth event

L] debug web-auth error

o debug web-auth verbose
L] debug web-auth http event
) debug web-auth http request
) debug web-auth http

o debug web-auth
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3.1.1 web-auth enable

web-auth enable

no web-auth enable

Ha
R I web AE
12 AR

FEBR I _EJT S web AEDIRE, WRATFE web IAUEDRE, i 128 ti4i 4R SOA
5 web AIE ] .

wERR
P L B AR
5

THFIM A interface vlan 5 _FJFF 3 web A3E:

Switch_config_v5#web-auth enable

3.1.2 web-auth accounting

web-auth accounting method-name

no web-auth accounting

B SR
method- name FEAAATIC B HIE T V53
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RE
TNUET &
L

RYUE G n Ja R A BC B T2 Rt o 9, W R SR AN R, I R
WERMG WERARECE 2057, Nt “default” J7ikAb#.

RN
B OAC B AR

w15l
?ﬁﬁ;ﬁﬁé‘%@ﬂﬁ~’ﬁ%% weba-acct )it 27575513, SAJEE interface vian 5 _EAEH]
[EVIRES

Switch_config# aaa accounting network weba-acct start-stop radius
Switch_config_v5# web-auth account weba-acct

3.1.3 web-auth authentication

web-auth authentication method-name

no web-auth authentication

-l
Y SRR
method- name fEaaar it BHT #5159, TG NIA.
BRE
TNETT ¥
AR

R GUE R s a Ja R A T C B A GE 5 BB IE, A R IEBRAEAS T, d =
WAERI . IR ARBCE T %, W% “default” J7iEALRE.
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w5

TN ) i SElC B 44 9 weba-auth FIIAIET 74413, SRS 1E interface vian 5 _E A% H

EVRES

Switch_config# aaa authentication login weba local

Switch_config_v5# web-auth authentication weba

3.1.4 web-auth mode

web-auth mode [user | vlan-id]

no web-auth mode

2%
&% S ¥ A
user WA HARTTRVIER . BUETER: N/A.
vian-id T Y ERE L fvian idRERT . BUEVER: N/A.
73

R 4. DR GAER .

A

AT RENER 77, A4 B8 77 U 7 2 e web St B3RS H P
Yy HAER, A vian id IS R 55 2R web St b sl i L 8 S AL LRI AT

mHEN

P L B AR

w5

N4 vian interface 5 [{IAE 5 20l &N VLAN ID 52

Switch_config_v5#web-auth mode vlan-id
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3.1.5 web-auth keep-alive

web-auth keep-alive keep-alive-time

no web-auth keep-alive

S
S8 SHHEA
keep-alive-time FH P 30 SE 88 R A ML R R AE 2R A A 3, DURb By, BESE
[#: 60-65535,
Hha
60
12 AR

FEHHACE keep alive Z )5, Tl PR D00 08 25 1 72 4% JFR A A Ji 91 A8 —
RAELE AR R 8 T RS A fERCE keep alive 2 Jm 74 il DAIE AT 30
AR SL R DATC B A A 1A 38 A 28 AR S

B

R G B AR

w5

TN THT AR 4 P 0 B [0 S LA A AE L R ] 31 v 180 A

Switch_config#web-auth keep-alive 180

3.1.6 web-auth holdtime

web-auth holdtime holdtime

no web-auth holdtime
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S
B SRR
holdtime MU FH P2 B ELR R s I 28I . HUEER: 60-65535.
HhE
180 #b
AR
S H A LI FH 0 s 2 AR 28 HAR ORI R R AE LR, it holdtime (1)
B KB URBIELRIB AR, THNUEUCNIZA P AEIES T2, smHliZA P &l, JHE
1EXTZH ok
IR
BRI B AR
51

THF6 4% holdtime ¥ & Jy 600 #5,

Switch_config#web-auth holdtime 600

3.1.7 web-auth authtime

web-auth authtime authtime

no web-authtime

S
B SRR
authtime M P43 Bt 2 DHCP MU FF 46 238 33 A CEIR T 50O B B i 1] o
HUETEHE: 60-65535.
r =)
180
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WiRA
FEF A dhep B30 SZ LR D 3 0 BE — € I B2 LU TAIE, WA P £E authtime
ZWEAEENE, SZHNUR RO BRI BT AR 5 OO, U7
FLEPORIH dhep filt & AZHA LI 2> BEAIE B

RN
B B

w5

T 6y A authtime 4 & 4 360 15

Switch_config#web-auth authtime 360

3.1.8 web-auth portal-server

web-auth portal-server A.B.C.D

no web-auth portal-server

e
S S
A.B.CD FH PRI AGERT P45 Fweb Y TR, b I B0Rg H
Mahto FRUETEE: AcHbLAE =B O P
RE
x
AR

FHEIE IAERT, 3E47 DNS @I, H DNS MR S i) answer B 1P ik 5
A portal server [k, X HEFH ) http 1% SR k4l 2 5 1) 51 portal server, ZHHLA
B 1 portal server H4E 47T I E 25 H 7 IR [BIAH S web BT

HEN

B R AC B
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T4 portal server [k E Ny 192.168.20.41.

Switch_config#web-auth portal-server 192.168.20.41

3.1.9 web-auth vlan-password

web-auth vlan-password password

no web-auth vlan-password

2
2H SR
password EFIVLAN IDHEAT MRS AP 04 BUETER: N/A,
RE
o
L
g vian id BIAIE A U, SZHLviann™E P H “n” AR vian 194
FHUAA fr A0 B 1) AR BT B vian id $EATIER P 4.
mLHEN
B B R
P
T H A A vian-password ¥ By “abce”.
Switch_config#web-auth vlan-password abc
3.1.10 web-auth kick-out
Ay ik

web-auth kick-out A.B.C.D
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AB.CD APt . BUETERE: N/A.
BHa
o
1B
et K25 52 1P I P MAZBAU R IHBR, WS ER 2 mr @G X H P ok 2%, MIBRES A2
PRl b XHZ P 3. INER S A P an R YGE S IE, 7 248 A dhep 43kt
SRE BT FE .
B
P i AR
ANl

TR a2 MHEE 1P Hhtik >y 192.168.20.43 HIH /-
Switch_config#web-auth kick-out 192.168.20.43

3.1.11 show web-auth

A

i 2 R B R S L 24 7T A web IATERCE
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Switch_config#show web-auth
web authentication parameters

holdtime 3600
authtime 600
keep-alive 60

portal-server  192.168.20.41

3.1.12 show web-auth interface

BH
e S
intf-id BRHIE OIS . UV NJA.
®RE
x
AR

i R BRI L 8 2 4 1 1) web PUERCE .

o
FEBUBESY
=6

T A R interface vian 1 T ) web A FARE :

Switch_config#show web-auth interface Vlan 1
web authentication parameters
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web-auth enable
account-method weba-acct
authen-method weba
mode user

3.1.13 show web-auth user

RE

8

12 RS A2 B LA A BT AT P B O 2 I DA P R A 8 A IE

P

I A A R TR

Switch#show web-auth user
1P MAC-ADDR state remain-time(seconds)
192.168.20.42 0008.74b7.3del WEBA_USER_AUTHENTICATED 3572

authenticated users: 1, authenticating users: 0

3.1.14 debug web-auth event

debug web-auth event
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22 kA web VEIE R o S AHE S, RSB GIETE R YRR, @i AE.
EDRRCARECE 0

LR
SOCES

1l
Switch#debug web-auth event

3.1.15 debug web-auth error

el
ke
RE
7
PR
2 AR — IR R, AT HRIE L.
mLHEN

R
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Switch#debug web-auth error

3.1.16 debug web-auth verbose

i FA

%541t debug web-auth event 441t {2 EUE A4, L 3CAE AT AEAT L i A
FARHE P 1) MAC b

mLHEN
R

P
Switch#debug web-auth verbose

3.1.17 debug web-auth http event
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a2 KA web AAEH AN http A FAHE B, L ®] socket JERLIE K, socket
WiIF4E
RN
AU
w15l

Switch#debug web-auth http event

3.1.18 debug web-auth http request

RE

8

i & FRAH hitp HRETNA

FERURE

w5

Switch#debug web-auth http request
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3.1.19 debug web-auth http

RE

i FA

%A A8 24 T [FIN 44T 7 debug web-auth http event # debug web-auth request.

oM

;]_

RO

1l
Switch#debug web-auth http

3.1.20 debug web-auth
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Switch#debug web-auth
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