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1T IPHUEE 4

1.1 IPHLERE 4

IP ke & dr 2 -
° arp
) arp timeout

) clear arp-cache

° ip address

° ip directed-broadcast
L] ip forward-protocol

) ip helper-address

° ip host

) ip default-gateway

[ ) ip proxy-arp
) show arp
o show hosts

) show ip interface
1.1.1 arp

fo B A ARP LGS, #4 ARP BT 2 /K ACREATE ARP 2247 . S B R e & A0 5 4
ARP BLEFE, A noarp @4

arp ip-address hardware-address [alias]

no arp ip-address

S SR
ip-address A i B B 1 1 A I P AL

hardware-address AN HU RS PR 12 11 ) B AL




% DAL B 4

alias (Arik) A HHLEIZ 5t — IPHUIEFIARPIE K, Bt RA S IX
ANPHsLE

ARP ZEA7 FAFAE R A BIERAS ARP B o
YRR

LR ES
(EdaENEE

— R ENUER A A FEEhAS ARP @M, BT L — AT B PRt oy EVLRC B 55 ARP
BB

P

TR Z&MAEE P HuhkA 1.1.1.1 B9 FEHLA) MAC HihikA 00:12:34:56:78:90.

arp 1.1.1.1 00:12:34:56:78:90
X<
clear arp-cache

1.1.2  arp timeout

FLE ARP Z2{7hEhZds ARP RINKAFAAERS[A]. A REK R B [E I, M no arp

timeout X default arp timeout 74,
arp timeout seconds
no arp timeout

default arp timeout

2 SHREA

seconds ARPZAF B ARPRIIAEAER [A] (B, 0 FORFEIXA 4 5]
SRR E ARPZ AL A 2k I Bk«
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A

14400 > (4 /NEY)

B

HORES

f&£ F 15 BA

WRAEAEH ARP [0 E3HTHCE, MECE L. show interface 4>

B0 FECE () ARP BRI R, S0

ARP type: ARPA, ARP timeout 04:00:00

P

e IR

TR A7 vian 10 FECEZZES ARP BUF AR AEI ]2 900 #0, DAE{E ARP

AT SRR HT -

interface vlan 10
arp timeout 900

XL

1.1.3

A

a

P

show interface

arp send-gratuitous

Wit & 5% ARP R I%IhRE

arp send-gratuitous [ interval value ]

s
B SRR
interval VB R% S B ARPHI ARG .
value I A R E , 8 12080, G 15 — 60070,
SER
2% H e T A =
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BNt

T4 53 Interface Vianl T 143t ARP Ki%, FR¥E RIEEE N 3 45450 .

switch_config_vi1#arp send-gratuitous interval 180

EES RS

arp

1.1.4 clear arp-cache

TEREIE ARP 247 .

clear arp-cache [ ip-address [ mask ] ]

¥
B SHEA
ip-address IPEL T
mask TP
BB
HHE
Nl
N TH ) S BRI H KBNS ARP 2247
clear arp-cache
HXa<e

arp

1.1.5 ip address

FeE 1P ki, [RINBEE M. HiToae A mE™HIX 70 AB,C K IP ik, {HE,
ANBESE ] Z R IEAN) SR AE (CENLAR 241 BR 7 RUKI, g SRR R 2 M Z ]
FEF—ANB Lo (HAZ,  DOKRIRE 1 BC & A R BN REA L AR BB R D ), B
TEH GO — MR L BT PURCE — A b ATE IR 2 A it it . M ik
REETERCE T F bS5 A AT ARG &, A& bk 4 M R 2 J5 4 T DA R 3= ki . R G4
EERU P ARIC, R bR R R f e VR, ASH B A R R 0 B E R S5
RAE[F]— W B L 1) 1P kA D9 SRR AL, n SRAN BE A 23X AN 1P ikt (9 n i 1% HD,
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WA B O FEIE. R —NMEOKRAERE IP bk, WHBARLRSHEND
(unnumbered $#171), NEXANEOARLF 1P #)3C.

IR BN 1P okl 8E 45 1RO IP RSCAbEE, T LAEA no ip address fiv4
R O LR B 1P k.

ip address ip-address mask [secondary]
no ip address ip-address mask

no ip address

¥
S SR
ip-address IP Hhuht,
mask IP &R,
secondary (Frig) feAMCE MR P EIE, WREATRH, MRCEKZIP
FEHbbE.
wma
B EANECEARAT 1P Hidik.
LELES
BEORES
155 FH 52 A
WA BN TEA Y F N B ERCE 7 NE 1P Mk, HE [E 4B B b 1 2 Gt a0h Z D
BEAHFZ R N B Btk 75 02 S AR A 5| S 2% EH G FE o
2 OSPF P, LA R — M 0 E 0 @tk F e 1 E Bk /5 [7)— 4> OSPF area
H,
Nl

T €A1 VLAN 10 £: 0 FRCE bk 202.0.0.1, W24 % 255.255.255.0, A 4MiLE
THA IP MWJEHHE 203.0.0.1 11 204.0.0.1,

interface vlan 10

ip address 202.0.0.1 255.255.255.0

ip address 203.0.0.1 255.255.255.0 secondary
ip address 204.0.0.1 255.255.255.0 secondary
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1.1.6 ip directed-broadcast

BeRP ER) 4, FRR R ST R UGS .
ip directed-broadcast [access-list-namer]

no ip directed-broadcast

Y
5% S
access-list-name CATHE) VrII &Rk, AL ST ViiI%, PO iR A vei)
HEAR SO 52
wma

BAETEOLT, AER P ER .

mLHEN
EORCES
5

THEIBFEZD vian 10 R BHE K IP gh) #%.

interface vlan 10
ip directed-broadcast

1.1.7 ip forward-protocol

L0 ERCE T ip helper-address Ja, M TaEX e UDP Phlth IR R SCEHATHE
Ko

ip forward-protocol udp [port]
no ip forward-protocol udp [port]

default ip forward-protocol udp

2% SR
port CAI3k) 7 B4 R UDPAR SC Y H B3
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# R NETBIOS %7 li% (Name Service) 3¢,
RN

LRECES
= A tER

H BTk 8 5 & NETBIOS 447k 554k 30, IR E R AR K NETBIOS 44 7553, 7T LA
BT IUE a2

no ip forward-protocol udp netbios-ns
no ip forward-protocol udp 137

it PR ) i 45 LR B R T AT UDP A FRT R 4L

no ip forward-protocol udp
w15l

switch_config#ip forward-protocol udp 137
PSS

ip helper-address

1.1.8 ip helper-address

¥ 1P ) R RCSC R B A 2 1 1P F5 Bhihl, AT DUR B H g ) fR bk . A
I A] LG & 2 45 Bk . ip helper-address address

no ip helper-address [address]

S SHAA
address IP Bttt

RE

ARECHE P FE bk .
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1.1

B

=~

HORES

ZAn 2 AE X.25 B0 EANEIEM, RO a2 LA BERE ) DB 4k -

THRIaA D vian 10 FECE (P Bl 1.0.0.1.

interface vlan 10
ip helper-address 1.0.0.1

GBS Ay

.9

ip forward-protocol udp

ip host

SE SRS BN FR—H kB o A R R ENLAAFR—H i, M no ip host fiv 4.

ip host name address

no ip host name

S ¥

name

LHLAAFR

Address

P33k

BOA T BAT TGS

mHEN

w5

EJRRCES

TR FHCE 1P Hihkhy 202.96.1.3 FIENLZ FR 2 dns-server,
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ip host dns-server 202.96.1.3
1.1.10 ip default-gateway
e B AL ERIN I O, EERAZHAL I BRIARISE, 1] no ip default-gateway fir 4.

ip default-gateway address

no ip default-gateway

S SRR
address IPH4E

EJRRLES
P

T T RCE 1P Hudiky 202.96.1.3 (b N2 default-gateway
ip default-gateway 202.96.1.3

1.1.11  ip proxy-arp

FEHE I _EIEATACEE ARP. IRECHIX L)AL, M no ip proxy arp 4.

ip proxy-arp

no ip proxy-arp

73=]

AT AR ARP
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RS EE
BOBES
& AR

Mg A HALICE] ARP 15K, AR BR BB BIHGE R 1P bkl Hg ik
RS ENE R A AN, % bR UE S MAC Stk ARP iR, 285, £
W B SEFREAE IR OO, BEATHOR . KRR, RIAE— G BN SR TR KIIR IR, B
BRAE BRI G, BRI IEE . MR, i B E B R —
ANPELT R

AR TENLFE LB A AR BRI ST, & AN S L ZRAE R — A 1P R, B,
/) 1P Hhk b ZRE NS AL i SN EATER] S 1P b, a2 it, T LiE
AT, S0, B S HA R AR ALK TR S .

P

N T8 0 VLAN 10 3T ARP IhRE:

interface vlan 10
ip proxy-arp

1.1.12 show arp

SR ARP RI0, AIEEO P Hikk ARP B, B MRS ARP BU, 24
ARP BLgt,

show arp

B SO T

et RA

RS B
Protocol S, B BU ( F SE 2ET fnIP .

Address Hobik, S4p3HhhE B L, dnPHbL.

Age AAFIT ], ARPER I AE BB IUAE R IA),  BLOT iR Bhr . A3

-10 -
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WU X 2 ARP R IIUAS 22 R M o
Hardware Address YyEisbhl, 5Ll R B B bR, T 1 R AR T 58 K R
Type KA, FORFEOER PIRCCERERTY, WIGARPA, SNAPZ.
Interface e, HIXAMHHEAR GBI HE 1

BNt

NI s ARP 2%

switch#show arp

Protocol IP Address
IP 192.168.20.77
IP 192.168.20.33
IP 192.168.20.22
IP 192.168.20.124
IP 192.168.0.22

1.1.13 show hosts

17

Age(min) Hardware Address

0 Incomplete

- 08:00:3e:33:33:8a ARPA vlan 10
0 00:a0:24:9e:53:36 ARPA vlan 10
- 08:00:3e:33:33:8b ARPA vlan 11

BR EN G —HHEZ AT P BT R

show hosts

B SO T

p=t

5l

N A4 R T BN BRI -

show hosts
Hxd&$
clear host

1.1.14  show ip interface

BoREO ERIPELE.

Interface
11  00:30:80:d5:37:e0 ARPA vlan 10

-11 -
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show ip interface [type number]

S
S SRR
type (AT3k) FE2RA,
number (Tik) 155
RN
(EgliFs
£ 1< AR
NS O RS 2 AT DA ROSOR B s, EiE — NI B, IRES 2 “Protocol Up”. iR
MEIXRANED FRCE 1P sk, ASHNUE A R RN — 4 BLER . n SRaE M Z b iUk
FF, tHEt & “Protocol Down”, X%k ELZERHK MR, RS, RE
NMEEEOGEE. BN, SBRrASEON IPRERSES.
ANl

T RIA 4 SR VLAN 11 B IP iR E

switch#show ip interface vlan 11

vlan 10 is up, line protocol is up

IP address : 192.168.20.167/24

Broadcast address : 192.168.20.255

Helper address : not set

MTU : 1500(byte)

Forward Directed broadcast : OFF

Multicast reserved groups joined:
224.0.0.9 224.0.0.6 224.0.0.5 224.0.0.2
224.0.0.1

Outgoing ACL : not set

Incoming ACL : not set

IP fast switching : ON

IP fast switching on the same interface : OFF

ICMP unreachables : ON

ICMP mask replies : OFF

ICMP redirects : ON

SR
2 ik
vlan 10 is up B LB RT A, BEI AT A up”e WS AT, EE
2L 5 D A5 AL UpIf -

-12 -
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line protocol is up

B SR A AT DU BEXUREAS & R ZBR Db 9 up
AT, CVREA RN 2 g P AR 6 202 up T

"o W

IP address

B2 P HE AR 48 H 65

Broadcast address

RS kbt .

MTU

SR EENRERIP MTU.

Helper address

B Bk

PR BRGE A RO

Directed broadcast
forwarding
Multicast reserved | O ZHEAH.,

groups joined

Outgoing ACL 2 1A FH i £ 7 TR ) 25
Incoming ACL Fe DU BN I R

IP fast switching

ACHAAE 30 BTSSR K

Proxy ARP

B2 A FHRHEARP,

ICMP redirects

PO K HICMPE E [ .

ICMP unreachables

BT R HBICMP AN B IA 4R

ICMP mask replies

B R R ICMPHED S 2547 3 .

-13-
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FH2E NATEEWS

2.1 NATECE®S

211

NAT M & i 2 -

[ ) ip nat

) ip nat inside destination
) ip nat inside source

(] ip nat outside source

° ip nat pool

) ip nat translation

) clear ip nat statistics

° clear ip nat translation
) show ip nat statistics

) show ip nat translations

) debug ip nat

ip nat

1P NAT 32 11 C B - R 98 € K B 12 1 R AR R 1 A5 SR NAT (o9 2% 3t it
B, AREAE IR DRI RE, AN NO B

. ip nat mss 4 HAEELLE ip nat outside HELTR, B HIME B DU P BB H 2=
KA SYN bR TCP R CIET ) MSS (Maximum Segment Size) f{i. U154z
1Rz THE I MSS (B ThRE, X M40 NO JE K.

ip nat {inside | outside | mss }

no ip nat {inside | outside | mss }

2 SHIEA
inside F W R PR (4 IRMANATRIED o

-14 -
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outside FEWIFE LB R SR ZG (RH28 IR ANATEIF .
mss EEIMSSIE (L Z4ERE A ip nat outside)

T BREIK XA A B AR NAT,

RN
EORES
£ Rt RA

HAGIREELE “AHER” AN “HNEE” 35 10 2Z (A% IE AR S W] AR 2 . 0 RS AR
NAT [f)3 57 % A ML 2D 8 5E — DB DA — Az

w5

T P FHESR H 192.168.1.0 B 192.168.2.0 £ el fr Py 38 = WL AT I (E 1 1P He
HERHIEN 171.69.233.208/28 W45 4 RiME— ) IP Hudik, JIf BB MSS fH.
ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat inside source list al pool net-208
|
interface vian10
ip address 171.69.232.182 255.255.255.240
ip nat outside
ip nat mss
!
interface vian1l
ip address 192.168.1.94 255.255.255.0
ip nat inside
!
ip access-list standard al
permit 192.168.1.0 255.255.255.0

.permit 192.168.2.0 255.255.255.0
!

2.1.2 ip nat local-service

B BT PAT B . BRIAELLT, 7EARIC Y NAT S B g febliz o, i
JITA U5 1) %t AZ B LA RS iemp/udpltep #R3C. %4 T LA R B Lk A0 8 00 2 P x
B e ACH LA R, SRR T T IR RN ) B d S LA AR O

-15 -
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2.1.3

INRAESEARIC Y NAT Ao 11 b 52 Bt L8 1 A8 Bl il AU ) iemp/udpltep 1
3, ATUAME N LR FRCE R A4, XA & [ NO JE 2RI DA R ERAARES

ip nat local-service {icmp | udp | tcp } disable

no ip nat local-service {icmp | udp | tcp } disable

Itar << RBEECEIRC A NAT SMEBimORTEERRERASIEUEOT |, FREEEAEOZE IS
Iz icmpludpltcp #R3Z,

ip nat inside destination

H ip nat inside destination 4R & a4, FFiE A H LR NAT.FHIX 41 NO
T, MBS A bk ith ) 5h 25 9 Bk

ip nat inside destination list access-list-name pool name

no ip nat inside destination list access-list-name

2 SHREA

list name PREEIPUT R SIR A4 5 R B8 Bt b B 4 Rt kv 2 Ay
H ik i oA T B, XS AR AT M P2

pool name bl 44 7, RS R, IR P 3 BE P9 AR
HIIPHEYE .

P H AR Bk A i 1

RN

ZRBCES

£ 15 RA

XA FH U7 ) 1R A% SR SL A A kB %8 o R AR AE D 17 571 AR DG e P b ik 1)
AL, K G E B bk 2 BE A 4 R R AT b ik %, XMLk 2 A ip nat pool
TR E R .

-16 -
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P

214

TR FHE & A 171.69.233.208 W 4% 1E 15 4 SCHRIPE N H Fdb ik F 192.168.2.208

P B H PN AR E ALt

ip nat pool net-208 192.168.2.208 192.168.2.223 255.255.255.240
ip nat inside destination list al pool net-208

interface vlan10

ip address 171.69.232.182 255.255.255.240

ip nat outside
!

interface vlanl1l

ip address 192.168.1.94 255.255.255.0

ip nat inside
!

ip access—list standar al
permit 171.69.233.208 255.255.255.240

ip nat inside source

{§H ip nat inside source 4L E A4, )G W EIEHLEET NAT. FHXANar 41 NO JE
AT DA o 75 2 B 3 ) o Al ) 3 25 S Bk

ip nat inside source {list access-list-name pool name [overload] | static local-ip

global-ip}
no ip nat inside source {list access-list-name pool name [overload] | static local-ip
global-ip}

el SRR

list access-list-name

PRAEIPYT ] BRI 40 7o IR MBI AT & U7 1] 210 2R A4 SCR 1 A kit
AP R IR A

pool name Mk 47, WA B S H A Bl 4 s P AL
overload CAT38) i % /1 A8 AT 6 2 AN At bk A T — AN B i bt . 24

OVERLOAD# W E 5, [Fl—ANP TN Z 21 HTCPEL
UDP3ti 53R X 4.

static local-ip

AN M FR SRR X ANS O R _E R ML ST
— A BELA A HIP Lk o IXANHBHERT DL E f i, BiARFC
1918143 fic.

global-ip

B S L R AS LB s 3 SOk R L S — A4
R 24 I LA RO IP AL
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AR P9 R Hb L () NAT #AAELE
RN

R ES
15 A 15 BA

A AMAIE N SIASRAE SR AE R . A U7 ) 2SR AR U SL B A
oK B ARRAE S 7] 51 AT UG A I AR SR i E 1Rt A 4 S 1 4 JRy L B SR 2 AT ik
HRE, XA ip nat pool fir 4 TR 5E .

ATLMER BT L, A KT STATIC AR AN — 2 AL 1 i A bk
w5

T TR E 192.168.1.0 B 192.168.2.0 4% 1 4 # 1 HLIAIBEAT @5 0 1P ik
BN 171.69.233.208/28 [ 25 14 JijME— (1] IP Huhik.

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat inside source list al pool net-208

|

interface vian10

ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface vlan1l

ip address 192.168.1.94 255.255.255.0

ip nat inside

!

ip access-list standard al

permit 192.168.1.0 255.255.255.0

permit 192.168.2.0 255.255.255.0

2.1.5 ip nat outside source

f# /1 ip nat outside source 4 RfiC B 4, /8 SMEBIRHLEE) NAT . FIX N4 NO B
3, AT DAMHIBR S 2% B Bah A& GHK

ip nat outside source {list access-list-name pool name | static global-ip local-ip}

no ip nat outside source {list access-list-name pool name | static global-ip local-ip}
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2 SHREA

list access-list-name FRAEIP T 0 B R  42 7o H b5 B U7 18] 5138 4R SCHE 48 F
b2 RS R B o o S

pool name WS, MNIXAMES) I 2R IPHL .

Static global-ip BN MO E S IR XA SHONSME 2 B L
SE—ANEFTA AP bE . 33X NIk T DM A R AT H )
k| R T S o TV

local-ip AL M RS HUEER R X ANSECON RIS —
8 4 28 T DARE — 15 1] A AR E LRI AR Ptk o 3 ANtk vy LA
PR I % ] i ER Y bk 2 () e A e . (2 MRFC 1918).

ANHFAE R [ 47108 00 245 PR U -t k- 81 P 8 100 24 b b 0 3

RN

EREES

£ 5 RA

P

ARSI T AR AVER . IERECEEIR IP bt . ATREIRIESRR T CEpiE s e sh HoAt
W2 [ 1P $hik . XA 1P Uik BERE AR 1 CHMER D SRR (PERIIZE D
(R L v ft ik 528 Coverlapping . 3 HT AR NAT SKEH AT Bt It 55 8 (1 3 R b k.
AR SRAR B B L 2% Th ) 1P MRS R 73 T 25 FUAL I 2% (R 505 P M bR R, O HAR TR 2
AR L AL st th A LS, B A/RAT ARTX AN T RE -

RSP SISRAME S HIERIPE. 54 U5 19 51 2 (08 208 37 3h 245 M il
o Sk B AARHE D ) 21 AR DTG () M bk B4R ST, K FH 48 2 ) bk s v 23 i P A bt 3k Sk
HEAT Hu BRI, XAk A ip nat pool 4 T da e i .

VENTT ULEARKI T i, i I 7 STATIC IEVERS s — 4% Ak i B SR 1%

THAEH FEKE 9.114.11.0 MK AN E LA 47 EE G IP hk# A
171.69.233.208/28 Mg b4 fmmME—1) IP Hibl, Fit—HH, KE 9.114.11.0 W4 (E
SEAFAERY 9.114.11.0 &%) gwbilk A EHLRIIR ST, #EEHEE LISk H 10.0.1.0/24 W 2% 1)
HH B

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat pool net-10 10.0.1.0 10.0.1.255 255.255.255.0
ip nat inside source list al pool net-208
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ip nat outside source list al pool net-10
!

interface vlian10

ip address 171.69.232.182 255.255.255.240
ip nat outside

!

interface vlian11

ip address 9.114.11.39 255.255.255.0
ip nat inside

!

ip access-list standard al

permit 9.114.11.0 255.255.255.0

!
2.1.6 ipnatpoo

H ip nat pool &St &4, & X —ANHT NAT [ 1P Hulikith. X4 NO JE K,
AT LA 1P 3kt i o — AN Bl 22 A bk

ip nat pool name start-ip end-ip netmask

no ip nat pool name start-ip end-ip netmask

S
S SRR

name I 44 F

start-ip EXIPHUAEB TS R dhibit.

end-ip SE S IPHEE O VE R . G5 AR HhE

netmask T IAERY . T PRS2 I R ) IR 27 2 B T R % A0 T R 45

TELer & T EHLEESr . $5 5 1P b bk B &8 19 2% F) 1~ R 1

r =)

WA EX P H.

B
LB E A
52

XA AR AL, S5 PRHhE LR T I RD R ANkt . BT E SRR ] DA —
MR, BRI .
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P

2.1.7

N HF AR H 192.168.1.0 B 192.168.2.0 W44 () P #5 AL TIEAE (1 1P Hbhi-FH
PEN 171.69.233.208/28 15144 1 42 ey — ) 1P Mkl

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat inside source list al pool net-208

interface vlan10
ip address 171.69.232.182 255.255.255.240
ip nat outside

interface vlan1l
ip address 192.168.1.94 255.255.255.0
ip nat inside

ip access-list standard al
permit 192.168.1.0 255.255.255.0
permit 192.168.2.0 255.255.255.0

ip nat translation

ip nat translation 4> R iC & a4, F A LU PR &

B8 NAT JHPE R OIS AME,  FHIX A0 NO JES, AT BASK I .

ip nat translation {timeout | udp-timeout | dns-timeout | tcp-timeout |
finrst-timeout | icmp-timeout | syn-timeout } seconds

no ip nat translation {timeout | udp-timeout | dns-timeout | tcp-timeout |
finrst-timeout | icmp-timeout | syn-timeout } seconds

BURERR) NAT JERR I — 28l A& NO JEX, mTAEHIE, A
ENINIER /SR NN

ip nat translation { max-entries | max-links{A.B.C.D | all} } seconds

no ip nat translation { max-entries | max-links{A.B.C.D | all} }

S S ¥ A

timeout 157 F T BxOVERLOADRH i 2 AN SIS B RE R I . B (2

3600F) (1/hI).

udp-timeout T8 € TUDP; O RHERHME . B E 230080 (550%1).

dns-timeout 1558 ] T B DNSHIEN A . $i48 18726070,

tcp-timeout TR TTCPIG O RERHME. B&E2A3600F (1)

finrst-timeout &2 /T Finish and Reset TCPRk 3L AUABIN AL, X AMEH T &1k —

MR A EE60T).
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RE

icmp-timeout W EICMPFINATE I B[], 544 B & 605 .

max-entries B NAT i B2 4% H 3, Bed B 5£4000

syn-timeout WETCP SYNAIRA FINATHEI B[], 545 (H 2 60F) .

seconds ¥ it IR RE R NHE . SA R TE B 5 B 2 %) H SR R

max-links A.B.C.D EFXTHE E (K N EBIPHB AL, [R ) iZ 1P H b g 2 ST NATIE L T ok
BH, LohEE, “HZa2rno e, URZERSHZIPHbE
BAINATIERRITUMEHE

max-links all ElXF BT A I Y ERIP L E , FR il B AN P 3 bt 8 2 57 NAT & H2R T 1) 5%
KHEH. BEE-5max-entriest A,

timeout is 3600 seconds (1 hours).
udp-timeout is 300 seconds (5 minutes).
dns-timeout is 60 seconds (1 minute).
tcp-timeout is 3600 seconds (1 hours).

finrst-timeout is 60 seconds (1 minute).

HEN

EREES

et AR

=~

2.1.8

MEE 7w RS, BN MEERHAE TAREEFHENEFEEZMN LT
AR, BRI DU R A% B BEAT S AP R . JRIAL R4 (DNS) 1) UDP BHIAE 5 7
PRGN, AL RGUE UDP BRRAE 1 el . iREdER A RST B FIN,
TCP BIRE(E 1L AN/ GBI MEA RST 5k FIN (5L R, HAE 1 45t .

NI FALE 10 4r 2 JE A UDP i R 2% H B
ip nat translation udp-timeout 600

)RR 1P Huhk 192.168.20.1 FSTf) NAT SERZR I i K% H 24 100:

ip nat translation max-links 192.168.20.1 100

clear ip nat statistics

A TIERR NAT (415 &, fEH clear ip nat statistics 4.
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clear ip nat statistics

et RA

P

2.1.9

A A A T LR T NAT S0l BB APIEIRE .

switch#show ip nat statistics
Total active translations: 1 (0 static, 0 dynamic; 1 PAT)
Outside interfaces:

vlan10
Inside interfaces:
vlan100

Dynamic mappings:

-- Inside Source

-- Outside Source

ICMP=3, UDP=29, TCP=155, FRAG_ID=5 FRAG_PTR=0/TOTAL=192
Switch#clear ip nat statistics

Switch#show ip nat statistics

Total active translations: 1 (0 static, 0 dynamic; 1 PAT)

Outside interfaces:

vlan10
Inside interfaces:
vlan100

Dynamic mappings:

-- Inside Source

-- Outside Source
ICMP=0, UDP=0, TCP=0, FRAG_ID=0 FRAG_PTR=0/TOTAL=0

clear ip nat translation

T BRI BRI MR 1 (NAT), {#F clear ip nat translation $hf7

%,

clear ip nat translation {* | [inside local-ip global-ip ] [outside local-ip global-ip]}
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clear ip nat translation {tcpjudp} inside local-ip local-port global-ip global-port
[outside local-ip global-ip]

S
S SRR
* ERRITE Eh AR .
Inside 5 ML S 1R E 4R IP AUk AT b P Ak P P SR o
global-ip g4 RIPHL.
local-ip T8 AR MIPHEAL
outside TSR AL SR B 4 R P b AN ZAS 1 P A 1l i A5 5%
tcpludp I
global-port F AR N PSR 4 JR g 11
local-port T 7 AR N S AS s 11
SRR
EHA
£ RA

il

2.1.10

i A A 4 T DATE S S B IE2% H BN BB R AT

NHAIET SRR NAT B H, 2856 UDP BiEs% H G RkR:

switch# show ip nat translation

Pro Inside global Inside local Outside local Outside global

udp 171.69.233.209:1220 192.168.1.95:1220 171.69.2.132:53  171.69.2.132:53
tcp 171.69.233.209:11012 192.168.1.89:11012 171.69.1.220:23 171.69.1.220:23
tcp 171.69.233.209:1067 192.168.1.95:1067 171.69.1.161:23  171.69.1.161:23
switch# clear ip nat translation udp inside 171.69.233.209 1220 192.168.1.95 1220
171.69.2.132 53 171.69.2.132 53

switch# show ip nat translation

Pro Inside global Inside local Outside local Outside global

tcp 171.69.233.209:11012 192.168.1.89:11012 171.69.1.220:23 171.69.1.220:23
tcp 171.69.233.209:1067 192.168.1.95:1067 171.69.1.161:23  171.69.1.161:23

show ip nat statistics

F show ip nat statistics 74, i~ NAT 4iit3.
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P

show ip nat statistics

T2 show ip nat statistics i 4 51+ i H 45 5

Switch# show ip nat statistics

Total translations: 2 (0 static, 2 dynamic; 0 extended)

Outside interfaces: vlan10

Inside interfaces: vlan1l

Hits: 135 Misses: 5

Expired translations: 2

Dynamic mappings:

-- Inside Source

access-list 1 pool net-208

pool net-208: netmask 255.255.255.240
start 171.69.233.208 end 171.69.233.221
total addresses 14, allocated 2, misses 0

R 2-LHA 1 fay th 45 R P N 2B

% 2-1 Show IP NAT statistics FE#R

FE ik

Total translations

RGP RO ERIRERNSR. ST MR, XA
AL, RIS = — AR PR e RO I, XM R R

Outside interfaces

Hip nat outside iy & 4RiFASMTE: B 53K .

Inside interfaces

Hip nat outside iy & 4R iFA P EFE: B 53K .

Expired translations

MR B s A LR B — I BR T E R, R R R
ORURIRINE SV e

Dynamic mappings

R ERAE 5 S B AR T B MAT .

Inside Source

FRAEE R 50T A AR B 5 .
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Access-list FT Mk R A U7 (7] 1) e 0

Pool W4T CREIHRIK 4 fEnet-208)
Netmask b BT H 1P I 25 #E7

Start Tt A k5 R P R 4R P A

End b ep AL B A 45 AR P s

Total addresses b AT b - R ) I 2
Allocated SR ] i bkt R

Misses Toik At B e b KR

2.1.11 show ip nat translations
Fl show ip nat translations &EHIAM4, T RGN NAT Hihk§#Hi%
show ip nat translations [verbose]
g
2 BHREA
verbose (i) SRk THAREIER K B OFIME B, aF ek
SETEA, BRI T LK AR
RN
(ELIRN
EdaEhtzEl]
x
w15l

M show ip nat translations iy 4 14511 {4 H £

PIAN 8 EAURI SR ) — L8 N LBEAT IR OO He, AT 2
Switch# show ip nat translations
Pro Inside local Inside global Outside local Outside global

---192.168.1.95 171.69.233.209  ---
---192.168.1.89 171.69.233.210  ---

R E BT RR G, A =R PR R B, et — T
/> DNS k55, 54T TELNET 218 CREPIAM AR END. ZER: W
AN EI A B ML AE LLEAT AR R A B bk (2 X B
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2.1.12

Switch# show ip nat translations

Pro Inside local

Inside global Outside local Outside global

udp 192.168.1.95:1220 171.69.233.209:1220 171.69.2.132:53 171.69.2.132:53

tcp 192.168.1.89:11012 171.69.233.209:11012 171.69.1.220:23

171.69.1.220:23

tcp 192.168.1.95:1067 171.69.233.209:1067 171.69.1.161:23 171.69.1.161:23
° I TH 2 A DR verbose [ % H AR -

switch# show ip nat translations verbose

Pro Inside local
udp 192.168.1.95:1220 171.69.233.209:1220 171.69.2.132:53

Inside global  OQutside local Outside global

create time 00:00:02 , left time 00:01:10 ,

tcp 192.168.1.89:11012 171.69.233.209:11012 171.69.1.220:23 171.69.1.220:23

create time 00:01:13, left time 00:00:50 ,

tcp 192.168.1.95:1067 171.69.233.209:1067 171.69.1.161:23

create time 00:00:02 , left time 00:53:19 ,
F 2-245R T S AR R EE R

171.69.2.132:53

171.69.1.161:23

#& 2-2  Show IP NAT Translations (ffl 2) &4$Hit&ERNFERMIA
FH i

Pro it L PR s 1 B0

Inside global FEMIPHIE (BENICE RS AL R BT ), AR TidAE
ARSI LS I — AN A A A HBIP ML .

Inside local Bl - Be s PRI 25 o BRI IP L ARATTRT BEAS 2 — ANICEUR S
BERL T AT AR A vl .

Outside local — AN NG EF R —A LI P hE ;AR AT
REAS T —/SNICEUIR 55 L S2 s BT ik i vk bk

Outside global W B T # BB A8 =L P L .

Create time LRI RS B R 2 AL, (A2 /DI 4 B

Left time itk RE sk H A0 2 A 2T .

debug ip nat

N TR B (NAT), fF debug ip nat #T@ 4.

debug ip nat {detail}

no debug ip nat {detail}
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w5

i f 474 debug ip nat detail W] DA% B 2RI R P AT, G35 SRR B A 1P 3l
S IS, DASCBOA R R R A S R S A

i FH 4 debug ip nat h323 A LU NAT 7e 3 H323 i fEdh idn s, FEAaFE
NAT R AT H323 W 5, DA ANTEIX ey S B 1P Huhk, dni 2 pmasihit, BEE
NI JE Rt .

switch# debug ip nat detail
vlan1l recv ICMP Src 194.4.4.89 Dst 10.10.10.102 no link found
vlan10 send TCP Src 194.4.4.102:2000 Dst 192.2.2.1:21 no matched rule

AR T SRR

15 R
vlan10 EOMER, 5.
send/recv RIEMHEL
ICMP/TCP/UDP ICMP/TCP/UDP /3%
Src 194.4.4.102:2000 JEIPHBE AN 15
Dst 192.2.2.1:21 H WP HbtE Al 15
no link found BAT ITHC BINAT 42
no matched rule WA VCECRINATRU .

%01 %: M VLANL1L #ZOEIKEIE ICMP #oC (JEHihkE 194.4.4.89, HIfHhhk=2
10.10.10.102; ICMP), WAk FIAHMN ) NAT E4 (B3R BIUTHE ) NAT FLD,

B2 %: M VLANI1O #Z0RIZEHER TCP #ior GREHbIEE 194.4.4.102, H Itk 2
192.2.2.1; J5¥ & 2000, HAR LR 210, EATRBIVTE H) NAT 0,
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#3% DHCP Clientfit 8474

3.1 DHCP Clientft %4

DHCP Client it & iy 41 :
) ip address dhcp

) ip dhcp client

° ip dhcp-server

° show dhcp lease

° show dhcp server
® debug dhcp

Z'SEJ‘”L_T DHCP P& fiv 4o 7T LA YA 2 A 43 ) iy 2 SR BC AN P2 52 el DHCP 1)
Wiz

3.1.1 ip address dhcp

i@ i Dynamic Host Configuration Protocol (DHCP) Jy# F3R15—/> IP Hudik, {HH] ip
address dhcp 2 ML E fr@ . ZMHERFTRAHT 1P sk, W] LS IX %ﬁé‘ﬁ’] no 4%z
ip address dhcp
no ip address dhcp

S
.

73]
¥

RN
BEORES
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fsE 15 AR
ip address dhcp 4 R VFEE L@ DHCP PrERE 1P Hidik, 3wkt LK M$E 1 3h2s

EE Internet IRSSIRAER (ISP) dE¥EEH . —HIRE 7&K 1P Hullk.

Wik ip address dhcp i 4, W A LK K A K 2% ) DHCP Ik 5% 2% K i
DHCPDISCOVER 4 5.,

WHRRE T no ip address dhep #74, 22 bk k1% DHCPRELEASE 8 5 o
15l

PR BIlF#45 VLANLL 2 5@k DHCP Y SCR IR 1114 1P bk
!
interface vian1l

ip address dhcp

Hxes

ip dhcp client
ip dhcp-server
show dhcp lease

show dhcp server
3.1.2 ip dhcp client

fi B A H A2 34 DHCP % F it (1 2 4
ip dhcp client { minlease seconds | retransmit count | select seconds }

no ip dhcp client { minlease | retransmit | select }

B
S SRR
minlease seconds CAJ3ge) A2 i de /MR B A], 31 L 60~ 864007 .
retransmit count (A3 PrsCios AR RS, YEREIA1~10.
select seconds (AT3%&) SELECTHIAT [a]EIB%E, EREM0~30.
HhaE

minlease 2% 4 {E N 60 75,
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retransmit Z ¥ A E N 4 k.

select ZH A E N 0 F o

LESES

EREES.

£ 5 RA

IRYE M L% L5 K AT DHCP IR 55 3 1O 22, R BEIXLE S AL,

o

IR E VX1 no Baar <, WIRESHRE iR S0E UIsE (-
5

LA 515 B 7 A el b DHCP 28 7 i il 45252 (1 e /NHELF B[] 2 100 A5
ip dhcp client minlease 100

LA 51 B 7 A el b DHCP 2 F g B R SCH AR BN 3 IR

ip dhcp client retransmit 3

LA 651 & 7 52 el b DHCP %7 3 SELECT (i [a] (] K% 9 10 #5.

ip dhcp client select 10

GBS

ip address dhcp
ip dhcp-server
show dhcp lease

show dhcp server
3.1.3 ip dhcp-server

FAEE O DHCP RS #, "ML ip dhep-server #ir4K45 5% DHCP R4 #2411 IP
Hudik .

ip dhcp-server ip-address

no ip dhcp-server ip-address

&% S ¥ A
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ip-address

DHCPR 4 25 1Ptk o

TCATAT 545 ) DHCP IR 45 5% 1P Huht,

wERA

EREES.

f&£ F 15 BA

i 27T A3 5E — > DHCP BRZ-251 IP bk,
RS2 1P ik,

LA E LTI E ) DHCP

1 FH 21 no #% a4 m] LU SRIG B CLRTRC B ) DHCP AR 4525 1P Hbtik.

=~

T BB o T EL AL Eanfads e 1P ik 192.168.20.1 KRS 4 DHCP iR%%

i

ip dhcp-server 192.168.20.1

=P SRy

ip address dhcp
ip dhcp client
show dhcp lease

show dhcp server
3.1.4 show dhcp lease

BAH LHTASHHIT I ) DHCP k55 &3 FL 15 &

SEHL.

Show dhcp lease

Al LLA show dhcp lease iy 43k
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f&£ F 15 BA

P

ik Pt i & 7T DL 2 1SS LT F) DHCP il 5548 70 BE A 2. o

NS R T A HNLITE ] DHCP 73 Bl 45 2 -

switch#show dhcp lease
Temp IP addr: 192.168.20.3 for peer on Interface: vlan1l
Temp sub net mask: 255.255.255.0
DHCP Lease server: 192.168.1.3, state: 4 Rebinding
DHCP transaction id: 2049
Lease: 86400 secs, Renewal: 43200 secs, Rebind: 75600 secs
Temp default-gateway addr: 192.168.1.2
Next timer fires after: 02:34:26
Retry count: 1 Client-ID: router-0030.80bb.e4c0-v11

BXaL

3.1.5

ip address dhcp
ip dhcp client

ip dhcp-server
show dhcp server

debug dhcp

show dhcp server

N A DHCP 458315 5., mILAMEH show dhep server iy &Sk 5281

show dhcp server
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{E AR
{5 FH i 2 ] PLIE 7S B 401 DHCP AR 458345 ..
ANl

NI SR DHCP RS 15 8

switch#show dhcp sever

DHCP server: 255.255.255.255
Leases: O
Discovers: 62 Requests: 0 Declines: 0 Releases: 0
Offers: 0 Acks: 0 Naks: 0 Bad: 0
Subnet: 0.0.0.0, Domain name:

GBS Ay

ip address dhcp
ip dhcp client
ip dhcp-server

show dhcp lease
3.1.6 debug dhcp
Y2 AL L dhep g AT, EAFE dhep PR HIALEMRAL, W] LLIZ4T debug dhep v 4.

debug dhcp [detail]

no debug dhcp [detail]

2% SHIREA

detail 5 RDHCP MR ST 2 -
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f&£ F 15 BA

7N DHCP ALFRAH G ) — L B AL PR S, 28100 F -

switch#debug dhcp

switch#2000-4-22 10:50:40 DHCP: Move to INIT state, xid: 0x7
2000-4-22 10:50:40 DHCP: SDISCOVER attempt # 1, sending 277 byte DHCP packet

2000-4-22 10:50:40 DHCP:

B'cast on vlan11 interface from 0.0.0.0

2000-4-22 10:50:40 DHCP: Move to SELECTING state, xid: 0x7
2000-4-22 10:50:46 DHCP: SDISCOVER attempt # 2, sending 277 byte DHCPpacket

2000-4-22 10:50:46 DHCP:

B'cast on vlanil interface from 0.0.0.0

2000-4-22 10:50:54 DHCP: SDISCOVER attempt # 3, sending 277 byte DHCPpacket

XL

show dhcp lease
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HAE DHCP Severfic BEmd

4.1 DHCPDHIELE &<

DHCPD F & i 4 :

) ip dhcpd ping packet
) ip dhcpd ping timeout
° ip dhcpd write-time

) ip dhepd pool

° ip dhcpd enable

) ip dhcpd disable
4.1.1 ip dhcpd ping packet

ip dhcpd ping packet pkgs

¥
B SHRAA

pkgs DHCPI 4% Fl TR ik & 75 L4 0 FL BT R I FIICMPEAN L
ReE

2
RN

2R ES
= A tER

R AT BAE A0 T i R G & DHCP iR S5 asfE A Atk /2 75 D& 7 e, 3% n 4> ICMP
(R

ip dhcpd ping packets n
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P

DL AL E DHCP 45 s fEA etk 2 5 L& o, Ki% 14~ ICMP 41,
ip dhcpd ping packets 1

4.1.2 ip dhcpd ping timeout

e
B SR
timeout DHCP 548 H T At bk 2 15 & /By, 5545 I CMP A 5 1)
BT A] (LLL100ZZAD N AT )

RE

5
RN

2R ES
155 A5t RA

/

R AT AE A 40T i &SR BC B DHCP i 55 S fER St bl C 4 e, 454% ICMP &

Wi 7 RIS IS 1] 9 n*100ms .

ip dhcpd ping timeout n
w15l

PLF A & DHCP IRE-SEA T b2 75 84 Eh, Z545 ICMP /0 B Ff) 8 B B )
5 300ms.

ip dhcpd ping timeout 3
4.1.3 ip dhcpd write-time

ip dhcpd write-time time

2 SHIEA

time DHCP IR 5 & A ik 73 T8 15 S5 OR A7 TS0 2 v fy (61 R8s Bef 1) C LA
NN,
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73=]
60
HEN
ERMES
e F A
iF‘ﬂHﬁﬁﬁﬁquﬁé\ﬂ%@EE DHCP k5583603 n 0B, BURF bk /- HofE B S AN Es
ip dhcpd write-time n
VU ANEDR I W B AT EEBR A B
P

PAN i 2B & DHCP R85 836300 1 RAGAUR bk 7 e (s B 5 AN B .

ip dhcpd write-time 1440

4.1.4 ip dhcpd pool

ip dhcpd pool name

2%
B SH AR
name DHCP It (K144 75 .
73
P
HEN
ERAiCES
£ 15 A

AT LS T £y 4k 1044 24 name [ DHCP Hufibth, 33\ DHCP Hudil-jisfic & f
£
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ip dhcpd pool name
w5

DA i &304 4 test 1) DHCP Hiuhikit, A0 3E N DHCP btk ity fic & A5 X
ip dhcpd pool test

4.1.5 ip dhcpd enable

BAETEILT, KM DHCP k% .
IR

ERICES
1% F2RA

FH 0T LA AN R e 2ok $TJF DHCP fili45 . Ubh), DHCP JR%535 2 FF relay #:4f, Xt
T H S AT HbEER, BB T ip helper-address [ [144%% % DHCP ik .

ip dhcpd pool name
5
LR #4477 DHCP ik .

ip dhcpd enable

4.2 DHCPDibF iR E 44

DHCPD it it & iy 44 -
[ network

® range

default-router

dns-server
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® domain-name

® lease

) netbios-name-server

® host

[ hardware-address

[ client-identifier

® client-name
4.2.1 network
network ip-addr netmask
g
B SHHAA
ip-addr FAF B 3h 4 e (6 ikt Fr R0 265 -
netmask T HERD
RE
x
RN
DHCP Hiuhk-ih fic & A0
5 A% ER
FH P AT AR i 4 >R EC B A T B 3073 B B sk b (0 pY 28 ik . w4 R H T B30
U
FERC B 1% 0, 55 i LRI DHCP P ST s 1 EAT— N 1P bk (14 ] 2% 5
network A
1l

PLF A7 41 B DHCP kit i 28 Hi bl 9 192.168.20.0, F M #h5Jy 255.255.255.0,
network 192.168.20.0 255.255.255.0
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4.2.2 range

range low-addr high-addr

¥
S SRR
low-addr I E B2 i b X S i ke g
hogh-addr FIT 25 B H b (XS A 2 11 Hi
wma
7
RN
DHCP ikt i B 41 =X
£ tER

APar b fER ka2 kA E R T A3 o it X, S thibh&EZ i E 8 4
range, 4 range ¥4 A0(E network JEEI N . tdr 4 R AT A3 TR,

P

LR 64 B DHCP by (s bk 40 [X 4%y 192.168.20.210—192.168.20.219,

range 192.168.20.210 192.168.20.219

4.2.3 default-router

default-router ip-addr

B SR
ip-addr GrBeen R LB B 1 o

73=]
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RN

DHCP Hh ik i it B =

f£ F 15 RA

PP AT CAE F Bt i & R BC B O 2 2 LI SR B il i B TR E 4 D og i, e
MK .

=~

PL R &1 B 2 lic s DHCP % 7 WL B4 4% i v 192.168.20.1.

default-router 192.168.20.1

4.2.4 dns-server

dns-server ip-addr ...

¥
e SR
ip-addr SYELLS % P LIFIDNS IR 45 28 Hhik o
RE
W
RN
DHCP bl ith i 455 X
£ A tER
FH P AT DA FH b i 2 SR IC 2 73 o 25 % P LI DNS Ik 55 s ttbtik, 2 vIHCE 4 4> DNS ik
i, PIEHERETE .
15l

PLF Ar AT B 4 R 45 2% FUHLE DNS RSS2 tihil Ay 192.168.1.3
dns-server 192.168.1.3
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425 domain-name

domain-name name

S
B SHRAR
name SR F LA
73]
7
RN
DHCP iyl yth it A5 5
15 At EA

R a] DU b i R G B0 e e 2 P LRI .

P

PLF i & BC B 43 Be2h % 7 MLk 44 4 test.domain

domain-name test.domain

426 lease

lease {days [hours][minutes] | infinite}

S
B SR
days Hbhik23-ic i R
hours Hihik 431 ) /N i
minutes Hbhik 23 () 2B 4
infinite Mtk 7 A5
BHa
1K
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B

DHCP Hh ik i it B =

f£ F 15 RA

PP AT CAAE FH 8 i & SR G B 73 e s 2 /- WLEK St kP 1] ST R

P

PAF i 2 TC B 4 FL 2 P WL bk (R I TR R Sy 2 R 12 /i

Lease 2 12

4.2.7 netbios-name-server

netbios-name-server ip-addr

S SR
ip-addr SR % KL netbios 4 IR 55 28 Hi il .

wmeEN
DHCP Hbhik-yh it B 5 5
{E AR

F P AT LA P G A AR IC B 23 IR 45 % S WLIK) netbios 44 IR Attt mEFIRCHE 4 4
netbios % F k455, & ia] 25 K46

P

PLF i AT B A4S % P ML netbios 4 R 442 kA 192.168.1.10

netbios-name-server 192.168.1.10

4.2.8 host

host ip-addr netmask
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S
B SHBER
ip-addr F T T304 B 1 Ml 1) LM
netmask T RUHERS .
73
x
CEACZ N
DHCP iyt it 55X
155 FH 5t RA

FA P a] DU i 4 SR B B T T3l Bl st bk i) EAL AL . A4 R T FE
Ji, ANRETEE AN bk [F R ECE host A range

w5
LLF i & BC B DHCP M bt it (9 20 7y fid #h hik Oy 192.168.20.200, ¥ I 4 £

255.255.255.0.

host 192.168.20.200 255.255.255.0

429 hardware-address

hardware-address hardware-address{ type}

S
S8 SHHAA
hardware-address FH T VS RC & LA bkl
type A bk 2R A,
HE

type BN 1, TRLLKM

mHEN

DHCP ik yth Fict & A =X
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e

w5

4.2.10

AR

P AT DA bt i 4R EC B A T UL P LR AE R sttt uhEA% KON E S 0 BRI PIAL 16

% abied:efigh. b4 HHATFFah o7 .

PLF iy A ld & DHCP F34 o bk vib iy i £F ih ik 25 10:a0:0¢:13:64:7d .

hardware-address 10:a0:0c:

client-identifier

13:64:7d

client-identifier unique-identifier

2%

SR

unique-identifier

AT LR AL & ) 31D .

et

mHEN

DHCP Hudil- i i B =

= ALER
FH AT EAAE ] iy 4 R P B T UL RS2 P BLI & 7 i 1D, i s ON i ML 16 BEf %

ab.cd.ef.gh. M4 H

w5

4.2.11

HTFahintidr s .

PLR AT & DHCP Fah4r Bkt i) % P ID 4y 01:10:a0:0¢:13:64:7d

client-identifier 01.10.a0
client-name

client-name name

.0c.13.64.7d
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S ¥

name PN OR INEY

et

mSHEN

DHCP Hb ik i i B =

£ 15 RA

P

R AT DA e i RIS B F3h e 2 P I ENLA . tas & R+ F3h iy

A -

LA i & BCE 7 Bea &5 LI LA N test.

client-name test

4.3 DHCPDWIEX®S

4.3.1

[73=]

DHCPD ik &4 :
) debug ip dhcpd packet

) debug ip dhcpd event
debug ip dhcpd packet

debug ip dhcpd packet
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Fi P AT LA 4 SR 4TJF DHCPD #dfi .(% KLA debug 5%

=~

LL R i 24T % DHCPD #ds £ il (E B F o5,

debug ip dhcpd packet

4.3.2 debug ip dhcpd event

debug ip dhcpd event

155 PR 54
FILF T BAE PRt iy 4 56T 7F DHCPD 4445 K11 debug JF 5%
o]

LA iy 24T JF% DHCPD FE44- s B Fo%.

debug ip dhcpd event
44 DHCPDHIEE®S

DHCPD & 14 :

° show ip dhcpd statistic
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) show ip dhcpd binding
) clear ip dhcpd statistic

) clear ip dhcpd binding
4.4.1 show ip dhcpd statistic

show ip dhcpd statistic

HEN
B 7 S BAMR e RS

et RA

R AT LAE A bt R Bor DHCPD gttt fE ., BRI BEM A s i, 7

BN RCAI L IEHL .
L]l

LA 4 7R DHCPD 4t ilHE &«

show ip dhcpd statistic

4.4.2 show ip dhcpd binding

show ip dhcpd binding {ip-addr}

S ¥ A

ip-addr B E R E F R AL

BRI IR G615
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wERA
B 1 PSSO RS
f£ F 15 RA

A A DE by Aok Ex DHCPD HibhibgiE{E 5, 1P Hidhib. bbb, 4fe 28R
AR I IS ]

=~

PLF 74 &2~ DHCPD HghEfE E.,

show ip dhcpd binding

4.4.3 clear ip dhcpd statistic

clear ip dhcpd statistic

fEALAA
F P A] LA ki 45K B DHCPD (6 FIRCEE NS ITHE R S
=~

LA ir & i Bk DHCPD X TR SCEE K4t iHE S

clear ip dhcpd statistic

4.4.4 clear ip dhcpd binding

clear ip dhcpd binding {ip-addr|*}
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S ¥

i MR AR E 15 2 b

WA RS ERE R .

£ 15 RA

w5

PP AT LAASE P i & R B AR e Bk R (5 0

DL 64 B 192.168.20.210 [H45EE 5 .

clear ip dhcpd binding 192.168.20.210

DL R a4 MHB% 192.168.20.210 1 192.168.20.211 (14F €15 B -

clear ip dhcpd binding 192.168.20.210 192168.20.211
LT i & MHBR B B g0E &

clear ip dhcpd binding *
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5% IPRSEE ML

5.1 IP Serviceft B &4

IP Service Bt B @44 :

clear tcp

clear tcp statistics
debug arp

debug ip icmp
debug ip packet
debug ip raw
debug ip tcp packet
debug ip tcp transactions
debug ip udp

ip mask-reply

ip mtu

ip redirects

ip route-cache

ip source-route

ip tcp synwait-time
ip tcp window-size
ip unreachables
show ip cache
show ip irdp

show ip sockets
show ip traffic
show tcp

show tcp brief
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) show tcp statistics

) show tcp tcb

5.1.1 cleartcp

THEBR—A TCP %2,
clear tcp {local host-name port remote host-name port | tcb address}

B

BH S
local host-name port A EHIPHLHEFTCP M .
remote host-name port izt EHLIPHERE A TCPG 1 6
tch address BE R I TCPIE B M fan s il B (TCB) Ml . TCBJZ& R 48 #%T
TCPER:RIMRIN, FLLHA 2 show tcp brieff$2].

RN
B

5 AR
clear tcp i FE A TER O L& LN TCP &, AT BIFN T, WlUniE s L iz,
TCP #gzaixf 7 EMLEJH, TCP ERbrta&kit, H2MT TCP & L —HE Al
By RGTCVE S R IX GO, XA LA A clear top @4 kM LA ) TCP 4%,
Hrfr, clear tep local host-name port remote host-name port 4 T 2% 1148 5 [ A Hh
FEHL 1P Huhk/u TURzE s = AL 1P Huhik/ 112 8] () TCP i#:4%. clear tcp tcb address iy 4
F T2 14552 TCB b FrbriR i) TCP &2,

15l

T I FiE % 192.168.20.22:23 (A4th) F1 192.168.20.120:4420 GEii) 2 [Af¥ TCP
#4% . show tep brief #iy4 TR T 2481 TCP &3 A MA@ ik FHLE B

switch#show tcp brief

TCB Local Address Foreign Address State
OXE8B5AC8 192.168.20.22:23 192.168.20.120:4420 ESTABLISHED
OXEA38C8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED

switch#clear tcp local 192.168.20.22 23 remote 192.168.20.120 4420
switch#show tcp brief

TCB Local Address Foreign Address State

OxXEA38C8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED
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N FI 75 R TCB Hidik 5 Oxea38c8 (K] TCP %% . show tcp brief iy 4 27~ 7 TCP &

B21f) TCB Hudik.

switch#show tcp brief

TCB Local Address Foreign Address State

OXEA38C8 192.168.20.22:23 192.168.20.125:1583  ESTABLISHED

switch#clear tcp tch Oxea38c8
switch#show tcp brief
TCB Local Address Foreign Address State

AXaL

show tcp
show tcp brief

show tcp tch
5.1.2 clear tcp statistics

TR TCP it %d .

clear tcp statistics

N
EN
s
¢
o
W
e
s
S
"
S

=~

44 2%k TCP Seit-#ds

switch#clear tcp statistics
X<
show tcp statistics
5.1.3 debug arp

B8 ARP ZHASE, kit ARP 53R, UKE] ARP MRz, U] ARP iR, & ARP
M N5 YRR BN A @SR, LA T8 ARP 22 HiEM. H no debug arp

(ERIRTVRENSH
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P

debug arp

no debug arp

2 B SRR T

switch#debug arp

switch#IP ARP: rcvd req src 192.168.20.116 00:90:27:a7:a9:c2, dst 192.168.20.111, vlan 10
IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:
00:00:00:00:00, wrong cable, vlan 11

IP ARP: created an incomplete entry for IP address 192.168.20.77, vlan 10

IP ARP: sent req src 192.168.20.22 08:00:3e:33:33:84a, dst 192.168.20.77, vlan 10

IP ARP: rcvd reply src 192.168.20.77 00:30:80:d5:37:e0, dst 192.168.20.22, vlan 10

B2 AE H R SCHMALAER T vian 10 BRI ARP IR, K HTERKENL IP ik
4 192.168.20.116, MAC Hihit#y 00:90:27:a7:a9:c2, ‘&K IP Hhki-y 192.168.20.111
[t =ML MAC ki

IP ARP: rcvd req src 192.168.20.116 00:90:27:a7:a9:c2, dst 192.168.20.111, vlan 10

B KAERRY]: ZHAHERE D vian 11 EIE|—4kH 192.168.20.139 1) ARP i1k

Ko fHZE, WIEZHEAMEEORE, XMEOIFFAERX G EVIEMRIMLZ E. Bril,
Alfe e FALECE A M. ASHLAn SRR % :E AL T ARP G247, HURTRETCIEAE R

EIEHED FREGEE 1 AE RHuIE R =18

IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:

00:00:00:00:00, wrong cable, vlan 11

BB EE, S EHLE M EAL 192.168.20.77 1) MAC Hitik, FTLAZE ARP 2217
NEBEBN T —4AEER ARP R, FIRF| ARP NZH FIEN MAC Hilt. #RIEZZHHl
FIlCE, X& TPLEREER D vian 10 L.

IP ARP: created an incomplete entry for IP address 192.168.20.77, vlan 10

B EEE, THYERED vian 10 E&H ARP iR, B sS B 1P Hodik 2
192.168.20.22, O/ MAC Hihl2 08:00:3e:33:33:8a, AriE=RMIENL IP il 2
192.168.20. 77, X265 A =415 B2 MK,

IP ARP: sent req src 192.168.20.22 08:00:3e:33:33:8a, dst 192.168.20.77, vlan 10

EHEAERELRY, TH®HAEZED vian 10 FikF T 192.168.20.77 7;2%”%?%1%% [
192.168.20.22 [#) ARP i3, 45 %01 1F MAC Hill A 00:30:80:d5:37:€0, X515 E 2
B TUEE BRI

IP ARP: rcvd reply src 192.168.20.77 00:30:80:d5:37:€0, dst 192.168.20.22, vlan 10
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5.1.4 debug ip icmp

2R Internet #ZH§I1E B0 (AICMP) FIAZ HAS B #r4 no debug ip icmp ¢ i
B .

debug ip icmp

no debug ip icmp

£ 15 RA

Zar A2 ] LU R REUIRI UL I ICMP )3, DT AR 1R 9 26 g 381 g 280 R B2 ) .
RETf# debug ip icmp &% MEANE X, 152 W RFC 792, “Internet Control
Message Protocol”.

P

switch#debug ip icmp

switch# CMP: sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48
ICMP: rcvd echo from 192.168.20.125, len 40

ICMP: sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

ICMP: sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36

ICMP: sent dst (192.168.20.22) protocol unreachable to 192.168.20.124, len 36

ICMP: rcvd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36
ICMP: rcvd dst (22.0.0.3) host unreachable from 192.168.20.26, len 36

ICMP: sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36
ICMP: revd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36

KTH KGRI T
ICMP: sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48

2 ik
ICMP BRI Internet 5 B WML (ICMP) FRITHIE B
Sent RIZICMPH L .
pointer indicating ICMPHR A, XA ICMPH SRR FIRIPI C S5 %, 748
AR, HE R RICMPIR A -
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echo reply ([a] 3 B 25)

dst unreachable (HAFFEIE), A4
---net unreachable (FIZEANHFik)
---host unreachable (EHATEIE)
---protocol unreachable (HM¥ASa] £i%)

---port unreachable (i I ARAT£iA)

---fragmentation needed and DF set (754 -, {HDFAL# B 1)

---source route failed (J5% H1 2560

---net unknown CAREIM4)

---destination host unknown CRHIFEHL)
---source host isolated G ENLHLBE B

---net prohibited (5 % [FEAS 45 1)

---host prohibited (5 FHLAEEHEEE LD

---net tos unreachable CRHERMIRS AL, WEATFE)
---host tos unreachable &R ER, FHAW L)
source quench ]

redirect (FEJE[)), -

---net redirect (4% & ¢ 1)

---host redirect (EHLE E 1))

---net tos redirect (XI55 BYAI £ (¥ F 5 [7) )
---host tos redirect Chf iRk %2 F0 EHLAE E 1)
echo ([EIRiiERD

router advertisement (% HAZHAL )

router solicitation (A HALIFHR)

time exceeded (R, FLFE:

---ttl exceeded CttiEEI)

---reassembly timeout (F4{#im)

parameter problem (—MSHH ), M-
---pointer indicating (& 452 S50

---option missed (H/biETH)

-—-bad length (K 4R

timestamp (I
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timestamp reply (B2
information request ({5 &i#%R)
information reply ({2 SR
mask request (FERDIEK)
mask reply (HERDRNZ)

TR SE R G ARINA I CMPRAL, R G0k 575 | OMPISHY R4 CHL 4

t0192.168.20.124 ICMPHR ST H il 192.168.20.124, Xt 3] #23X ANICMP
ST R UE AR S H PR L o

(dstwas 192.168.20.22) | F|#ZICMPIR IR 4R ST H bt /£ 192.168.20.22,

len 48 ICMPHR ST 24871, HANEHEIPH LK .

KT B FEERRHIT:

ICMP: revd echo from 192.168.20.125, len 40

13 R
rcvd K ENCMPHR 3 .
echo ICMPHRICRTY, 2 BB R L
from 192.168.20.125 ICMPH S )L 2 192.168.20.125.

RKTBH=FEERRHIT:

ICMP: sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

b W
src 192.168.20.22 ICMPHR 3 f 4l /£ 192.168.20.22,
dst 192.168.20.125 ICMP#§ K H AL /£ 192.168.20.125,

U ICMP ORI R, P2 ICMP O BRI R R X, DU Aae
i, 3T ICMP TR, R F AT ED:

ICMP: rcvd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36
ICMP: sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36

Hrp s —2(5 SRR, IREkH EML 192.168.20.77 ) ICMP FEHLE & MR SC, 2 UEH
W% 192.168.20.26 FiZk H i EHL 22.0.0.3, ICMP KK FF 36 1.

B EEER, KiE ICMP EHLEE MR CE 192.168.20.124, @ H1E M5
192.168.20.77 #ixFEH 22.0.0.5, ICMP K 36 =15,

XF ICMP H AT 2R SC, SR T 3R 0T ED:

ICMP: sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36
ICMP: rcvd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36
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He, B —-%ERER, THATEHEBEA IP R, B PR R SRR 3L
192.168.20.124 %% ICMP B ENL (202.96.209.133) AA[F|iEIR L, ICMP K
% 36 7.

BB RN, TN ANk E KL 192.168.20.26 (K] ICMP 132, @41 H 11 EML
(2.2.2.2) AAT#)E, ICMP #{OCK R 36 =5,

5.1.5 debug ip packet

IR Internet 1 (IP) 2 HAZ S . 4 no debug ip packet 15 1L E 785 E..
debug ip packet [detail] [ip-access-list-name]

no debug ip packet

S
S8 SRR
detail (ATi%) S IPHRCSCE B I U B, IS, UDP. TCPii
5, ICMPHR RS,
ip-access-list-name CAI) Tl ps S RIPTT M R 20k, AW 218 E 1P
7 2 BIPHRSC A B A S i
access-group CA3) T s S BIP I M R 2 FR . WA R 48 B 1P
i) R PR SC A B A S
interface (Al F b yesi A5 Sk 02k, R e Fe 2 i D iIP
WSCHIE BA Sl
SRR
BEHE
£ <A

X Sk AT AR B 1RSSR A R A AR ) TP SROSCI R, 1 RS K AR T

BRI OLA -

® Wik

® WA R SC R HHR SR K
® RN FARKRIK

° Kki% redirect 3¢
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P

®  h T A TR R IR 4

° i T 3EEE /) IP options #i3H 44

®  JEEkh

®  KMIKIERICHE I fr, {HiE DF A EAL

o BRI
o E|IP Iy Fy
&  RIAMX

& RIK)EIZHE

®  ARMEMIR SRR

® KRR

o IR ICHILIE

®  RIARICHILIE

®  HERRREIRARIM CARRT UKD

®  RAMHX

X KA ST RES A RERIEE, I el Sl B W i, 5

R E R GERE. Ji4h, RATREMA DT MR PEH i, AR G0 o Al P O R
WAFR.

switch#debug ip packet

switch#IP: s=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.1, len=60, redirected
IP: s=192.168.20.22 (local), d=192.168.20.120 (vlan 10), g=192.168.20.120, len=56, sending

IP: $=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.1, len=60, forward

IP: s=192.168.20.81 (vlan 10), d=192.168.20.22 (vlan 10), len=56, rcvd

i ik

P FRORIX A5 BRI TIPH L.

$=192.168.20.120  (vlan | P4z A5 M RIS RIAR SO 1 4R (RIS AS 2 A Ml 2 R
10) 30,

d=19.0.0.9 (vlan 10) IPHR LD B bR AN A AR SC I AR Bk Cn RS H B I D)
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g=192.168.20.1 IPHRSCHI T —Bk H Aol ATREZMISCHbE, HATRERE H i
Hk.

len IPHR K

redirected o™ B R AS ARG 1R X AN R SC IR EHLRIZICMP E E [ SC . $
BHENIEEH:

forward---45 SCHE K

forward directed broadcast— SC/EAE M) i K, S
BHAE R IER O R AR

unroutable---R L F 2K, Kk EF.
source route---J§ % 1 .

rejected source route--- R4 YT A SCREEES B, R 487 1P YR
% B I T3S

bad options-—-IPi& 4R, W EF.

need frag but DF set--- Ak SCHE 5 fv, (H DR E N .
revd-—- R SCHE A HE R I

revd fragment---Y& B35 Ao
sending--- K& A Hh AR AR 3L

sending broad/multicast--- 1% A A BT 3762 7R ST
sending fragment--- ZIE7E A7 K (PR SC

denied by in acl---#3Z i C T i AR 4.

denied by out acl---f{ &%z F i & I% Vs i KA 4
unknown protocol--- A &1 .

encapsulation failed——# B3 e R0, RERT LRI . 24 2AE
RO R IR SC BT ARPARAT RN 4 £ 76, BoRIX A4S

=)

o

— A5 BRI, 2 ML E]—A IP ], e L 2 192.168.20.120, >k [H 4% M vian
10 i B, Hsiht 2 19.0.0.9, ARHE M B R 2 R IEH 0 & vian 10, PG
HbjE 192.168.20.1, #HOCKE N 60 F5. KIMICH K H 1P SRR FEHLEELE R —
W2% 1, R AL vian 10 s b, Frbisgiplg E ICMP 5 5 )
Lo

IP: $=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.1, len=60, redirected

BER, WA T ICMP FE g RIS R, JEHIE R AN 192.168.20.22, H
ikl 2 BRSO YR RLEE 192.168.20.120, B2 vian 10 &1, BT & B 2A H 1,
BT DA & M bk 52 H R 192.168.20.120, ICMP & 58 AR SC KB R 56 1

IP: s=192.168.20.22 (local), d=192.168.20.120 (vlan 10), g=192.168.20.120, len=56, sending

FE=ASEEY, IP ERE—AIP T&I o YE R L 192.168.20.120, HWED N
vian 10, XA H N 19.0.0.9, @I AR HE, KIFEEH RIXARCRRE D
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VLAN 10, M 192.168.20.77, ICKEHN 60 7. X% ME B LRI RAET KT
ICMP H g MR LA, RS %G S ERIR .

IP: s=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.77, len=60, forward

V5 B ER, IP RIS — IP RO, e 192.168.20.81, #21it4% 1 /& VLAN 10,
H bl & 192.168.20.22, E/EAZ#ALE: 1 VLAN 10 _FEEE —AN IP Huhl, $RocK A
#& 56 F, AL

IP: $=192.168.20.81 (vlan 10), d=192.168.20.22 (vlan 10), len=56, rcvd

N4 4H debug ip packet detail iy g, R B H T A0 -

switch#debug ip packet detall

switch#IP: s=192.168.12.8 (vlan 10), d=255.255.255.255 (vlan 10), len=328, rcvd, UDP: src=68,
dst=67

IP: s=192.168.20.26 (vlan 10), d=224.0.0.5 (vlan 10), len=68, rcvd, proto=89

IP: s=192.168.20.125 (vlan 10), d=192.168.20.22 (vlan 10), len=84, rcvd, ICMP: type=0, code =
0

IP: s=192.168.20.22 (local), d=192.168.20.124 (vlan 10), g=192.168.20.124, len=40, sending,
TCP: src=1024, dst=23, seq=75098622, ack=161000466, win=17520, ACK

5 ik
ubpP AR, HIUIUDP, ICMP, TCP%. L& Il Il 5 &R
type, code ICMPHRSC IR BRI L E .
src, dst UDPHITCPHR ST 3 R H 3 H o
seq TCPRILHIF I .
ack TCPHRCHIFIIN S .
win TCPH I DA
ACK TCP#R T HI LR ACK R B, RHIFIAFSI S H K. HE
o H LR £ SYN, URG, FIN, PSH, RST.

HREERY], WE UDP 4Rk, 52 68, H i e 67,

IP: s=192.168.12.8 (vlan 10), d=255.255.255.255 (vlan 10), len=328, rcvd, UDP: src=68, dst=67

B ERY], RIS Y 89,
IP: s=192.168.20.26 (vlan 10), d=224.0.0.5 (vlan 10), len=68, rcvd, proto=89
B=RERERY], EICMP i, oA 0, RN 0,

IP: $=192.168.20.125 (vlan 10), d=192.168.20.22 (vlan 10), len=84, rcvd, ICMP: type=0, code =
0

IS BRI, Ki% TCP 32, JEIG 14 1024, B R 23, JF512 K 75098622,
WHiL5 v 161000466, FEULTE MR ~}N 17520, ACK ARG BAL. Je T IX Bk i 3¢,
% I RFC 793— TRANSMISSION CONTROL PROTOCOL.

IP: s=192.168.20.22 (local), d=192.168.20.124 (vlan 10), g=192.168.20.124, len=40, sending,
TCP: src=1024, dst=23, seq=75098622, ack=161000466, win=17520, ACK
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N A an el fE B Uy i R . B, R N EoRYEREEE 192.168.20.125 I CE B
5 UhRHEDT A3 abe, W AR VFE L E 192.168.20.125 ) IP R3¢ AR5, {1
debug ip packet 4 H 5 1% Uy Al $a 1 3K

switch#config

switch_config#ip access-list standard abc

switch_config_std_nacl#permit 192.168.20.125

switch_config_std_nacl#exit

switch_config#exit

switch#debug ip packet abc

switch#IP: s=192.168.20.125 (vlan 101), d=192.168.20.22 (vlan 101), len=48, rcvd

bl iy T AR AR R U5 IR 2, R] DU R U 42 R

AXaS

debug ip tcp packet

5.1.6 debug ip raw
TR Internet B (IP) fUAZ HAS K. 18 no debug ip raw &1L BorfE E .
debug ip raw [detail] [access-list-group] [interface]
no debug ip raw
e
B S ¥R
detail (ATi) H PR SCE B UE R, iPhids, UDP. TCPi
M5, ICMPRCHAZ,
access-group (ATiE) T v A5 S PV R ARk A 2 a2 1Py
i) R PR ST IS B A bl
interface Calige) FAF 3k st A B s V428K . U AL 4 o T 1P
WOCHIE BA S
IR
FHE
155 FH 5t RA

X Sk AT AR B 1RSSR A R A AR ) TP SROCI R, 1 RS K AR T

Al RE S LA
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Wl i
AT /AR 2 FR RSO K
B N AR R

3% redirect #3C

T VR K I TR A 4

i Tk 1P options #1H 44
A% H

AR IEAR TSy B, B DF ArgE AL
EE S

ez 1P 23 B

RIEIRL

-SSR TEZ

A5 A AR SR R

A A AR SR 93 P

I EIE S BURY

FIER AL IE

B E R R M LR BRI
AREN

X KA TRES A RERRIEE, I B Sl BB 2 R I i, 750
K EE MR GERE. Ji4h, RATREMDT MR st , AR G0 R Bom Al O R
S S EISY

=~

5 debug ip packet —%, #HE .

GBS

debug ip tcp packet

-64 -



o0 2 B ISCC B i &>

5.1.7 debug ip tcp packet

SRR (TCP) eIk (5 .- F no debug ip tcp packet {5 11 &R
debug ip tcp packet

no debug ip tcp packet

el

2T WA SRR R T
RN

B
5

switch#debug ip tcp packet

switch#tcp: O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659460
DATA 1 ACK 3130379810 PSH WIN 4380

tcp: | ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 3130379810
DATA 2 ACK 50659460 PSH WIN 16372

tcp: O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659461
DATA 50 ACK 3130379812 PSH WIN 4380

tcp: O FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 50659511
ACK 3130379812 FIN WIN 4380

tcp: | FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659511 WIN 16321

tcp: | FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 WIN 16321

tcp: | FIN_WAIT_2 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 FIN WIN 16321

tcp: O TIME_WAIT 192.168.20.22:23 192.168.20.125:3828 seq 50659512
ACK 3130379813 WIN 4380

tcp: | LISTEN 0.0.0.0:23 0.0.0.0:0 seq 3813109318
DATA 2 ACK 8057944 PSH WIN 17440

tcp: O LISTEN 0.0.0.0:23 0.0.0.0:0 seq 8057944

RST
2 fik
tcp: FRKTTCPISCINE R,
o RIETCPR L.
ESTABLISHED TCPIEHI M HTIRA . RTFTCPERRE MR, 2 Mdebug ip tcp
transactionsir 41t 1 .
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192.168.20.22:23 WOC R PR /£192.168.20.22, W 223,
192.168.20.125:3828 WOCH H e £ 192.168.20.125,  H i 123828,
seq 50659460 LI FEF15 450659460

DATA1 SO B A R TR 1A

ACK 3130379810 L L5 2£3130379810.

PSH ST LR R PSHA B A

e sl e EACK, FIN, SYN, URG, RST.

WIN 4380 RSB B 1R T A 7 B B SR AE XKD, H A2 4380
T

| B TCPH L.

IR BRI R B on T, WHIEIX A TCP o iz e A A .
BX®e
debug ip tcp transactions
5.1.8 debug ip tcp transactions

BRI (TCP) FHREELZHAFE, Flin TCP ERRA KL . H no debug ip
tcp transactions 15 1k 2R,

debug ip tcp transactions

no debug ip tcp transactions

w5

switch#debug ip tcp transactions

switch#TCP: rcvd connection attempt to port 23

TCP: TCB OXEB8ACS created

TCP: state was LISTEN -> SYN_RCVD [23 -> 192.168.20.125:3828]

TCP: sending SYN, seq 50658312, ack 3130379657 [23 -> 192.168.20.125:3828]
TCP: state was SYN_RCVD -> ESTABLISHED [23 -> 192.168.20.125:3828]
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TCP:
TCP:
TCP:
TCP:
TCP:

connection closed by user, state was LISTEN [23 -> 0.0.0.0:0]
state was TIME_WAIT -> CLOSED [23 -> 192.168.20.125:3827]
TCB 0xE923C8 deleted
TCB OxE7DBCS8 created
connection to 192.168.20.124:513 from 192.168.20.22:1022, state was CLOSED to

SYN_SENT

TCP

: sending SYN, seq 52188680, ack 0 [1022 -> 192.168.20.124:513]
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

state was SYN_SENT -> ESTABLISHED [1022 -> 192.168.20.124:513]

rcvd FIN, state was ESTABLISHED -> CLOSE_WAIT [1022 -> 192.168.20.124:513]
connection closed by user, state was CLOSE_WAIT [1022 -> 192.168.20.124:513]
sending FIN [1022 -> 192.168.20.124:513]

connection closed by user, state was LAST_ACK [1022 -> 192.168.20.124:513]
state was LAST_ACK -> CLOSED [1022 -> 192.168.20.124:513]

TCB 0XxE7DBCS8 deleted

1 i

TCP:

TR ERTCPEHE R,

rcvd connection attempt | Wi F%fi 1123 (telnetdis 1) & EAE K.
to port 23

TCB OXEBBACS created | /i MHiUTCPIE B I, FUbRiNOXESBACS.

state was LISTEN -> | LRTCPRAHLIVRAMLISTEN % F|SYN_RCVD,
SYN_|

RCVD
A REMTCPIRA A -

LISTEN---%545 2Kk B AT &z i EALI TCPIZERE K

SYN_SENT---& tH #4218 R DL AT TOPIEF M 1, IEAE S A%t 7 19
P

SYN_RCVD---W B 77 B KO R HafiN, Bk H T E O
EEREE R, IEAESEAR X 77 B RS SR IA

ESTABLISHED---R/n &= 8T, A TR L2600 BE, v LA

R 12 R A .
FIN_WAIT_1---C & Fx 5 R £ bR, S5Re 7 A,
AR 7 B R 28 1 3R

FIN_WAIT_2--- & [ X 7 R H B4 b iE ok, IR 306 5 (1) #f
N, IETESEREN 7 IR i K
CLOSE_WAIT---U B 7 2 bR, KA, EESA
AU PO ER:, — B ERCHER, R0 R HIERER
lIRP

CLOSING---CL & X} 7 & H B2 135 R, IR 5 i e 4
IR R R A, IETESEAR 5 X A M B 48 1B SR BOAff A

LAST_ACK--- DU B 5 IE 2O R IFIA, K IERE
1RiER, TSR
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TIME_WAIT---IE/E 25 15 2 4% B0 8] DURA 2 5 5 OB T A o) 2 1
HER R ETE RN, DURATIAE I 2% A A% i (A S X AN FE 32 1R
EE H s g E 5.

CLOSED---F/REERA ERINE EROAE &K M.

W T AR NS S, S MRFC 793, TRANSMISSION
CONTROL PROTOCOL.

[23 > | RS
192.168.20.125:3828]
F—ME (23) RARAHLTCOPE .

BT ANME, (192.168.20.125) Fmimi | PHL .

FE=AME (3828) KRy TCPG I,

sending SYN KA —NEEE RS (TCPHCKFEHI LA hIISYNELD . JLE
FITCP# I LLFFEHESYN, ACK, FIN, PSH, RSTHIURG.
seq 50658312 KR 7515 950658312,
ack 3130379657 K AR SCRIRIN S 93130379657 -
revd FIN WeBEEA LR (TCPHR M ELRF T IFINELAL o
connection closed by | |25 ERKEHTCPEE .
user
connection timed out EREEBIN A R A
SR

debug ip tcp packet
5.1.9 debug ip udp

SR P EEER M (UDP) HIAZ HAZ B {474 no debug ip udp 1% 1L &7
debug ip udp

no debug ip udp

gl
A WA SRR T
wERA
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ANl
switch#debug ip udp
switch#UDP: rcvd src 192.168.20.99(520), dst 192.168.20.255(520), len = 32
UDP: sent src 192.168.20.22(20001), dst 192.168.20.43(1001), len = 1008

15 R
UDP: FoRIX A7 BRI T UDPHR LI
rcvd WEIHR ST
sent KR,
src UDPR L H IR IP R ATUDPI 1
dst UDPHRZ [ H 1P IE FTUDPSR
len UDPHCIKE .
FREL, SE— A5 B U E]—A> UDP 432, >kH EHL 192.168.20.99, i1k 520, H
flHLhE 2 192.168.20.255, H s 152 520, RICKE AN 32 745,
B AE B YR —A UDP 43¢, Acthihhl & 192.168.20.22, ufl1,& 20001, HI
HutikJ2 192.168.20.43, HI¥ysi H /g 1001, RICK T 1008 715,
5.1.10 ip mask-reply

TR AR R B 0 RS P HhhEREAD S SR . G R E OGP U EE, A no ip
mask-reply .
ip mask-reply
no ip mask-reply
default ip mask-reply

e
2 2 WA BT

wma
ARE 1P HihE ARG K .

IR

HORES
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51
interface vlan 11
ip mask-reply

5.1.11 ip mtu

WEZRERIP %&Iﬂﬁﬂyiﬁﬁﬁm (MTU) KB, fTH ip mtu dr4. a0 FE FH
A MTU 88, £ no ip mtu 74
ip mtu bytes
no ip mtu

S

S SRR

bytes L5 S IP I A S K

HhE
MR VBN R IANE, A1 O B KA (mtu) MHIF. g 68 F75

RSN
BORES

EJERLA: ]
WA 1P 3R SC KB B 1P MTU, S8R F e BT EAE H Yy EE Ay
B ERERS, ROz A MTU 4 fgidfs. MTU H GRS DR E G4 mtu %
B £ 1P MTU {E. 5 IP MTU B R MTU EAEE, 428 MTU ER, 1P MTU ()
H BN MTU . k2, 5% IP MTU EAZ 0 MTU 1E.
IP MTU f/ME N 68 41, s KA O E R MTU.

51
T A AR LT 1P MTU #4200
interface vlan 10
ip mtu 200

xS
mtu
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5.1.12 ip redirects

Ki% IP ICMP EE [k 30. K% ICMP HE MRS, A4 no ip redirects.
ip redirects
no ip redirects

S
A EA S HE R T .

HhE
—MEHR, 1P HE MRSV R E . (B, WIRAH RO EERE T AR A
RO, ZIThRERE B E A, 1 H, a5 LS A O A BT B R T B O
XTI seA 2 H 3T .

WS
BORES

fEF it EA
2 e WLAE e R ST R B 5 BT A ) e e 422 VRIS B4 S 42 AR TR, Tl HL & gE 5L
A EHLEE EDEAE XA O Z M2 B, MR, ekt —A ICMP HE R
R C, W EIE TN B BRI A B E N B SCH R OG, TR AT & 28 #
HLEE K
WIRBORCE 7 &AL, &% 1P #H g 4R ST BE 3 80k 00 & k.

Pl
TNH P2 7EE O vian 10 EFT IR i% ICMP 5 € F 4R SCH D RE:
interface vlan 10
ip redirects

5.1.13 ip route-cache

FE3E 11 BB 15 SO VR %l A7 R K 1P 4] 3. i no ip route-cache fir & 28 114
B A7

ip route-cache

no ip route-cache
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ip route-cache same-interface

no ip route-cache same-interface

S SRR
same-interface FOVF I PR SO PR = e H ez 1

FERE O B SRV RIE A He, AR AL [R5 A PR A 4t

LR

HORES

&£ F 15 RA

R A 2 T/ H AR b X 8 S A SO AT B B A

FOVF I FH G A7 2 $ vt it SS M LR SO R R g (HRAE(RIR 2R (64k BFEAR) L, 18
W NAZSE L A

P AT LA A4 ip route-cache same-interface Fu v [Rl—+: LI 1P Pz, B4z
PRI R IEHE AR . @ HIE LT, BUCREI X —IhAE, ORI B A bl & 5E [
haerh o, WP E —DAEAEREN MWL, Flanmihak, w7 CEb 4k 8: 1T 31X
TiTheg. Flani b2 #yl A, B, C ILFER R — i 4k 2%, (H X A—B 1 B—C (5%
%, ARl C [E(E04iH B . A—B—C, B MIMf—> DLCI IZ] A 1I3RC, 2R
J& XN Rl —42 128 55—~ DLCI &% %] C.

P

T SOV IR 4% A PR AZ e

ip route-cache same-interface

T AL PR A, AR 1E  PRIE S e

no ip route-cache

A A R EE IR A PRI AT ik

no ip route-cache same-interface

Tl LRSI BIBREIE (FeVFPuEAC e, FEIER 3% DA PUE A :

ip route-cache
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AXaL

show ip cache

5.1.14 ip route-cache hit-numbers
T4 JR e BB 25 8 P 2 i 4 0 B B v 2 A o 0 2% I 8 810 B8 A1 By 2 £ v I P 75 2 10
i o R
[no] ip route-cache hit-numbers hit-number
g
2% SHULAA
hit-number SRR AT T (10 £ 2 BN BT i oy A7 o BT BT 5 206 i R
73
AN 5
HEN
ERMES
£ 5% EA
22 F T BB PR e G A7 v B 2% G0 28 e 22 47 v I 9 S A i b CE
P
T E T AT B S A 2% B B R PO S S0 B RE R A
ip route-cache hit-numbers 2
XL
show ip cache
5.1.15 ip source-route

FOVF B FHAS A LACER S | P K FHOE I 1P R 3C. Wi SR BR K thAZ AL & AT 1P IR
% IR 1P 432, 3 no ip source-route A4,

ip source-route
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no ip source-route

P

A i A EORAL PR 1P RS I 1P 4R

ip source-route
PSR

ping

5.1.16 ip tcp synwait-time

WELHH LR TCP %452 5 Ih () 8 o i i)

synwait-time 474
ip tcp synwait-time seconds

no ip tcp synwait-time

o WL EFBERA EE, M no ip tcp

S
B SHR A
seconds DLAD A B I TCPEERE S A 1] . A 2UBUE 7ES ~ 300Fb 2 [, B
BRTI5F,
r =)

75
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5.1.

f£ F 15 RA

BITHHUAGE TCP &R, WIRAE TCP ERAFEFRIN W) 2 JFEBAN A LT, W=
BAVONERRN, X —EURIR Mg BN IRERF . H7 AT LABCE TCP SR friE it
SLRETIRIRT ], SRS 75 b XRS5 S HA UL K TCP JERAR TR, 1R
HEZWHUANLE TCP A K.

N RELHLE AT E, A4 ip top synwait-time ?, 7555 [ AR 2 4 AT

w15l
N7 TCP RS AR (7] 15y 30 -
switch_config#ip tcp synwait-time 30
switch_config#ip tcp synwait-time ?
<5-300>[30] seconds -- wait time
17  ip tcp window-size

WHE TCP WL RS nRE M B|EAE(E, {4 no ip tcp window-size T4,
ip tcp window-size bytes

no ip tcp window-size

¥
B SHEA

bytes DA R B o RS . K2 655357 1. R4 /£ 20005715 .
RE

2000 775
RN

2R ES
5 A% ER

BRAE B A A A E R BEE, BNAER G SR IR R L AE, A4
ip tcp window-size ?, 7£J7 ¥ 5[] B AL AT fH .
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P

FiH T TCP & HRSF 8y 6000 775 :

switch_config#ip tcp window-size 6000

switch_config#ip tcp window-size ?
<1-65535>[6000] bytes -- Window size

5.1.18 ip unreachables

A
H

B A2 BB s ICMP ST B 3L IR SRASHUL A 1%, 7] no ip unreachables
4.

p=t

ip unreachables

no ip unreachables

G 2 B SR EE KRR T

3% ICMP unreachable 2 3.
RN

BEOMES
=R AR

AEHAAERE K P RS %, AT REAR DL th R P A AR, SBURCCRE S, X,
AZHALAT AR ENLUAZ B ICMP AT RAARCSS, @RIR ENUR — 500, PAMEIR RS
KIUEEIR, JFHATHIE.

P

T R F R E R D vian 10 &% ICMP ANH] BIA R :

interface vlan 10
ip unreachables

5.1.19 show ip cache

BRHT 1P PR e B 22 A

show ip cache [prefix mask]|software|hardware]
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BH
B SR
prefix mask (ATage) R IR H 30 H - B N F8 < 1 RS8R AR
VEHE 2R T
software RERREHERGHI I MEERHEE.
hardware RERNREFERGEHRBEGFETHEE
wLIRRN
B
1l
N TH 8 S B 2RAT
switch#show ip cache
Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 vlan 210 2.0.0.124
192.168.20.124 192.168.30.124 vlan 210 2.0.0.124
2.0.0.124 192.168.20.125 vlan 11 192.168.20.125
2 ik
Source PHbL
Destination H fHhhk
Interface RIERE B YR5
Next Hop X S Hi ko
N TH T SR R R E B4R/ AR UG R 22 A7
switch#show ip cache 192.168.20.0 255.255.255.0
Source Destination Interface Next Hop
2.0.0.124 192.168.20.125 vlan 101 192.168.20.125
TR SR s R R AN SE 4 1 2R RS UL 5T 1) 3 Hh 2247
switch#show ip cache vlan210
Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 vlan 210 2.0.0.124
192.168.20.124 192.168.30.124 vlan 210 2.0.0.124
5.1.20  show ipirdp

EJR irdp protocl 15 &,
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=~

5.1.21

P

By QB SR T

xuhao_config_vlan10# show ip irdp
Async0/0 ICMP router discovery protocol(IRDP) : OFF

vlan 10 ICMP router discovery protocol(IRDP) : ON
Advertisements occur between every 450 and 600 seconds
Advertisements are sent as broadcasts
Advertisements valid in 1800 seconds
Default preference : 0

vlan 11 ICMP router discovery protocol(IRDP) : OFF
Null0 ICMP router discovery protocol(IRDP) : OFF
Loopback?7 ICMP router discovery protocol(IRDP) : OFF
Loopback10 ICMP router discovery protocol(IRDP) : OFF

show ip sockets

B~ socket £ 2.

show ip sockets

switch#show ip sockets

Proto

Local

Port

Remote

Port

Out

17

0.0.0.0

0.0.0.0

161

6

0.0.0.0

0.0.0.0

513
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17 0.0.0.0 0 0.0.0.0 0 1698 0

17 0.0.0.0 0 0.0.0.0 0 69 0

6 0.0.0.0 0 0.0.0.0 0 23 0

17 0.0.0.0 0 0.0.0.0 0 137 122590
2 ik

Proto (#3130 PP 5. 17:2UDP, 67TCP.

Remote (i) izs bk o

Port (31D 7635 94 1]

Local (A<th) Ak o

Port (31D A HL 55 11

In (EWO LUV E S EPST

Out (Ki%) RIARFAT L

5.1.22  show ip traffic

Bon IPRESGTHEE .

show ip traffic

¥

ety A AT SR T
RN

EH
ANl

switch#show ip traffic
IP statistics:
Rcvd: 0 total, 0 local destination, 0 delivered
0 format errors, 0 checksum errors, 0 bad ttl count
0 bad destination address, 0 unknown protocol, 0 discarded
0 filtered , 0 bad options, 0 with options
Opts: 0 loose source route, 0 record route, O strict source route
0 timestamp, O router alert, 0 others
Frags: 0 fragments, 0 reassembled, O dropped
0 fragmented, O fragments, O couldn't fragment
Bcast: O received, 0 sent
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5.1.23

Mcast: O received, 0 sent
Sent: 230 generated, 0 forwarded
0 filtered, O no route, O discarded

ICMP statistics:
Rcvd: 0 total, 0 format errors, 0 checksum errors
0 redirect, 0 unreachable, 0 source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies
0 time exceeded, 0 router solicitations, O router advertisements
Sent: O total, O errors
0 redirects, 0 unreachable, 0 source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies
0 time exceeded, O router solicitations, 0 router advertisements

UDP statistics:
Rcvd: 28 total, 0 checksum errors, 22 no port, 0 full sock
Sent: 0 total

TCP statistics:
Rcvd: 0 total, O checksum errors, 0 no port
Sent: 3 total

IGMP statistics:

Rcvd: 0 total, O format errors, O checksum errors
0 host queries, 0 host reports

Sent: 0 host reports

ARP statistics:
Rcvd: 8 total, 7 requests, 1 replies, O reverse, 0 other
Sent: 5 total, 5 requests, 0 replies (0 proxy), O reverse

1 bizipay

format errors (FE=04F1R) | OOk AR, B nIPHR KK R

bad hop count(TTLA ) | B BISCHALER AR, RIURSCHITTLE#IREI0.

E3.

IR

no route (A ) % FHAZ WL A DL B E PRI AR S o

show tcp

BRI TCP i APREE B

show tcp
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=~

By QB SR T

switch#show tcp

TCB OXxE9ADCS8

Connection state is ESTABLISHED, unread input bytes: 934
Local host: 192.168.20.22, Local port: 1023

Foreign host: 192.168.20.124, Foreign port: 513

Enqueued bytes for transmit: O, input: 934 mis-ordered: 0 (O packets)

Timer Starts Wakeups Next(ms)
Retrans 33 1 0
TimeWait 0 0 0
Sendwnd 0 0 0
KeepAlive 102 0 7199500

iss: 29139463 snduna: 29139525 sndnxt: 29139525 sndwnd:

irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380

SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms
minRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):
Rcvd: 102 (out of order: 0), with data: 92, total data bytes: 81396
Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

17520

i ik

TCB OXE77FC8 TCPZERAEHI LI PY B FR IR
Connection  state  is | TCPEBLRPIRA . TCPEBEAIAEL T FIHE—IRZ:

ESTABLISHED
LISTEN---254%53k B AT &z LML TCPIEREE K o

SYN_SENT---R &G R G, R0 TR .

HEHRE R, RS X 7 B RN

@IV L C R

SYN_RCVD---WtBI%} A &G R IR HBIA, tRH T H K

ESTABLISHED--- R /n & T, A TR L2600 B, v LA
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FIN_WAIT_1--- S [a% 5 R IR 2 il sk, S50 7 IR
DA 77 B 4 1R oK
FIN_WAIT_2--- & X 7 K H B L b=k, H B 7 (1 i
N, IEESEREN 7 2 b K

CLOSE_WAIT---ISCEI%f 5 HIER & 1LE R, KA, IEAE%SH
AU R, — B P ERSEAER:, RO A HIERL
1Rk

CLOSING--- &8 [ 5 77k iR & A biE K, Wl 205 77 i 4%
1SR IR HHN,  IELEZE RN 5 S5 A M E B & 1 SR I AfA

LAST_ACK--- 2 & W ZIXf 7 ML EE R IFMIA, KHIEEA
1Bk, EESARA.

TIME_WAIT--- IE7E S5 15 2 0% (1 8] LARA 5 5 5 W8I T A et 2 11
B IEE RN

CLOSED---#n e A E B EH ER O 4 52 2K M

WRE T R ONIEAEE, ESMRFC 793, TRANSMISSION
CONTROL PROTOCOL.

unread input bytes:

2T ETCPALELF 7 LIS AZ 4 LE AT, (ESZ L2 N A 1
Wk s -

Local host:

AP HHE

Local port:

AHTCPG o

Foreign host:

5 v | Pk o

Foreign port:

73 TCP [

Enqueued  bytes  for | %% ABUR A5, (LA CL4 RIS B A B 7 A L HR
transmit: RIS AT K 1L R

input: BEUCBA T K, I MR 2 HE R A R B
mis-ordered: B A B B T RO RR SO, S e A A TS e e — ey

PEUREI G, A BRI 3k N RIS A0t 1 2 S 2. i, U
W1, 2, 4, 56, WIcaA2w] LLENREIBASY, {H2:4, 5516
HBERE NS P AT R i SC 3B

A o HATER A E N S SO0, O E N 48 R S A, S I A BN E
I BT UGB (KIS TR] (O o sg I 8% 4 AT AN B AT ) o REASEESRAD AL HTARAL (1 5E I 4% o
SE I & B IR OB — BN T RE I R R B8, RO eI T i RE b A T e B .
i, HRE I SRS AT I R GUCERX T X T AR BRI A, ERCE N SRR IR E AT,

Timer Starts
Retrans 33
TimeWait 0
Sendwnd 0
KeepAlive 102

Wakeups Next(ms)
1 0
0 0
0 0
7199500
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15 iR

Timer TN B2 FR

Starts TE BT 25 1013 Bk 3.

Wakeups TE B 2 IR R BT I3

Next(ms) TE BT 25 FE B N UGBS (RS [R] (CAZAD ML), OFRoR E BT 28 AN
BT,

Retrans HRENE, ATACREIEER . B 8SEREEIE E¥ S8,
G SRR N A TR) P9 HSCHE AR T i, T R R

TimeWait I (A 2 R5 s I 3%, FH AR U B B LB SR B

SendWnd RIEE D ER 2%, H TR RIZEE DAETCPHIAE R FIE LK
HHIEH KN,

KeepAlive PRFFE B E I 2%, T80 CRO8 (5 BE R 1E 5 At 7 3 IR b T B2IR
o BB NRI SO RIE, DARINIE (5 58 MR SR A IRES

P BoR TCP A P 415 . TCP 815 SR ARIE P 5243 P i A% . At
20 3 WU HRYE 7 9715 R HEAT B A2 M) AN AR A

iss: 29139463 snduna: 29139525 sndnxt: 29139525 sndwnd: 17520
irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380
15 iy
iss: WG RIEFFH 5 -
snduna: B R IBAEZ IR BA B 7 8 I 158 — A R R IE PP
5.
shdnxt: PR AR RIE 5 — DN W B P A5
sndwnd: iz EALTCPE AR~
irs: WIIRENUF A S, Wt NI KT
revnxt: BOEARIFEBOF 51
revwnd: A EHLITCPE O~

B SR A BN RGN E], 2R G0 R] DARRE IX e 40 1 B 2 495 LA LA [A] (1 X 25

SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms
minRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

15 ik
SRTT: ST AL S AR IR N ] o
RXT: FAL IS I 7
RTV: AR IR I (8] )AL A
MIinRXT: FOVF I dR /N AR
MaxRXT: TR R AL R
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ACK hold: JEIR AN DA ANHR — i AR ) B KSR [

Datagrams (max data segment is 1460 bytes):
Rcvd: 102 (out of order: 0), with data: 92, total data bytes: 81396
Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

15 A
max data segment is R RV R R R B K
Rcvd: AR EWUE X ANE R T2 BRSO AR A 7 IR 4R s
with data: A B A R IR U
total data bytes: AL BB T R
Sent: A FAAE X AR R P R IR R S, DR R AR
with data: AL ROBAR IR S8
total data bytes: HoC L IR =R
X<

show tcp brief

show tcp tch

5.1.24  show tcp brief
7R TCP HEEFH A 245 8.
show tcp brief [all]
g
B SR
all CArie) BoRpT . WRAMARALRT, REFERL
FLISTENARZA 3
RN
FHE
w15l

switch#show tcp brief

TCB Local Address Foreign Address State
OxXE9ADCS8 192.168.20.22:1023 192.168.20.124:513 ESTABLISHED
OXEA34C8 192.168.20.22:23 192.168.20.125:1472  ESTABLISHED
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5.1.

GBS Ay

25

P

13 A
TCB TCPHERZHI N AR IR
Local Address A IPHbEFI TCPS H .
Foreign Address i IPHE I TCP S H .
State HERRE . VAN IIS Wshow tepir 4.
show tcp

show tcp tch
show tcp statistics

7R TCP St 43 .

show tcp statistics

G 2B SR KRR T

switch#show tcp statistics

Rcvd: 148 Total, 0 no port

0 checksum error, 0 bad offset, 0 too short

131 packets (6974 bytes) in sequence

0 dup packets (0 bytes)

0 partially dup packets (0 bytes)

0 out-of-order packets (0 bytes)

0 packets (0 bytes) with data after window

0 packets after close

0 window probe packets, 0 window update packets
0 dup ack packets, 0 ack packets with unsend data
127 ack packets (247 bytes)

Sent: 239 Total, 0 urgent packets

6 control packets

123 data packets (245 bytes)

0 data packets (0 bytes) retransmitted

-85 -



o0 2 B ISCC B i &>

110 ack only packets (101 delayed)
0 window probe packets, 0 window update packets

4 Connections initiated, 0 connections accepted, 2 connections established
3 Connections closed (including 0 dropped, 1 embryonic dropped)

5 Total rxmt timeout, O connections dropped in rxmt timeout

1 Keepalive timeout, 0 keepalive probe, 1 Connections dropped in keepalive

1 iR
Rcvd: DT BR EH RS H LIS BRSO S T
Total WEIE @St
no port WCEIHR ST E i R BT R

checksum error

W BRSPS AR B RSB

bad offset WIS T HdiE % R A SR O

too short RIS BN T /N RO FE RS
packets in sequence PP YSCE BE IR S

dup packets e IES RS e

partially dup packets WSCE 3 70 B A IS

out-of-order packets

ANTEAZIGF B 4R S H

packets with data after
window

WAL 4R S e Y o 52 ML R B AL ) BRSO

packets after close

BRI R R S E

window probe packets

WST ) 1 T TV BRI AR S

window update packets

W A SRR SO H

dup ack packets

W ) B A AR SO H

ack packets with unsent
data

e BRI ik Bl IR AR SR

ack packets

e BB

Sent T AN LR AR S FE TS0 o
Total KRR
urgent packets R B SRR

control packets

SRSl (SYN. FINEERST) R CH.

data packets R I EEE RS
data packets | & & R IRSCHL
retransmitted

ack only packets AE N S
window probe packets KR R S H.
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window update packets KR TR SO

Connections initiated A Hb o AT I R

connections accepted AR R

connections established A Hh @R

Connections closed A Hh I P IE R

Total rxmt timeout ORI S

Connections dropped in | & % 8 5800 E B0 5.

rxmit timeout

Keepalive timeout KeepaliveiB i % .
keepalive probe & i fKeepalivedF TR S # .
Connections dropped in | fyT-Keepalivet i 1551 .
keepalive

X<

clear tcp statistics
5.1.26  show tcp tcb

BREA TCP ERAPIRAE .

show tcp tcb address

S
B SR
address B BRI TCPIER I & fr s il P (TCB) Mk . TCBJ2 R 4t o #BXT
TCPEHRIARIR, 7T LA dr4-show tcp brieff3 2,
LRSS
HHE
ANl

AR IR R A ]2 WL show tep T4
switch_config#show tcp tcb Oxea38c8
TCB OXEA38C8

Connection state is ESTABLISHED, unread input bytes: 0
Local host: 192.168.20.22, Local port: 23
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Foreign host: 192.168.20.125, Foreign port: 1583

Enqueued bytes for transmit: O, input: 0 mis-ordered: 0 (0 packets)

Timer Starts Wakeups Next(ms)

Retrans 4 0 0

TimeWait 0 0 0

SendwWnd 0 0 0

KeepAlive +5 0 6633000

iss: 10431492 snduna: 10431573 sndnxt: 10431573 sndwnd: 17440
irs: 915717885 rcvnxt: 915717889 rcvwnd: 4380

SRTT: 2812 ms, RXT: 18500 ms, RTV: 4000 ms
MIiNRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):

Rcvd: 5 (out of order: 0), with data: 1, total data bytes: 3
Sent: 4 (retransmit: 0), with data: 3, total data bytes: 80

XL

show tcp

show tcp brief

5.2 iElFIREE®S

ViR F R E & -
[ deny

° ip access-group
) ip access-list

L] permit

) show ip access-list
5.2.1 deny

7 1P 5 1) 51) 22 Bt B X A AT A i bl & lC B AR AR, B IP 1510 51 2% iR deny At
M, FEAr2HIN no ATZE.

deny source [source-maskK] [log]

no deny source [source-mask] [log]
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deny protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

no deny protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

Sof - HBE R R S (ICMP), R DU DL R f)32:

deny icmp source source-mask destination destination-mask [icmp-type] [precedence
precedence] [tos tos] [log]

%I Internet 44 B ML (GMP), AT LU DL A) ik

deny igmp source source-mask destination destination-mask [igmp-type]
[precedence precedence] [tos tos] [log]

XtF TCP, AILAMEA BL R AJ%:

deny tcp source source-mask [operator port] destination destination-mask [operator
port ] [established] [precedence precedence] [tos tos] [log]

Xt FHAE R B (UDP), T A LA )i

deny udp source source-mask [operator port] destination destination-mask [operator
port] [precedence precedence] [tos tos] [log]

2% SR

protocol YA FERIPHMI S « B AT LU SCHE Ficmp. igmp. igrp. ip- ospf.
tcpEkudp, AT LLZRIPYMS 1I0R 2550 — NS, N T ULHS
fE{TInternet X (B FFICMP. TCPAIUDP)fi Fl 5k Fip. Htbfh
WARVFHE—IRE, Wk,

source MK TN . FIA TR e 3200 3k HI%, YA A
R F Bt SR o . 48 Gk Fany{E250.0.0.0 0.0.0.011 ¥ A1
PEHERD AR S

source-mask PRI IR R 2D . {8 S8 any/F250.0.0.0 0.0.0.0/JEFIJE #
465 .

destination HARMG R ENS . BRI E:

A PH YA 5 B8 T )+ 2 | B i 328 — I 4
i i <4 any{F 540.0.0.0 0.0.0.0/ H A=A H AR I 45

destination-mask H br il ) 25 175 {3 H X SFany{£50.0.0.0 0.0.0.01 H Frh
LA H AR b R AR S

precedence precedence | (nik)frl LA gid vk, FIORI7 AR E

tos tos (FTi%) Ha B mr A RSS2 v 70— 15465

icmp-type (ATiE)ICMPR AT HICMPHR USRI g8, 870 R 57051255,
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igmp-type (AT 3)IGMP AL AT FHIGMPHR SCE R B i, A2 0%]15
HIE
operator (RI3%) EBedR ol B bris 1 o 3EAIERCNT), gtCRT), eq(%:TF),

neq(R%:T). RIEVEFRF R Esourcefllsource-maskz i, 4
B0 A0 UE E X AN IR a0 . i S 4 4F &F AR destination A
destination-maskZ J&, HF4 WAL H bR .

port (7T i) TCPELUDP; 1 A+ il # - 8L FR o ity 115 42— MO F)
65535147 TCPui N A4AFNE “fEH 8" #5r. HidIETCP
I, AT RUR A I TCP L4 FR. UDPSH &2 RRIFIAE “ 18 FH it 17
oy HILIETCPR, HAal{fATCPIRII4 . 4idigUDPH, X
Al { FIUDPS 1 4

established (FTIE) RXTCP MY, Fom—ANCHI &R . WRTCPHIER
ACKE{RSTAL B, HBIVLES . FEVCE IR I~V TCPAL
PR, DR — AR,

log (FT i) AT AEAT H g%

wmSER
IP 7 in] 51| R B 7S

£ AR
AT DA U5 9] 3R 7R3 1 A dar, 35 i B2 401 2 i 2 5% U 1) DA S PR 1) 5% Pl 3 45 B BT
N . ELRRAE UG EILRREY BRI ER. 5B 1P, MARYIGEE, SLETHE
fA[H R 1P 5 i) R U I R AU 170 3 FH - 1) U 1) 2 401 28 o 28 B SR o) 9% o 43¢
BRI 2, ASLUCES TOP Vs K. ARS8 i 7 Bl A A S A
FE:
FEIREN—MAIRRRE | (HUEERRIIAE (AT RERZIREN) BTV IFRAIESE.

PAR o M B i 5 K TCP i 44 . 298 METIHL S RFC SKENX LA %
2%, HIXEeh O R o 1 5 B T BOE I BLE N — A B 5 175 sk T4k

Bgp. ftp. ftp-data. login. pop2. pop3. smtp. telnet. www

AR 7 F 8 i 5 1) UDP 3 1 4% . 28 248 1070 Bl 5 RFC R BNX LBl 4T RS
o IR L 1 5t n] U DB — A7 B A 15 07 Ok G

Domain. snmp. syslog. tftp

w5

T 2% 1 192.168.5.0 3% 4N B :

ip access-list standard filter
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deny 192.168.5.0 255.255.255.0

EE:

IP i5RIRA—MEERI deny AIMILER,

AXaL

ip access-group
ip access-list
permit

show ip access-list

5.2.2 ip access-group

R TSI R — AN, A ip access-group 2 MALE 4. A T MIBRX AR @ B 7

2, 1 no ¥4

ip access-group {access-list-name} {in | out}

no ip access-group {access-list-name} {in | out}

S
B8 SHEA
access-list-name ViR 4 XN N0 AR =5 8 .
in FEHERE DU A U5 i B2
out 7 Bz DU A U7 i B2
oA
BORES
£ <A

Py SR BT HAE i Wl AN Do M TARAEM N D5 R 513, ERRBIa s,
X IR ) PR A B B AR bk . X TR VT RIS, 2SS A A H ARk, 4R
VR SRRz, R ARGk sE A PRz . R VT HIRA R VFZMIL, 2T
IR [Fl—A> ICMP FEHUA AT BEHR S

X T RRAE R S YT 138, AERR ORI i — N B ER 1 LUS, BRIy s R e e
FdEaht . 6T RV AR, SZHALIE R AR T ) 2R o I SR 7 ] 2R VR IZ AT
IR IRV HIIRA R VF iz, BAFBEER AN EIFR A ICMP EHLATT

BRI
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U E VT R SN RAAEAE, P A SR vrE .
P

NEIFE ORI 0 fELHS 1 LR ]33 filter:

interface ethernet 0
ip access-group filter out

XL

ip access-list

show ip access-list
5.2.3 ip access-list

a5, BEARIP ViR ZIRECE R . AERCIRAS T AT A AT B U i KU . i
4 exit iR [A[ g EARES -

i no BIEE, MER IP U5 in) 31 3%
ip access-list {standard | extended} name

no ip access-list {standard | extended} name

S
B S ¥R
standard T bR R 513K
extended e Ny RV HIER .
name Vil R4 . X — K20 75/ 5
&

BAT 1P 5 ) 51 R E Lo

LRSEE
EREES
52

fFEH LA KN 1P Pi SR ESN, 7 IP Ji s REEHEA S, LU deny 5%
permit 7y 4K E U A L .
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1l
PATF B9 1l & — AR T [ 51
ip access-list standard filter
deny 192.168.1.0 255.255.255.0
permit any

PSS
deny
ip access-group
permit
show ip access-list

5.2.4  permit

FE 1Py I 51 FR e B AR b ) i Tt dir & B0 & SCVFRLN, AN 1P U5 i 1R bR permit
RN, FEa2HTIN no HITZE.

permit source [source-mask] [log]
no permit source [source-mask] [log]

permit protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

no permit protocol source source-mask destination destination-mask
[precedence precedence] [tos tos] [log]

Sob T BRI R SC L (ICMP),  E] DL LR )32

permit icmp source source-mask destination destination-mask [icmp-type]
[precedence precedence] [tos tos] [log]

%tF Internet HEHEIML(GMP), w] LU FH LR )ik

permit igmp source source-mask destination destination-mask [igmp-type]
[precedence precedence] [tos tos] [log]

XtF TCP, AILMEA BL R AJ:

permit tcp source source-mask [operator port] destination destination-mask
[operator port ] [established] [precedence precedence] [tos tos] [log]

ST E R P (UDP), B LA A LR )3

permit udp source source-mask [operator port [port]] destination destination-mask
[operator port] [precedence precedence] [tos tos] [log]

-903 -



o0 2 B ISCC B i &>

S
S8 SR

protocol Pl FEIPHMIS « B AT LU SG8 Ficmp. igmp- igrp- ip. ospf.
tcpakudp, HATLLZRIPHMLT 10R 2550 —MEEL. T ULHES
fE{T Internet P (BLIFICMP. TCPAIUDP)fi F -k Fip. F-ibi)
WARHE—PRE, W,

source TR TN . AR TR R 320 3k dI %, A &
FaFF it SRR . 9% any/E ¥0.0.0.0 0.0.0.0fE AN
PSS .

source-mask VL IE R 2R . g e any/F 250.0.0.0 0.0.0.0f JE AN #E
B .

destination HARM KBNS . A RFT kR E:
A5 FH DU A s BRI () -3 ) B3R oR 1R 326 — ik 1) 48
18 ] =4 Fany £ 50.0.0.0 0.0.0.0/ H AR F1 H AR RS 485

destination-mask H Fx btk f4 48 505 . {il ] 5<% *any{/£°40.0.0.0 0.0.0.0%J H Frith
BT B bR L 4R

precedence precedence | (Fik)f AT LLHLSESiTuE, HORI7TIIE A5 2

tos tos (Tig) HRETT DRSS 2. FHEE0— 1538 ¢ .

icmp-type (ATIE)ICMPET] HICMPHR U AT €. S8 2 705255,

igmp-type (AT3E)IGMP AL AT FHIGMPHR SCE BRI Bk L. A2 0315
M%7

operator (ATi%e) LR ER H At L o FEEFERCNT), gt(RT), eq(%:T),
neq(R%:T). WRIRVERF R Esourceflsource-mask 2 &, R4
B0 UG BE X AN R g . o S AE RF A destination Al
destination-mask &, B4 & LAILE H bxdi .

port (AT34) TCPELUDP 4 I 3 il B F 8 A FR o 3 1502 — N0 )
6553514 . TCPii I ZFITE “MiH &7 ¥, HidJIETCP
I, ATLL RS TCP 44 Rk . UDP3 I 42 RRHUFFE “ A8 3t B 7
B4 HiLJETCPRY, WA HTCPH D4 . HidJgUDPR, H
A FHUDP3 1 44

established (ATE) X TCPIMY, Fom—AN O AER: . R TCPEIE R
ACKEXRSTH ¥ B, HIBLH . AEICHEFIB R YIEELTCPEL
Pk, DB —NERE.

log (AT3%) 7T LAEAT H g%

HOER
IP 5 i) 51| R B &S
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£ 15 RA

w5

PSS

F'P/?\

5.2.5

R CAASE FH 7 T 2 42 ) A 32 1 b PO i, G DL 2% i 24 56 D T LB R A it 30 45 EC
A . (EDLRC AR A LUR bR B R T i 3R

BOP A, TIARYIGGRE, SER AR R 1P U5 I =82, 9 R Us il 2 1 T2 5
i) R DL 24 i 2 s PR ) e R R 6 BEORT RO N 2, AN DLHE TOP i o AR S5 ELAISR RY B
L SEAL o

EE:

R —NAERE | HIRERNRINE (FTREHZHEN) BT IRVERT.

PAR SR T B i 115 1) TCP I 144 . 276 2450 170l 5 RFC R EIX Ll A K2
%o IR PO B 3 5t r] BUE T DA —A4>? B 15 175 50k T4k

Bgp. ftp. ftp-data. login. pop2. pop3. smtp. telnet. www

PAR s F 8 i 115 1) UDP i 1144 . 28 BT 2 BC S RFC $RBIX LA K
S, 51X PO R 1 5 B AT BOE I BLE N — A7 B 15 175 5k T4k

Domain., snmp. syslog. tftp

TR 21 192.168.5.0 X AN EE

ip access-list standard filter
permit 192.168.5.0 255.255.255.0

EE:

IP i7iRZRE— MRS HT deny HINEEER.

deny
ip access-group
ip access-list

show ip access-list
show ip access-list

B RMET 1P Ui 53RN %, £ show ip access-list fi7 4.

show ip access-list[access-list-name]
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e
B8 SR

access-list-name ViRERZ . XR—MRK20MFZF/R &,
RE

EIRFTE SRR R 1P ViR 513K
RN

(LI
=R AR

show ip access-list i & SR VFRTE E —MREE V7 11 712
w15l

DL 2 ANTE B 4 I show ip access-list A4 17~ % H -

Switch# show ip access-list

ip access-list standard aaa
permit 192.2.2.1

permit 192.3.3.0 255.255.255.0
ip access-list extended bbb
permit tcp any any eq www
permit ip any any

LAUN 2R EVI M4, show ip access-list fir - F 774t -

ip access-list extended bbb
permit tcp any any eq www
permit ip any any

5.3 ETYEmOMNIPERISIREE®S

U7 1) 51 R A A
[ deny

[ ) ip access-group
) ip access-list

) permit

) show ip access-list
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5.3.1

deny

£ 1P 7 1) 512 e BAS A w] s Y st g S BC B AR IR, ZEMN 1P 5 ) #1Z& HH HBR deny JE
W, {4 AT no AT4K .

deny source [source-mask]

no deny source [source-mask]

deny protocol source source-mask destination destination-mask [tos tos]

no deny protocol source source-mask destination destination-mask [tos tos]

X T HE AR SO ICMP) AT DU DL )32

deny icmp source source-mask destination destination-mask [icmp-type] [tos tos]
ST Internet 41 P (IGMP), A DL FH LT A%

deny igmp source source-mask destination destination-mask [igmp-type] [tos tos]
X TCP, AT LA LA A1)k

deny tcp source source-mask [operator port] destination destination-mask [operator
port ] [tos tos]

ot T B AR W (UDP) , AT LA FH LR A3k

deny udp source source-mask [operator port] destination destination-mask [operator
port] [tos tos]

B SHREA
protocol YA FBRIPHMI S « B AT LU S Ficmp. igmp. igrp. ip- ospf.
tepEudp, WATLLZRIPYML S MOFI25501 — /M E% . S T ILIE
fE{TInternet P (B FFICMP. TCPAIUDP) i G4t Fip. Sk
WARYFFE—PIE, TR,

source MK TN . FRA TR e 3200 3k HI%, YA A
R Bt SR o . 48 Gk Fany{E250.0.0.0 0.0.0.0/% A1
PEHERD RS

source-mask PRI IR R 2D . g ] S8 any/F250.0.0.0 0.0.0.0/JEFIJE #E
465 .

destination HARML o EN S . ARF ke E:

A8 FH YA ASBR F A k1 B0 R 1 324 — kI 4L
181 F ek ZanyfE50. 0. 0.0 0. 0. 0. OFJ H A HAFHRLII4A S .

destination-mask H Al X 8 HE0D F S 422 anyfE40.0.0.0 0.0.0.0 H 5l
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LD B AR AR 4R S .
tos tos (FIake) Hodls BLR] LA AR SS EadvE . (70— 1548 € -
icmp-type (WTIE)ICMPELTT EHICMPHR U R i . 870 40205255,
igmp-type (FTIE)IGMPELTT B IGMPHR LR A sl e 2t . 287020515
A o
operator (PI3%) LLECIRER H brvin o #RAEEHReq(FET) » gt (KT, It Uh

T, portrange ($i 7€ I FYE Do W1 5 45 A 4 JEUAE source F
source-maskZ J&, S4B LAIEEC IR AN P o a0 R ERAERF IR
destinationfldestination-mask J5, Hi4 ‘& %ZILHD B dxt .

port (FI3k) TCPERUDP K i+ 2 i) B 7 B 4 Fr . 3 1 5 /& — 0%
655351417
R
IP 7 il 1| R AL B 2
155 FH 5t RA

R AASE FH 7 1) 2 42 ) A 32 1 b PO i, G DL 2% i 2 56 7 T L R A it 30 35 EC
A . LR A VUR L EY VIR, 2B P&, MARYIGEL SLRIHE
AT FEFR) 1P U7 TA) A2 377 R AR 117 1 2 FH T4 1 75 1) R DA 24 i 2 B o R 1 i b 0 32 B
FINZE, AAILEC TOP i . IRSE 28 3L sk AL AR S AL .

EE:

ARSI —MEIARE | HAUREARMNIRS (FIBERZIREN) MEEFIRESR.

w5

T 2% 1 192.168.5.0 3% 4N B :

ip access-list standard filter
deny 192.168.5.0 255.255.255.0

R
IPi5EZRA—MEEEY deny ML,
Hxd&$

ip access-group
ip access-list

permit
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show ip access-list

5.3.2 ip access-group

TV — AN, {4 ip access-group #FZ L E v 4. R T MIBRIX AN & 15 A
H, fHH no 1 :dn 4.

ip access-group {access-list-name}

no ip access-group {access-list-name}

Y
2 SR
access-list-name ViR 4 . IR — MK 20 SR R
YRR
OMES
EdaEhtzEl]
WSRO . S TARERA DV 53, ERREIaZ )G, X741 & a2
BRI AL X T RV RS, ZAg R B sk, Gy i) 3R e vz,
LA AR BAE B AL . QR YT R A vz, AT A IR [El— S ICMP
HUANTT BEAR L
AR E VT R BIRAEALE, P 8 e vrid it
w5
TNEIAE UK R 10 L BRI B filter :
interface f0/10
ip access-group filter
Hxae

ip access-list

show ip access-list

5.3.3 ip access-list

ER a4 5, BENRIP U5 M FIR AL B0, AERCIRAS T ) CARE A0 h B v i B0 . i
4 exit IR AR BIRZS
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i H] no HITSE, MIER IP D71 4135
ip access-list {standard | extended} name

no ip access-list {standard | extended} name

et
e S ¥R
standard o AR HET B2 .
extended e AP VTR FIE
name VRS ZR— K20/ T4 .
RE
A P il 51 R E e
RN
RMEDS
= FtER
b RN 1P PiR SR ERS N, £ IP Uy s R EHEA S, WTLUH deny 5
permit iy 4 KL & 1j ] B
il
PAR BT B — Mg ) 51
ip access-list standard filter
deny 192.168.1.0 255.255.255.0
permit any
PSR
deny

ip access-group
permit

show ip access-list
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5.3.4

permit

FE 1P 7 ) 53 M B w] 4t & B & SR VERIN, AN 1P D71 513 I ER permit
RN, FEAR 2 HTIN no ATZE

permit source [source-mask]

no permit source [source-mask]

permit protocol source source-mask destination destination-mask [tos tos]

no permit protocol source source-mask destination destination-mask [tos tos]

it H I PR SCHM(ICMP), B 0] LA LA R A)ik

permit icmp source source-mask destination destination-mask [icmp-type] [tos tos]
%tF Internet 4L FML(IGMP), ] LU A LR )i

permit igmp source source-mask destination destination-mask [igmp-type] [tos tos]
XFFTCP, AT LM LAF )ik

permit tcp source source-mask [operator port] destination destination-mask
[operator port ] [tos tos]

Xt AR P (UDP) , AT DA BAT fUik:

permit udp source source-mask [operator port [port]] destination destination-mask
[tos tos]

B SHREA
protocol Wil B FERIPH LS . B A LU S8 Ficmp- igmp. igrp- ip. ospf.
tepudp, WATLLZRIPYMLS MOFI25501 — /M 8%, S T ILIE
fE{TInternet P (HIFICMP. TCPAIUDP)fii I %t Fip. Hubfh
WARYFFE—PIRE, TR,

source PG ENS . ARA LR ER: 3206 —3EFI%, IS
M -k Bk o . i kB any /£ 250.0.0.0 0.0.0.0135 1
LS .

source-mask VE L 25 RS . A S8 FanyfE250.0.0.0 0.0.0.0F Y5 A
45 .

destination HIrMSE S EN T . B TEREE:

8 FH PO AS ASBR FF A kB R 1 324 — k4
18 F Sk Zany/£50.0.0.0 0.0.0.01 B ARFI H AR HERS 46 S .

destination-mask H Al P H0D ,  F S 422 any fE250.0.0.0 0.0.0.0 H 5l
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LD B AR AR 4R S .
tos tos (FIake) Hodls BLR] LA AR SS EadvE . (70— 1548 € -
icmp-type (FTHE)ICMPAELT] FHICMPH SR AL 8 . K7 2 405255,
igmp-type (FIIE)IGMPEL T B IGMPHR SR A sl e 2 . 287420515
I o
operator (PI3%) LLECURER H bxvin 1 o BAEEHEeq(FET), gt KT, It U

T, portrange ($i 7€ & FYE Do W1 5 45 AE #F JEUAE source F
source-maskZ J&, AT LAICEC IR AP O o a0 SR ERAERF T
destinationflldestination-mask J5, HS4 ‘& %ZILHD B dxrt T

port (FI#k) TCPERUDP L i+ 2 i) B 7 B A4 #R . 3 5 /& — 0%
655351417 -
R
1P 7 17 41 e B 2
155 FH 5t RA

R CAASE FH 7 1) 2 42 ) £ 3% 1 b PO i, R DL 2% i 24 56 D T L R A it 30 45 EC
A (EDLRC AR A LURfE IER B R T i 3R

BOP A, TARAYIGGRE, SER AR AT 1P U5 =82, 5 eI Us il 2R 1 T2 05
i) R DL 24 i 2 s PR ) e R R 6 SEORT RO N 2, AL DL TOP i 1o AR S5 ELA SR R B
L e o

EE:

IR — AR | (HAURERRIINE (FTRERRIREN) B IRNESD.

P

TR 21 192.168.5.0 X AN EE

ip access-list standard filter
permit 192.168.5.0 255.255.255.0

ER:

IP i7iRZRE— MRS HT deny HINIEEER.
BX®e

deny

ip access-group
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ip access-list

show ip access-list
5.3.5 show ip access-list

LR AT IP YT BIR A%, (€] show ip access-list i< -

show ip access-list[access-list-name]

¥
B SHEA

access-list-name Vil R4 . X RE— K207/ .
7=

SRR AT bRAE A R P V71 515K
weRRA

HHE
£ AR

show ip access-list i 4 S VFR TR E —AMREE 5 1] 5114
15l

PLR 2 AR E 4B show ip access-list iy 4 17~ 151 fi th -

Switch# show ip access-list

ip access-list standard aaa
permit 192.2.2.1

permit 192.3.3.0 255.255.255.0
ip access-list extended bbb
permit tcp any any eq 25
permit ip any any

DA A2 4 2 Vi In] R 44 1), show ip access-list 74 7~ 51 i H -

ip access-list extended bbb
permit tcp any any eq 25
permit ip any any
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