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1% 802.1xHACE fn&

1.1 802.1xEiBHS

802.1x ML & A2 :

° dotlx enable

) dotlx port-control

® dotlx multiple-hosts

° dotlx default

® dotlx max-req

o dotlx reauth-max

° dotlx re-authentication

® dotlx timeout quiet-period

o dotlx timeout re-authperiod
) dotlx timeout tx-period

o dotlx user-permit

o dotlx authentication method
) dotlx accounting enable

) dotlx accounting method

) dotlx authen-type. dotlx authentication type
) dotlx guest-vlan

) dotlx guest-vlan id

° dotlx forbid multi-network-adapter
L aaa authentication dotlx

L] debug dotlx error

) debug dotlx state

) debug dotlx packet

o show dotlx
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1.1.1 dotlx enable

dotlx enable

no dotlx enable

g
o
RE
o
EdaEhtzEl]
fififie 802.1x Uifig, nRBA fiRE 802.1x Thfe, MIfEsG 1 R 2 A RE/E 23 802.1x TIREM,
ansRAEIE 802.1x ThBEM, FirAy 802.1x ThRE Y FUKE UM # 802.1x Thfig, RIS, P
802.1x K AL CPU 2, TR — I IS —FE(E VLAN W .
RN
4R B A
w15l
N A 4R S 3l dotlx.
Switch(config)#dotlx enable
Switch(config)#

1.1.2  dotlx port-control

dotlx port-control {auto|force-authorized|force-unauthorized}

no dotlx port-control

B SHIEA
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auto Ji 1802, ISR 77 20
force-authorized HY7H802. xS INIE
force-unauthorized B I B B A% N AN AL .
73]
force-authorized
fsE 1 AR
802.1x Wpis e — M JE i3k T L E 7 20, A auto #r 4w LUSE Bz NiE 7 2, 1%
IIE R A BEFCE T3 0, Hoixum DR EAREE vian 1. I8 2240 M.
Wi
W
O E A
15l

T A% 7E 024 & f55)h 802.1x,

Switch(config_f0/24)# dotlx port-control auto
Switch(config_f0/24)#

T )4 Sk 0/23 BL BN vian T, A5 530 802.1x.

Switch(config_f0/23)#switchport mode trunk
Switch(config_f0/23)#dot1x port-control auto

802.1x Control Failed, 802.1x cannot cmd on vlanTrunk port(f0/23)
Switch(config_f0/23)#

1.1.3 dotlx multiple-hosts

dotlx multiple-hosts

no dotlx multiple-hosts
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RE
281k 801.1x 225 P dig NI o

1= FtER
802.1x FRIWAIIE FZEXTFEAS EHLH P AT UE, XI, bR v —ANH 3 47A0IE
ria g, Al S R ANREEAT VRV 1K, BRIAERT— R HAIE. U7 AR

SRR I S AT e AN SRR 802.1x At ag (BN 1108 AZHL) 52 A TEHUAHE
B, N TAEIXEE LR AR T IR, AT BUE 32 ML 5 ZhAE .

5

B — A I ACE Y 802.1x K2 ENVAIEIG, SCHBURE AR & EHUH P BEATINIE, 24
IR G, SZHAURS S VFZ EALEE ST VT 1) (A EMLE MAC BEAT#]D .

RN
R E R
P
T 2K TE 024 F R ) 2 F LG FHALE.

Switch(config_f0/24)# dotlx multiple-hosts
Switch(config_f0/24)#

1.1.4 dotlx default

73=]
k
f£ 15 FA

e i A i) 4 Rl B VR E RIERABC . -
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RS EE
4 Jey g B AR X
)

MR ArK dotdx fr A 1 B S HK R B E

Switch(config)#dotlx default
Switch(config)#

1.1.5 dotlx max-req

dotlx max-req count

no dotlx max-req

2%
S SO
count GO RIGRKR S, 5110,
BRE
2
{5 FitEA
WRIEA R R0 5T, RS DU R AR R B B, AORIE R ) 3 5 VIR IR 55 &%
Al AIE S I
RN
Z R BC E R

w5

TR A4 R BC B dot1x S AR K A B KR BN 4.

Switch(config)#dotlx max-req 4
Switch(config)#
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1.1.6 dotlx reauth-max

dotlx reauth-max count

no dotlx reauth-max

2 SHREA

count NEHE R Rk, T 1-10.

£ 15 RA

BCE EEVAERREL B IZ B, BN, ER SR

wERA
xRy ic B AR X
il
N R RC B dotx BB AR R K i KK ECA 5.

Switch(config)#dotlx reauth-max 5
Switch(config)#

1.1.7 dotlx re-authentication

dotlx re-authentication

no dotlx re-authentication
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73=]
I
f£ F 15 RA

JE B EANUEDIRE, i HOAIEE S PG, &2 B 8 e EAL#ATUGE, %80T LLd
it fir 4 dotlx timeout re-autjperiod, FATHELHE .

HEN
f R B E R
5
I R R S EAATED) RE .

Switch(config)#dotlx re-authentication
Switch(config)#

1.1.8 dotlx timeout quiet-period

dotlx timeout quiet-period time

no dotlx timeout quiet-period

¥
BH SHRAA
time dot1xH J5 ZAUERE I, 15 0-65535s.
ReE
60s
155 A5t RA

FEVIERMUGRH —BUZ I A, fEZI AN, AR A 2352 808 SIETAGE.

HomR
R HE B R
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P

NI i A ¥4 B quiet-period [I1E Jy 40,

Switch(config)#dotlx timeout quiet-period 40
Switch(config)#

1.1.9 dotlx timeout re-authperiod

dotlx timeout re-authperiod time

no dotlx timeout re-authperiod

SH
S8 SR
time dotIxF AL A YME, 1-4294967295s.
RE
3600s
AR

T RA RS EINIEE A 2 4.

4R C B
w5

R A A-F B B dotdx EAUE ) HD 7200s.

Switch(config)# dotlx timeout re-authperiod 7200
Switch(config)#

1.1.10 dotlx timeout tx-period

dotlx timeout tx-period time
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no dotlx timeout tx-period

B S ¥

time ffla], 1- 65535s.

30s
{5 A ER

i 2 P AR AR AL i SRV E 75 SR AR IS TR] (] B, et 12 I ] 52 # LK 3R AIE 1

4R E B A
=~
T TR A 4R BE B R IE AR Ty 24

Switch(config_f0/0)# dotlx timeout tx-period 24
Switch(config_f0/0)#

1.1.11  dotlx user-permit

dotlx user-permit Xxx yyy zzz

no dotlx user-permit

S
S8 SHHAA
XXX R4,
yyy R4,
727 HFP4.
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73=]

B e, By B EfiE .

S 1 g B AR X

P

TG4 oIl BB E M v a. b. c. d.

Switch(config_f0/1)# dotlx user-permita b c d
Switch(config_f0/1)#

1.1.12 dotlx authentication method

dotlx authentication method xxx

no dotlx authentication method

SH
2 S ¥R
XXX JiiE4
RE
“default” J5i%.,
155 A5t RA

A A ECE N O N UGET W, %N AAA RIREEFIAGIE TR —, BN R
fER—F 5 24 AAA X 802.1x I H Pt AT IAERT, AAA K2 e B0 B 1A IE 7 753
TRINT
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RN
i 11 i A
Nt

T R A A AR s 11 fO/L i B UIE J5 % abed, %77 VS B A P 44 GIE s 78355 11 f0/2

Be B WIETT 20 efgh, %7578 1] radius s A2 AIIE
Switch(config) #aaa authentication dotlx abcd local
Switch(config) #aaa authentication dotlx efgh radius
Switch(config) #int f0/1

Switch(config_f0/1)# dotlx authentication method abcd
Switch(config_f0/1)# int f0/2

Switch(config_f0/2)# dotlx authentication method efgh

1.1.13 dotlx accounting enable

dotlx accounting enable

no dotlx accounting enable

2%
S SO
%
RE
KHACIKIIRE .
& FitER

22 FT I R K DI RE, DATMIIEDBESS & . S dFITE dotx EEINIEDIRE(E .

SR

;]_

i 1 C B AR 2

w5

N Ay 4B AE i D fO/1 IR B dotlx PAE 4T Fc ik Th g
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Switch(config) #dotlx enable

Switch(config) #int f0/1

Switch(config_f0/1)# dotlx port atuo
Switch(config_f0/1)# dotlx accounting enable

1.1.14  dotlx accounting method

dotlx accounting method xxx

no dotlx accounting method

g
BH SHRAA
XXX LK TT %4
ReE
“default” ik,
=R EER

2 2 HC B R REK 7%, 07 AAA HERE Ak Tk —, BN R
I — M7 3T dotlx ek Thae)n, R Z AT LK.

RN
Sy 11 P A
1l
TN T i AR 7 B 1 O/L E B K U5 92oh abed, 1% 75 148 radius IR 458 s FF7E N 1O/l

FECE LK kA abed.

Switch(config) # aaa accounting network abcd start-stop group radius
Switch(config) #radius host 192.168.20.100

Switch(config) #int f0/1

Switch(config_f0/1)# dotlx accounting method abcd

-12 -
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1.1.15 dotlx authen-type. dotlx authentication type

ik
dotlx authen-type {chap|eap}
no dotlx authen-type
B E 4 )= F dotlx MIIAIERAY, no dr &k NERIME.
dotlx authentication type {chap|eap}
no dotlx authentication type
Jie B o 1R dotdx HIAIESRAY, no i &R ERIAE.

¥
None

73]
42 J% F BRI chap
I R BRI AR R A B R

155 FH 5t RA
Zar 2L EIANIERAL, ZRALG YE AAA ] Chap B Eap iAiiE; fiH Chap i MD5
T 5 1 challenge J4 A4, TifdiH Eap I challenge ¥ iE RS 58 b2, A4
g U — A AIE SRR, BRI G0 N SR A H 4 R B O IESR Y, Lo ACE [
WIESE AR 5 — B FIZESR AL, BRIAEAEA] No A &k E 2| BIE.

IR
it 1R 4 JR e B AR

1l

TR a2 70 0 fO/1 it BAAESR TN Chap, 4 RAIESRE N Eap.

Switch(config) #dotlx authen-type eap
Switch(config) #int f0/1
Switch(config_f0/1)# dotlx authentication type chap

-13-
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1.1.16 dotlx guest-vlan

dotlx guest-vlan
no dotlx guest-vian

T4/ T dotlx ] guest-vlan IjfE, no fix4 K.

None

)R T BRI G ]

et AR

FIFF guest-vlan Thfg, W LALER S o A R, @i A B DRI guest-vian, 45
TR SE B R 2% 35 ] BB

A A A R A& Ay 4 dotlx guest-vian id Z5& 14 .

SR

;]_

R HE B R

P

WA 44 7E 4 R F4TIF guest-vian Tt

Switch(config) #dotlx guest-vlan

1.1.17 dotlx guest-vlan id

dotlx guest-vlan id
no dotlx guest-vian

fic & ¥ 1/ dotlx guest-vlan id 1, no #r &k EERIAMEN 0.

-14 -
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Id: guestvlanfi, FILLE RGN CECE FI{Efvlan id,

RE

HINKNO

f&£ F 15 BA

FIFF guest-vlan Thfg, W UASER o A e RIS, @i ¥ AH B DRI guest-vian, 45
T 5 PR N 4837 ) LB o

P A4 R AL f74 dotlx guest-vian &5 A .

LEEES

i G B AR

P

T T A A R B SR AL & guest-vian id {H .

Switch(config_if) #dotlx guest-vlan 2

1.1.18 dotlx forbid multi-network-adapter

dotlx forbid multi-network-adapter
no dotlx forbid multi-network-adapter

Fic & o 1 A9 2% 1122 MR ) Supplicant, no fir &K EARCE .

RE
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=R EER

A& 0] A2 IR 2 5k 45 IE R 25 11 Supplicant i, By IR R E.
RN

Sy 171 PC AR

=~

IS T AR A S R R AR A 2 K £R & S A Supplicant.
Switch(config_if) # dot1x forbid multi-network-adapter

1.1.19 aaa authentication dotlx

aaa authentication dotlx {default} method1 [method2...]

no aaa authentication dotlx {default} method1 [method2...]

gl
S S ¥R
default SR P YAEREH LR #77%.
method1 [method2...] enable . group radius. line. local. local-case. none
[75=]
BEH NI
£ A5 R

method S AL — RN J7 1% 2% P EFLERAL RS HEATOGE, X 802.1x 1) aaa AiE
7 iR radius AGE, AT DS T AS G B 2R AT AGE, AR TE TG E T
FH 2250 . {# 5] enable F line [ s fd &k |

wERA

xRy ic B AR X

-16 -
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P

TG BEE dotlx AiE 7=y RADIUS,

Switch(config)#aaa authentication dotlx default radius
Switch(config)#

1.1.20 debug dotlx error

73=]
7
fEAERA
PR S AE dotlx Js AT LA — DDA iR B, R E A

1.1.21 debug dotlx state

RE
k
£ 15 RA

S A%

-17 -
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2003-3-18 17:40:09 802.1x:AuthSM(F0/10) state Connecting-> Authenticating, event

rxRespld

2003-3-18 17:40:09 802.1x:F0/10 Create user for Enter authentication

2003-3-18 17:40:09 802.1x:BauthSM(F0/10) state Idle-> Response, event authStart

2003-3-18 17:40:09 802.1x:F0/10 user "myname" denied, Authentication Force Failed

2003-3-18 17:40:09 802.1x:F0/10 Authentication Fail

2003-3-18 17:40:09 802.1x:BauthSM(F0/10) state Response-> Fail, event aFail

debug dotlx packet

None

f&£ F 15 BA

2003-3-18 17:40:09 802.1x:F0/10 Tx --> Supplicant(0008.74bb.d21f)
EAPOL ver:01, type:00, len:5

EAP code:01, id:03, type:01, len:5

00

2003-3-18 17:40:09 802.1x:F0/10 Rx <-- Supplicant(0008.74bb.d21f)
EAPOL ver:01, type:00, len:10

EAP code:02, id:03, type:01, len:10

62 64 63 6f 6d a5

show dotlx

show dotlx [interface intf-id]

X464 R E R 802.1x Fit B A5 S .

-18 -
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2%
S SO
intf-id AR,
BRE
p
{5 FtER
7R 802.1x At B A5 B
RN
AL B A
Nt

T H A4 FE i 1 FO/10 i & dotlx port-control auto.

Switch_config#sho dotlx
802.1X Parameters
reAuthen No
reAuth-Period 3
quiet-Period 10
Tx-Period 30
Supp-timeout 30
Server-timeout 30
reAuth-max 4
max-request 2
authen-type Eap
IEEE 802.1x on port FO/10 enabled

Authorized Yes

Authen Type Eap
Authen Method default
Permit Users All Users
Multiple Hosts Disallowed
Supplicant aaa(0008.74bb.d21f)
Current Identifier 21
Authenticator State Machine

State Authenticated
Reauth Count 0
Backend State Machine

State Idle

-19-
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Request Count
Identifier (Server)
Port Timer Machine
Auth Tx While Time
Backend While Time
reAuth Wait Time
Hold Wait Time

20

16
16

-20-
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