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1.1 EEXHEE®S
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WeE AT a2

o copy

o delete

L] dir

(] ip address

L] ip route

L] show configuration

) format

[ more

° download

L] upload

) update switch

o set Is-dir
copy

RAEHWL

i copy s 4 T LA thtp fIR 55 s O 228 0L -

copy tftp<:filename> {flash<:filename>|rom} [ip_addr]

2

SHIEA

titp<:filename>

TR MHtp 55 I filenamed g BIAH BRI SCHE 4, A
R, copydr & AT e R IR P R SCAF A N

flash <:filename>

Fom A HALINAE AR 5 S0 filenameds BIAE RSO 4, BT
fRE, copydr & AT Ja R 7R L K SO A AN

rom

FIoR A AL T Frbootrom

ip_addr

Titp ARSSASHNPHbE. FHATEE, copyf AT Ja K s 7
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P

monitor#copy tftp:switch.bin flash:switch.bin 192.2.2.1
Fe 5211 titp 5535 (1304 switch.bin BIEZ LA A7

Hx&HsS
o
1.1.2 delete

{FH delete iy 4 n] UH BR—AN 3014

delete file-name

B SR

file-name Y, (K202,

WA NS4, S BRSO startup-config

wERA
EARGEN
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GBS Ay

1.1.3

1.1.4

x

dir

i dir dir & SRS E e 44 .

dir file-name

2

S ¥

file-name

X (K207

ip address

HFIRAS T A fir 4 ip address 7] LAR

ip address ip-address mask

€ LK T 1P Mtk



SR B

2 SHREA

ip-address IP itk

mask IP Z&HERY ,

=R EER
o
w15l
monitor#ip address 192.168.1.1 255.255.255.0
PSS
ip route
ping
1.1.5 iproute

PR NEH A4 4 ip route 1] LLFE & S A K

ip route default gw_ip_addr

2 SR

gw_ip_addr s P S L o
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monitor#ip route default 192.168.1.3
BX®e
ip address

1.1.6  show configuration

IR ARG T B S

1.1.7 format

ARG, FTHE RS A4 format,
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format

1.1.8 more

FRRXHENE, nTHEHEES®S more,

more file-name

&%

S ¥ A

file-name

A (RK20 45D
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£ 15 RA

R SRS AT R R, ) ASCH RS 7 SRR, A =3 7 R ER,

XS

«

TG
1.1.9 updatels

A5 i 4 2 FH R 53 1) BE T 28 R (R 7 SCAF I o

upload Is [slothum]

B S YA

slotnum L RXT PR AL S

£ 15 RA

7

w5

switch#update Is 3

i o) 3 AL LR SR flash RS S0

EES

e

cff

1.1.10 update msu

A iy 4 2 FH R SR 1] BB S MSU HIRE PP SCAF o
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upload msu [filename]

2

S ¥

filename

15 7€ ZEOm ] ST B X 3mMSU L iSO 4

£ 5 RA

w5

A/\
bt R

BY MU RTEEERBARERER, R MSU SRHIIBERF

*’* &R HF L RE S

switch#update msu Is48fe_bin

s fHE Is48fe_bin HUET £1xtim MSU | 2.

XL

1.1.11

o

set Is-dir

ZN i

set Is-dir directory

7 PR BB L RRE P S B B AR 1Y o

EHEE|IFA NSU L,

2%

SR

directory

T RARH .
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BRIN IR SO A% H 09 flash AR H %

P

switch_config#set Is-dir cf:/4.0.0B

2 R W E L RFEF I H 3Oy of RIRFSRTY 4.0.0B H, XFEESCH R R
B AEZ N BN K2R3t

switch_config#no set Is-dir

et & WS RRE HOBR K H 3 flash/.
BX®e
%
1.2 BEXRZGEEGS

BERRGE B AA
® bootflash
() cd

) chinese

) english

o chram

o date

(] debub job
) md

) pwd

) rd
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) rename

® reboot

) show break

) show memory
(] alias

L] boot system flash

L] help
) history
L] job
o jobd

® show alias

L] show job

1.2.1 boot flash

IR A4 boot flash A LLF: T M5 X 5 3

boot flash filename

B SR

filename

NRE A

f&£ F 15 BA

AP EANGEIRS G, {#H boot flash 741l 5 2% % .

-10 -
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monitor#boot flash switch.bin
Hx&Hs

o

1.2.2 «cd

RS T A7 4 od AT BAAR 3T H 3%

cd directory]..

2% SR

directory Hitd (K201 5740

E—ZFHEx .

P

monitor#cd my_dir
BX®e

pwd

1.2.3 chinese

fii ] chinese & AT BLYI# iy 57 S0

-11 -
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1.2.4 chram

{EH chram 47 DME S 77504

chram mem_addr value

S
B SRR
mem_addr 1633 N AEHHE,  JE FFI0-OXOLFFFFO0 (RIAE 3L N 17 25 B 1T 58 )
value 1633t 1| N AEEHE -
BHa
o

-12 -
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fEALAA
AR AT, AR

=~

et

==
A

GEES

cff

1.2.5 date

i1 date 4 Al LA E R GL46 06t I 1] o

&£ F 15 RA

i1 date & AT LABOE RGTAEXTI (] LA IR A SC b, BT pLJs 22 Bl y e ibAfE
HL, QRIS TRLANHE, 0 5 5 i

ST AN B A A B L, BB LR SRR (Rl 197046 7 A 1 H, FHER P EIR
Ja B J5 Ve B G AT [A]

w5

monitor#date
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The current date is 2000-7-27 21:17:24
Enter the new date(yyyy-mm-dd):2000-7-27
Enter the new time(hh:mm:ss):21:17:00

EP S
.
1.2.6 english

i FH english g4 1] DAY di 42 7R 5 OB

f&£ F 15 BA
T

P

et

>

=

UEES

k=)

cff

127 md

md directory

S ¥ A

-14 -
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directory H4 (K20 75,

f&£ F 15 BA

M md A& @A H.

e

EES

x
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1.29 rd

rd directory

B SR
directory x4 (K204

f&£ F 15 BA

IRZHAIARNE, 2R WRZHFAEE, WRIORIZH KA. /] d d
MR — A H %

GEES

e

&

1.2.10 rename

i rename fiy 1B U4

rename old_file_name new_file_name

e
B SHREA
old_file_name JRSEI SR 4
new_file_name BSR4
ma

-16 -
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1.2.11 reboot

£ 15 RA

i reboot iy 4 5 i L ekl .

Hxams
o
1.2.12 alias

alias alias_name command_line

2 S ¥

-17 -



SR B

alias_name ML F R R count<1-20>% H 4 7 sh 6y 4.
command_line MR F 3k R count<1-20>%5 H ) 7 52 A 4o

®RE
R A AN 20, WMk R RN R P a8 20, MAKERE
SR 20 467 A4

wEERRA
L=

155 FH 5L RA
A4 e A< command_line ”H1 13X % iy 4 F“ alias_name 73k &4t . 11 alias updatel
copy tftp:TGNETMSUS8508_4.0.0B.bin flash:switch.bin 10.168.30.188 UlLjg RELEA
ML i N updatel, 783 HLEE 2 H 4T copy tipTGNETMSU8508 4.0.0B.bin
flash:switch.bin 10.168.30.188 iX %14 .

ANl
A “ updatel ” Kk # fC “ copy tftp:TGNETMSU8508 4.0.0B.bin flash:switch.bin
10.168.30.188” ix %4 .
alias updatel copy tftp:TGNETMSU8508_4.0.0B.bin flash:switch.bin 10.168.30.188

PSR
T

1.2.13  boot system flash

fiiH boot system flash 4RI LA E R G0 S 4T R G54, A no boot
system flash fiy4 Sl 55 5 T O FC &
boot system flash filename
no boot system flash filename

S

B SRR

filename NI, S A K BN 204 4

-18 -



SR B

f&£ F 15 BA

IR OREEE B A&, RGUEHAT NS RGPS — D RG GG IR i
BT 2502, RERTPITIRE NGBS, RS ATAAE S R AT R,
REEPAT T — A3 A EAD, REHEAN RS,

=~

config#boot system flash switch.bin
BX®e
P

1.2.14 help

help

At 4R R B S ML FE B R 4

-19-



SR B

5
MPBENGT )5, SRS B R S
switch# help
Help may be requested at any point in a command by entering a question mark '?',If nothing
matches, the help list will be empty and you must backup until entering a '?' shows the available
options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a command argument(e.g.'show ?') and
describes each possible argument.
2. Partial help is provided when an abbreviated argument is entered and you want to know what
arguments match the input (e.g. 'interface e?'.)

Hxae
o

1.2.15 history

Aa R FREFE I ar <, R Z a1 no MRS B s a4
[no] history [ + <count> | - <count> | clear]

BH

2 S ¥R AR

+ <count> MK F e iz count<1-20>% H 7 S i &
- <count> MEE Sk & Rcount<1-20>% H )77 S5 4

73=]
AR P s S BN 20, WIMCKZR A TR R, AR D s & Hu i 20, MIMCKERE
R 20 Z T A4

R
fER A A

£ A tER

*ﬁﬁ%%?&?ﬁ%m%ﬂ%%T LLERAT 20 2613 24, FH P AT BAS A A BT i
il 4 HH B g A B A

-20-
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LR RERNEEE PR s ro il 7T S

switch#history - 5

config

intel/l

no ip addr

ip addr 192.2.2.49 255.255.255.0
exit

-

XL

&

1.2.16 show

Atir & IR BN RGUIA AR L, X T R i 25 AT LA F Ry 52 (et i o it el ik
JEFREAE B 2

show <sub-command> [ | <begin | include | exclude | redirect> <WORD>
[SEPARATOR WORD]]

S
B8 SR
sub-command Tl
| {3 i O JE 2%
begin show )45 5 H R 7R DURE 8 B ia Sk AT
include show) 45 5 R B8 8 R Bl AT
exclude show )45 A B B8 R B AT
redirect Frshow ) & 5 5 ) 248 & S0 R 407 S
WORD Fi8 52 B B (4 Frredirect i & K 2 3 58 1 S04 42)
SEPARATOR WORD Fe B I BRAF, BRI T R0 v Bia] 2 (AR FH 254 kAT
Palliu]
7S =]
7

-21 -
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EHENERES

f£ F 15 RA

=~

P 4 T LU B show S5 A TR 5 B, JoUE & 7E show fRKMIZH A 1%, L
I A AT KT 2 ) 19 mac il b 75 4746 45 72 1 mac kA& B -5 07

i, LU A% 2 SR show running-config 45 5 #4325 43 interface 147

Switch#show running-config | include interface

Building configuration...

Current configuration:

!

interface GigaEthernet0/1
interface GigaEthernet0/2
interface GigaEthernet0/3
interface GigaEthernet0/4
interface GigaEthernet0/5
interface GigaEthernet0/6
interface GigaEthernet0/7
interface GigaEthernet0/8

GBS

1.2.17

show alias

Aty 4 IR 7 T A7 99 44 B Fi 5E (13 44 o

show alias [<alias name>]

2

S ¥ A

alias name 4

-22 -



SR B

73]
R EHE = alias name=command line &G 4.
RN
EHANERLES
£ AR
5
w15l
N TH T R A R G A R4
switch_config#show alias
hualab=date
router=snmp
BEHS

alias

1.2.18 show break

BRAGRTEELR, RASK AL R BB RAER TS B RE TR, Hiitad
LR RIXEER, XEEREE T RGERE.

S IIUE A S IR AR P R DR R 2R S I ) pR O O R

-23-
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£ 15 RA

s AUH T H 1)

RS

x

1.2.19 show memory

BIRRGNFNE.

show memory mem_addr

SRR

163 A HHE, TEFEI0-OXOLFFFFO0 (RAZ ML N fE 2 B 1T 58 D o

cff

GBS Ay

off

1.3 HTTPE:E &GS

HTTP it & iy & 51 3=:

ip http access-class
ip http port

ip http server

-24 -



SR B

) debug ip http

1.3.1 ip http access-class

ip http access-class string

no ip http access-class

N T HRREZIEE R HTTP &K, {1 ip http access-class 74 .

g
2H SR

string Firte R bR HE VT F 51 R 4 . BUEVER: N/A.
75=]

no ip http access-class
= ALEA

i AR iy & 2 AT S BB I B4R TE AR T 0 513

no SR 1207 10 1% HTTP Al 2535 K I BR#1) .
L

4 e B
w5

switch_config# ip access-list standard http-acl
switch_config_std_nacl# permit 192.2.2.37 255.255.255.0
switch _config_std_nacl# exit

switch _config# ip http access-class http-acl

1.3.2 ip http port

ip http port number

-25.
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f# /1 ip http port it & iy 2 K48 € http k55 00T i85 15 .

&% SHEA

number http Al 2% (1 i 55 om 1. BUETEH: 1-65535.

WA SLERIA ) HTTP AR 453k 12 80,

PR

http port  #ir & AT LAE, # http k25 C /R 5, w56 H TR o 1, AL 4 5 i 11
Az FRBE S D SR#52 http 955K (H35 http IRSSA B3, Mttdr$ G

X HBCH R .

YRR
4 R B A

5
NI THE http ARkRS53i 11 AERAS [ 80 £ 90.
switch _config# ip http server
switch _config# ip http port 90

1.3.3 ip http server

GRS Ty
ip http server
no ip http server
T JAEHTTP RS, 4] ip http server $UiT a4 .

S

-26-



SR B

73=]

no ip http server

f&£ F 15 BA

8 AR A & T LA M LZE SR € IR0 4652 HTTP IRSSIE R, Ab 05 5K I 1) o] B 35 4% [

SUSHIESS

mHEN

4R HE B R

P

N A R B http AkS5 .

switch _config# ip http server

1.3.4 debug ip http

debug ip http

R ok Ar 4 MR http k5527 R AYIEE R, no ar & E BIERIME.

RE

no debug ip http

£ 15 RA

x

WERA

xRy ic B AR X
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P

N A KT IT hittp U0 H

switch# debug ip http
switch#
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2.1 TelnetftB®4

RICRYA2A telnet I FAH SR HITC B A H a4, telnetﬂﬂ?ﬁii‘ﬁ@%ﬂﬁ%%%ﬁzlﬁﬂﬂﬁtelnet
21f, telnet — AT 5 Unix RG22 BIFTFEE T . 7B  TiEIibE. telnet B B4R
BB SRS RIS Rlogin s KA S ETARE H S # A0 T .

Telnet fit B A &4 -
L] telnet

) ip telnet

) where

) disconnect

° resume

) switchkey

) switchmsg

) sequence-char
® clear Telnet

° show Telnet

L] debug Telnet

2.1.1 telnet

#57 telnet UG Ay 4% U0 -

telnet server-ip-addr/server-host-name [/port port][/source-interface interface] [/local
local-ip-addr] [/debug][echo/noecho] [/script scriptname]

B S ¥ A
i R 55 8 LA 20+ RE R 1P H L .

server-ip-addr

&

=t
=k

server-host-name

KW FENG, 9 Hip hostin S TIRE .

port i1 R 55 28 SRtk teInet AR 45 1 3% 1 o

(Su
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FERHAC B 2
interface KitdtelnetEH R A M 1
local-ip-addr KilttelnetiE B 1 A HLIP AL
/debug FII7% 7 imidebug T 5%, 3T EEET fHM R 7E
echo/noecho FIFFR A AMEL R, 548 noecho.
scripthame HT B3 E R LT

et RA

FIP AT EAE AR T i 6 302 — SR e g R 8 %
telnet server-ip-addr/server-host-name

FERXMIE LT, IR 4 B )zt i IR 55 2 1) 23 3 11K H telnet JBETE K, T ASHE
ip sl R DA R4 % b 2% T 2 31 1) 280 i fe A ) ip MLk

telnet server-ip-addr/server-host-name /port port
PR, SRR A% B (1Y) port i 114 Y telnet #4515 K .
telnet server-ip-addr/server-host-name /source-interface interface

I, R AR 8 F () 42 interface b1 ip HitibVE A Hi bk o

telnet server-ip-addr/server-host-name /debug

SRR, NFIRERHT T %07 b debug JF5%, KRR v 1A BRI i i 7
telnet server-ip-addr/server-host-name echo/noecho

BEIY, BERRFFTFFCH AR B SR T, K BRI, [ER AR RS
B RERS A SR Y, AT TF AR T .

telnet server-ip-addr/server-host-name /script scriptname
PAT BLBIAS ¥ B 308 % A & 7 ZL5EH] ip telnet script ay @ 2EATHCE -
LA L i & 20T ABR A

RS IE RS A I RE T, HP T UMER] o 8, Bl QEORATFINEH, RE
547 10 PP LUE I IR HY
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2.1.2

e H P EAE F telnet S A2 & s 21 1P #hihik Ay 192.168.20.124 (k4528 L, HAZR 55834
fit telnet RS I N 23 A1 2323, A A0, e1/1(192.168.20.240) F1
s1/0(202.96.124.240). H 7wl LA an R Ay 4% ok 58 BGE A2 5 5%

1. telnet 192.168.20.124 /port 2323

TEIXFFOLT, telnet KA ) 2323 Jii EENT. telnet 4. Xt AT WA AL ip Ny
192.168.20.240

2. telnet 192.168.20.124 /source-interface s1/0

FEXME AT, telnet KGNS 23 3 8T telnet HdE. XA WA ip Ky
202.96.124.240,

3. telnet 192.168.20.124 /local 192.168.20.240

FEIXBIELL T, telnet KA GG 23 Ui 20T telnet 34, Xumfr WAL ip Ry
192.168.20.240.

4. telnet 192.168.20.124 /debug
TEXFRIEHL T, telnet JFT Bl H FI o ) 23 S & 57 telnet 42 1 P i A% .
5. telnet 192.168.20.124 /echo

EXFEOLT, telnet BT AR R OC . dhET, W ARG Sfum Lt AT B, FrAfA
K 1] S P 3k

6. telnet 192.168.20.124 /script s1

409 s1 H)E S ASEAT HBhE %
ip telnet

K telnet 1AL E Ay 4% U0 F
ip telnet source-interface vlan value
ip telnet access-class accesslist

ip telnet listen-port start-port [end-port]

ip telnet script scripthame ‘user_prompt’ user_answer ‘pwd_prompt’ pwd_answer

2% SH AR
value Atk AStelnetfEE 0
access/ist AU 52 AT, KR b EAT R A (U [ B R 44 R
start-port FA P F8 s T s 11 X3 )k a5
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Fhhlc E dr 4
end-port FH P48 e AT s 1 DX 38 P 485 A 115
scriptname BRI LTR,
user_prompt telnetfii 55 &5 B3 1) FH P B3R (5 B o
user_answer BRSSP A R E R
pwd_prompt telneti 5545 R0 i P B 15 585 B o
pwd_answer & B A [ B B B
®E

¥

wEIRRA
EREES

{5 A ER
L FH P aT DA R T iy 2R BC B A R S telnet IEH21042 1 o

ER:

ip telnet source-interface interface

FEXFEAL T, G A KRR telnet iERSMM A ZE L., ZEEMSS telnet
source-interface interfac iy &H RUUEH, HANTE telnet iy & 55 X4
MEBCE T H201, XA telnet dp 2 # 2 NSy, UGS 3 BTl 42 1 N

PR DU 0 R iy A SR C B A %52 telnet SERZEEAT U 10 B R PR 1 i 511 % 42
PR

ip telnet access-class accesslist

EIXFEDL R, MRS 8 B2 T A telnet RN, B JR A U5 M 513K

F P AT DA A0 T i AR BC B AR B4 3 15 (23) LA 1 _E, #2080 telnet #E4% .

ip telnet listen-port start-port [end-port]

Y RN T A oA 5, PR RS — AN 5 i) I EAT T o 48 X8 FOA0T W s 1
HORREBEE 16 4>, Hluii 147 BRIZE 3001—3999 2 [A].

F AT DUE A A R i 2R BB telnet &4 .

ip telnet script s1 ‘login:’ switch ‘Password:’ test

Y HEATIARCER, HPARoR. NE, Bifin. NMNEHLIUE B4 I,
THEERRE R X KNG, FoREBnain Egasls5 7). R —
TRCEA R, KIGEHTHIE R

LA EPUsRan<yRTLASERS No BUSRAFREGHIRE.

-32-



SR B

P

1. ip telnet source-interface s1/0

FEXFMEBL T, G P A R telnet BRI s1/0 #2111

2. ip telnet access-class abc

FEXFEOLN, MG BT E #5211 telnet JEREIYE HI 5138 abe HEAT V5 iR 41 # A 7 .
3. ip telnet listen-port 3001 3010

BT 23 S CTLAAh, &R LATE 3001 3 3010 Z [a] (¥ A v 1 _FH2UL telnet 3445
4. ip telnet script s1 ‘login:’ switch ‘Password:’ test

B E 40N sl HIEFA, H &8RN login:, Ri%ZK switch, 0t~ Password:,
MNZ N test

2.1.3 ctrl-shift-6+x (3EfE HaitelnetiZEHE)

FEZ P iR 2 T telnet JE 42

ctrl-shift-6+x

YRR
75241 telnet £x 1%t KRR 21
£ AR
JEP AT LAASE P b DR B M 7 i D 24 T H ) telnet JE4%

w5

switchA>telnet 192.168.20.1
Welcome to Multi-Protocol 2000 Series switch
switchB>ena
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switchB#(#% ctrl-shift-6+x)

switchA>

FH P 7E S switchB [#) 24717 telnet 2315 F4% ctrl-shift-6+x 4, <xH: 3] switchB [K13E$;,
[7] 3] switchA 4 FRIRAS .

2.1.4 where

PR i B AT IE T 1) telnet 21k

where

wERA

EREES

f&£ F 15 BA

FHP AT LAASE P bt i A 2 i 58 T EE R A AM ) telnet 3. BoRifE B BT
Ty RbuHbbE . 0P L ASHbHbAE . AR M

EE:

where @3 F0 show telnet A SEBX BN, BIBEREE Fin LER , B RAEEHAY telnet
&z BERERSSIRER | BRASEND telnet ZEZE

=~

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch
switchB>ena

switchB#(#% ctrl-shift-6+x)

switchA> telnet 192.168.20.2

Welcome to Multi-Protocol 2000 Series switch
switchC>ena

switchC#(3% ctrl-shift-6+x)

switchA>where
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2.1.5

=~

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

F P LE switchA _E4i N\ where, IR switchA _FiE - HEGEFERE B .

resume

7% P13 ST AT I H Y telnet 2

resume no

2H SR
no il i wheredr & 5¢F B 4T HA Htelnet W /75

PP AT LAASE P st i #6207 i LR S AT HEE I 10 TR A0 telnet 345

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch
switchB>ena

switchB#(#% ctrl-shift-6+x)

switchA> telnet 192.168.20.2

Welcome to Multi-Protocol 2000 Series switch
switchC>ena

switchC#(3% ctrl-shift-6+x)

switchA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

switchA>Resume 1
[Resuming connection 1 to 192.168.20.73 . . . ]
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switchB#

P 7E switchA E#i A\ where, ExH switchA Fi&EH HHERPIEENEEE, WA
Resume 1, F#Rl i P RE R T iER 1, R4S, B switchB [y 23217

2.1.6 disconnect

P2 i TR R 2 BT R AIE 1Y telnet 231

disconnect no

SH
Y e L
no Wit where fir 445 5 1) 24 BT 2 Hteinet &G 197 5«
RE
x
RN
LRRCES
= A tER
JH AT A FH I iy 4 7R o138 B 2 BT HEER 1 10 MY telnet S 4.
EE:
disconnect ap<>F(] clear telnet A< 2B X BIRY, BIE REZ Fin LA BMRAVZIEHAT telnet
EZ | [FERAERSHRIHER | BIRIRENRY tenet JE#
w15l

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch
switchB>ena
switchB#(#% ctrl-shift-6+x)
switchA> telnet 192.168.20.2

Welcome to Multi-Protocol 2000 Series switch
switchC>ena

switchC#(#% ctrl-shift-6+x)
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switchA>where
NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

switchA>disconnect 1

<Closing connection to 192.168.20.1> <y/n>y

Connection closed by remote host.

switchA>

P 7E switchA E#i A\ where, ExH switchA Fi&EH HHERPIEENEEE, WA
disconnect 1, BEHEEH2RH 2 55 2 switchB [1i&ER:, RIZY J5, &R

2.1.7 switchkey

fE line _F g & 2 5m U) 8 ) 2 2 T

switchkey key cmdalias server-name

S
28 SRR

key A LA etrl-a—ctrl-z, EEARERLEctrl-h.

cmdalias connect#ir 254 .

server —name T AL AR, IR R G B Y S
&

o
S ER

line At & A =X
fEF iR

R AT EAAE b i & AE line i 2 28 S D7) 46 B N L BTS2 ) i - 93] 44 A8 i WL A4 K o

1)  cmdalias SEWIER—4<1ERHRY connect 3<%,

2)  key R

ctrl-h

3)  sewver - name SEUG HIE IR ME BRI AT |
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4)  7EIY line EABEECE autocommand , FNILLimIHATHEEAL,

P

Switch_config_line# switchkey ctrl-a cona ServerA

fic B U) s ctrl-a, {404 cona, P3RS % ServerA.
2.1.8 switchmsg

fE line _EJC B /2 f it 2 m V)R (5 B ar & 10 F

switchmsg enable/disable

el
B ek
enable i th A D) R AR E R
disable A5 b R DR R E R
RE
disable
YRR
line Fic # 5
£ 5% EA
F AT DS A 415 line G & 4 ZomPI#ent, &b Vit nE e .
il

switch_config_line#tswitchmsg enable

A& YN, PR E R .
2.1.9 sequence-char

f£ line |- B 2 um V) Heb A a2 -

sequence-char key charl char2 char3 ...
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B SRR
key Af LU ctrl-a—ctrl-z, {EEARERC Ectrl-h,

charl char2 char3 ...

55 E KA RN BRI

et

mSHEN

line Fit & A5 =,

£ 15 RA

FH P a] LA b Ay 2 7E line b Tic B 24 U7 4 it K ot J9 1) 28 3ty 4 17 41 o

ER:

1) key BEFRER

2)  FEFSHEREMRSREX  BEULIBIERRFH

ctrl-h,

3) FRFFISHWIRE 16 #FIE , BLA 0 FEL , SFRZELUSEREXD.

P

Switch_config_line# sequence-char ctrl-a Ox1b 0x21 0x38 0x51
B B VI ctrl-a (545 751y 0x1b 0x21 0x38 0x5

He alias. async #4125 AH AL B 1t B

52 F 241
LA E T -

interface Seriall/1

physical-layer mode async

no ip directed-broadcast
async mode interactive

line tty 1

-39 -



SR B

switchkey CTRL-U cona ServerA
sequence-char CTRL-U Ox1b 0x21 0x38 0x51
switchkey CTRL-V conb ServerB
sequence-char CTRL-V O0x1b 0x21 0x39 0x51
switchkey CTRL-W conc ServerC
sequence-char CTRL-W O0x1b 0x21 0x31 0x30 0x51

switchmsg enable

alias cona connect 192.168.20.1
alias conb connect 192.168.20.2
alias conc connect 192.168.20.3

MTE AL E SE RO IE R S e LLE , $TTF 2, R4 L B e I UI# s s, B P N CTRL-U
Ja, RGAYIE] ServerA (R4 H S ATHTE ML SereverA 1RG5, H
AN CTRL-V J5, &% & sh{E:H 1 b= )3 3] ServerB (Ja] I 4 24 5 B £ =41 SereverB
PR E B, A CTRL-W J5, HaTEH 1 b5 V)2 ServerC (RIS 4 H 24 /1 BT 7E
M1 SereverC FIHRE B D). TEARMEIAE, H AN CTRL-, 2754175 %0 U138
B, JFTEMATATER S 285 0 <+,

DL A8 CTRL-E &~

Terminal Switch Menu

1) CTRL-U ServerA *
2) CTRL-V ServerB

3) CTRL-W ServerC
R

1) ESNERREEP  URMNEP—DNERTRE (A2 ), URFEKEE—
ERIFASRNEE  FRFREISE—MENNRE  RF—NERCRE , Mg
BINERFAIRIEE  FRREEIBE IR,

2)  TEFRBLSERALE  AESEFTH T EONER | HEFRNRERFERNSNAE
e SR

3 HHUEERRBRUZE , RFAELRESE—NER.

4 REFEERFPREEMNEE  RFRETUER ARG  BX
148,

5)  TERIHIIRAGEITISRED |, BT crl-shift-6+x AR S IIRSIS AL,
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2.1.10

5l

2.1.11

RE

clear telnet

10 R4S SR iE Ry telnet 25 K6 AR R .

clear telnet no

2 SHIEA

no Fshow telnet & r fitelnet & 1H I F 5

FH P AT DA FH it 75 IR 55 23 v B telnet 2 .

clear telnet 1

FH PSR RS2 FF2 4 111 telnet £23% (192.168.20.220:1097).

show telnet

R IR% 2R telnet 2 iF @ S T

show telnet
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2.1.

B

B TP SIS EIRES .

f£ F 15 RA

=~

Ui 1 ASHBHBIE . AL

Switch# show telnet

F P RoRARESuE N telnet 215 (S5 5, PUTERIT:

NO. Remote Addr Remote Port Local Addr
1 192.168.20.220 1097 192.168.20.240
2 192.168.20.180 14034 192.168.20.240
12  debug telnet
telnet 2x1% 1] debug #ir &+ X0 -
debug telnet
e
o
RE
o
RN
(LR
EdaEhtzEl]

FH AT DA FH G SR 4T T telnet 1) debug F-6.

FA P T DA F b 4ok B AR 25 28 i 1) telnet 2306 . RO 015 BAFEFS . Xfithhl. X¢

Local Port
23
23

LERS, BT EANR telnet 215 B RS L #2547 ENYE debug frH & 1 E . a4 57417 debug
ZH ) telnet v 2 FIXHITET . B &5 H IR S5 28 im i A1 telnet 2151 debug 5.,

Jo A R P KRR telnet 2315 ) debug 15 R
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debug telnet
F P 3T RN telnet 2315 1) debug IR 55 %% i 145 2. .

Aol B iy 4 -

) attach-port

) autocommand
) clear line

(] connect

® disconnect

[ exec-timeout

L] length

° line

o location

) login authentication

) monitor

) no debug all

) password

® printer enable
L] printer start

® printer stop

) resume

L] script activation
) script callback
) script connection
L] script dialer

® script reset

L] script startup
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sequence-char
show debug
show line
show tty-status
switchkey
switchmsg

terminal-type

terminal monitor

terminal width
terminal length
where

width

2.2.1 attach-port

GhsE telnet 51y s 1A line vty 5, 4 X5 5% 35 % i 1 1) telnet SERHL I8 € P 5 ZE vty

[no] attach-port PORT

2%

SR

port

telnetfik 5545 F00 W i 15 (3001-3999).

REE

x

HLHR

g E A

=l

#3001 i ity 145 52 2| line vty 2 3.

switch_config# line vty 2 3

switch_config_line#attach-port 3001
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2.2.2 autocommand
WOE P & B2 A BB PAT a2 . 2 AT 78 BUR R TR
autocommand LINE
no autocommand
¥
B SR
LINE BEPAT 62
HLBR
LI ES
N
switch_conf#line vty 1
switch_conf_line#autocommand pad 123456
AP EFRI)E, 2H3h PAD 3 X.121 Huhik A 123456 1 4.
2.2.3 clearline
THBRTEE M2 .
clear line [aux | tty | vty] [number]
e
5454 line —3¢
RN
EHAS
Al
switch#clear line vty 0
2.2.4 connect
%3 telnet JIRZ42,
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connect server-ip-addr/server-host-name {[/port port][/source-interface interface]
[/local local-ip-addr]}

B SRR
server-ip-addr/server-host-name | JIR5% 25 IPHudiEERAIR 2% 28 1 H14

port Ui 15,
interface RAEERENED LK.
local-ip-addr RATER A IPHE
mSER
ERES
51
switch# connect 192.168.20.1
2.2.5 disconnect
kR DA HEAL Y telnet 2315 .
disconnect N
S
S SRR
N O ftelnet2 G 4 5 .
mSER
FERES
51

switch#disconnect 1

2.2.6 exec-timeout

BERE 28 3 1A 5 K42 PR 16D

[no] exec-timeout [time]
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¥
2% SH AR
time DARD 550K 225 PR 18]
REE

0 CC time-out [R#&)D

RN
AL E S
Nl

R 2k A S PRI AL B0 1/

switch_config_line#exec-timeout 3600

2.2.7 length

VT B s — R AT 4L

[no] length [value]

SH
B S35 AR
value OZ512/H{H. ORARAHIE.
REE
24
RN
A B
228 line
BENLHEILE S

line [console |vty] [number]
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At E
B
e SRR

console e Fo kB, ¥ VH— M50,

vty Telnet. PAD. Rlogin&s 4.

number KT T (0
i SER

EEAES
w45

HBEAN VTY 1] 0 £ 10 SR ACE A .

switch_config#line vty 0 10

2.2.9 location

TCFN 4 Al L (A

location [LINE]

no location

S ¥ A

LINE

T BR HI IR ST

wERA

A B
2.2.10 login authentication

BE LR F IANES AL

[no] line login authentication [default | WORD]

S ¥ A
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A

BLntc &
default W SE AR N7 R
WORD ENIRIEGHER I
RN
LI ES

=l

switch_conf_line#login authentication test

Kz 2R I VAIES R BN test.

2.2.11 monitor

il H B AN B B

[no] monitor

g
T
RN
LHICEDS
P

switch_config_line#monitor

2.2.12 no debug all

RHIZHT VTY KA R H .

no debug all
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w15l
switch#no debug all
2.2.13 password
BCE AR 2,
password {password | [encryption-type] encrypted-password }

no password

2% SR

ZEk R LI E M E, AP (plaintext) JEREIA, ZIDKE R
% N30f7.

password

encryption-typeR /R B INE 128, HATFAT A SCREPIFR: O
7, OFIRAINE, J&TH encrypted-password B34 N\ 565 1 B
[encryption-type] X, XFIT AR inencryption-type i B £ 4 A\ password 2 51
encrypted-password TIERCRARE ;s 7R — A A |] B e SN EREAT I,
J& T iencrypted-password 75 Z46 N\ N3 5 310 %50, XA %
SCTT LA A A2 AL 00 T 3 S0 4 DLk

I T AL B N4 v) @] 2 B8 service password-encryption #y4 1 enable password 4

1B -
B
LRERIC ELAS

=l

switch_conf#line vty 1
switch_conf_line#password test

B VTY 1 &R O 43N test,

2.2.14 resume

R 2R telnet 21 .

resume N
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Hfilifc &
Y
& SRR
N TR Mtelnet & 1% 4m 5 «
RN
AR ES
5

switch#resume 1
2.2.15 script activation

e B 2R R IS [ A

script activation WORD

2
2¥ SHREA
WORD A 4 7.
mLHEN
LLBR I B A
5

Pic B 2R R I (VBRI 44 0 seriptl.

switch_config_line#script activation scriptl

2.2.16  script callback

T B[R] 4 N P B A

script callback WORD

2% SR

WORD A FK
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RN
LI E &S
ZN¢]l

P B AR 4t BRI (KA 44 0 scriptl.

switch_config_line#script callback scriptl
2.2.17  script connection

e B S N AR

script connection WORD

2% SR

WORD AL FK

LI ES
L]l

ic B -2 4 ST (R BRI AR 44 T seriptd .

switch_config_line#script connection scriptl
2.2.18 script dialer

Wi B 2K I A

script dialer WORD

e S ¥ A

WORD JHA 42 FR

g E A
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Bic B 4R i 1) AR seriptd

switch_config_line#script dialer scriptl

2.2.19 switchkey

i # #4% ii U) 45 B

switchkey key cmdalias server-name

S
S8 SRR

key Lyt (CTRL-A—CTRL-ZFRFFCTRL-H).,
cmdalias KRB AT A 2 5 4
server-name A LS T RE TR IO IR 5 28 4495

S tER
LRSI E S

AN

i & H ctrl—a Yt id con_sco Ay 4 %45 scol A4 5.

switch_config_line#switchkey ctrl-a con_sco scol

2.2.20  script reset

e B 3 1AL (R EIAS

script reset WORD

et
2 S ¥R
WORD A 44K
wLHEN
LLBR I B A
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FEfihi B

w15l
Pie & v 1 B2 AL B AR Sy seriptd .
switch_config_line#script reset scriptl

2.2.21  script startup

HiC B AR 405 S i A .
script startup WORD

e

B SR

WORD THA A FR o

RN
LI ES

15l
T B 2R 40 )5 shinS (4= 44 0 scriptd.
switch_config_line#script startup scriptl

2.2.22  sequence-char

ict B 2% vty D)4 iof 1) 2 0 [0 5 () 4 7 41 o
sequence-char key charl char2 char3 ...

¥

B SHEA

key A 4 .
charl char2 char3 ... ESHFHFFI.

R
LHIES
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2.2.23

W
g

WERA

=l

2.2.24

it B FH ctrl—a 347 Y #e i) [7) 22558 B B 5245 £ 41 0x1b 0x21 0x38 0x51,

switch_config_line#sequence-char ctrl-a Ox1b 0x21 0x38 0x51

show debug

TR HT VTY STIFR A S

show debug

off

H

EHS e R EAS

Switch# show debug

http authentication debug is on
http cli debug is on

http request debug is on

http response debug is on

http session debug is on

http erro debug is on

http file debug is on

TELNET:

Incoming Telnet debugging is on

show line

W G HTA RIS o

show line {[console | aux | tty | vty] [number]}

WERAH S HOR BRI S S &R .
HAnZHR e LS4 line —2.
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2.2.25 switchmsg

@aﬁgglﬂﬁtﬂﬁﬁj‘ —UATTNSZJ—‘{D G o
switchmsg enable

switchmsg disable

SH
2 SH AR
enable i P4t BRI RS B
disable 237 B B R VTR TN =P
REE
disable
Ap SR
LI ES
il

Wi B 2 m DI i R PR (5 B

switch_config_line#switchmsg enable

2.2.26 terminal length

i H terminal length 74> 5038 24 1 2% 3 ’i): ATHL ZSHOT Y EHLIRTS . rlogin
P % S H0E A i UNIX EHL. i a4 1 no U 2 Bd 18 .

terminal length length

no terminal length

&% SHEA

length BRI SRR AT HL
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2 O BT A R, AR, ZmE itk Xk

5
switch#terminal length 40
PSS
line
2.2.27  terminal monitor

76 240 K o R K R G R E R, Al terminal monitor f74. A4
no R 1 .

terminal monitor

no terminal monitor

¥
73
R4t aE 1 (console) SR NITIF, HELAImERE KM .
RN
EJRRCES
= ALER

2 2O U A A R MR R, ZumE btk k.
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switch#terminal monitor
BX®e

line

debug

2.2.28 terminal width

BRATEI T, ZHN BT 80 DT WIRE AR R /R & ImER, IR K
B S HT I LIRS . (A4 terminal width T8 E REATIOE R R 18 A by
2 no JE KR HavaE {E .

terminal width number

no terminal width

B SR

number AT TFEL

2 O AT A R MR R, Zmd btk %k,

=~

switch#terminal width 40
Hxd&$

line

- 58 -



A

Fe A B

=
e

H

2.2.29 terminal-type

i KA

[no] terminal-type [name]

¥
B SHIRAA

name S AR . H B SCRFIN 26 0m B 44 B 4% : VT 100, ANSILVT100J .
REE

ANSI
RN

ARl BB

2.2.30 where

FE% i BB AT HGEKE I 1 telnet 21

where

PR EAS

switch#where

2.2.31  width

BETE L 1A 243 9 P2

[no] width [value]
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SRR E
g
S SO

value 0£512[HHfH. ORARAITIT.
REE

80
RN

24 i e B
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FIE MEEHEENS

3.1 SNMP#%%

SNMP 41

) snmp-server community
° snmp-server contact

® snmp-server host

® snmp-server location

® snmp-server packetsize
o snmp-server queue-length
° snmp-server trap-source
o snmp-server trap-timeout
) snmp-server view

) snmp-sever udp-port

o snmp-server group

o snmp-server user

[ snmp-server enginelD

o snmp-server encryption
® show snmp

) debug snmp

snmp-server community

5 FH 4 JR e B AR =0 Ay 4 snmp-server community 13 5 5017 i1 SNMP B3 1 A 15 1]

Fief o 20 no JE UM BRE € i AR 715 &

snmp-server community string [view view-name] [ro | rw] [word]

no snmp-server community string
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S SRR

string BB T 505 1) S0 19 SNMP BN A A4 544 o

view view-name (A% el e MG RR . %A e LT 3 BA R R MIB
pup 8

ro CAT3%e) $6 5 HAUR BB & BE T AE vl R AR EUMIBRT % .

rw CAT3%8) 46 7 19- S A PR « e B2 A/ B A 3 /T A2 EORME e MIB
5.

word (A3, 8 A FH B4 4 55 U7 (Al SNMPAR EE (17 1P b ik 7 7]
IR T

Bk, SNMP K775 8 x5t Bl 5 588 7o i R R o

HEN
ERIER
£ AR

w5

WERAHHAEMTSHL, RS TA BT 8 B

R 7 B comaccess 4rfitgs SNMP, S R i iRl 3R 5 1P 1714 4113 allowed
AT LA P 1A 7 5 e

snmp-server community comaccess ro allowed
N R BPE EAF ERmgr  Be 4y SNMP, SR VFEL S Ui 19 44 5N restricted (AL R XS 4.
snmp-server community mgr view restricted rw

NI ER T F{4"comaccess” .

no snmp-server community comaccess

GBSy

access-list

snmp-server view

-62 -



A

Fe A B

2
e

H

3.1.2 snmp-server contact

15 FH 4 B B AR A 4 snmp-server contact 15 B & T S EL R AME S (sysContact).
i/ no B FREBKARNGE R

snmp-server contact text

no snmp-server contact

2H SR
text TR IR NG BT &

ARE T RERARNEE
LS e
EREES
&£ F 15 RA
5 system 41 MIB 4 & sysContact F{E X .
=~

RN e YN RSN AN

snmp-server contact Dial_System_Operator_at_beeper_# 27345

3.1.3 snmp-server host

i 4 Rl B Ay 218 0E SNMP [EBHEIERHEIOT . HZ a2/ no FEABRETEE
AL

snmp-server host host community-string [trap-type]

no snmp-server host host

S SRR
host FEHLHI L FREInternetitudil: .

-63 -



SR B
community-string SRR — A A R SN T O B iR 4 85
trap-type (A3 WERBA TR EAEMFERE, 17 EHUAIE LR AP

authentication: fF &ZIXIAIESS RV FEHE -

configure: Fo¥F K i%SNMP-configure 25 BE B

snmp: RV IEFTASNMPEBYHIFERE

RE
BRAE I Z a2 IO ASORAEMREBE . W RAAEF ST B2, SE NIRRT
FEaBF R,

SRS
ERAiCES

=R AR
AN\ snmp-server host i nn By WIASKIEFARE . 1 BB A #bL R K I%E SNMP [,
WZE ] snmp-server host 74 . ﬂu%i/*)\TT?ﬁ'aé‘é@% trap-type fJfr<, MEIEIZE
HUFITA G BERTY . R N G 7 trap-type M4, T HUBE 512 068 7 M 5 1[G
MR, WU
PUFE fin & Hhfi 58 2 MBI
XF Rl —FHLHE E £ /> snmp-server host iy &1, CREARHE a2 5 1) AR 457 B ARG R A
HPEREFNZENLE) SNMP BEBHE R . O T [ — EHUMEM AR 74 5 L RERC B — R
KA
trap-type 635 1 AT F AR T 5 45 128 R AN 2 58 AL S35 P 8 by B PO AR A

5

TR S RFCLL57 % (T SNMP B FF#I ikt 7y 10.20.30.40 =ML IR 75 5 58
SN comaccess.
snmp-server host 10.20.30.40 comaccess snmp
TN TR AL AE AL F 4745 5 public 77 3= 1 10.20.30.40 A% AT 28 1 RA B .
snmp-server host 10.20.30.40 public
N R R authentication FEREA &L, AT EAK IS AL bob.
snmp-server host bob public authentication

X<

snmp-server queue-length
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snmp-server trap-source

snmp-server trap-timeout
3.1.4 snmp-server location

14 FH 42 Rl B A s Ar 4 snmp-server location 877 s FT7EAL B #4210
no JEABR 207 B 555

snmp-server location text

no snmp-server location

2%
2 SHIEA

text TR A B AT
73=]

ARE T RPTERLE AT
RS E

LB E A
e tRA

5 system 41 MIB 25 & sysLocation KB .
L]l

MRS E LT AL S PR E

snmp-server location Building_3/Room_214
GBS Ay

snmp-server contact
3.1.5 snmp-server packetsize

15 FH 4> B B A 5 A 4 snmp-server packetsize, & X SNMP I 5% 28 320801 K 5= 4=
I f5: K SNMP #0840 R~

snmp-server packetsize byte-count
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no snmp-server packetsize

B S ¥

byte-count MABAEIL7940HHH I # K 7T . BLA E N3000F 75 .

3000 F71
SRR
EREES
=R AR
5 system 41 MIB ZZ & syslLocation f{fiE X M o
w15l

N HEZREIESL T ROy 1024 7T B AL DE G -

snmp-server location Building_3/Room_214
EES
snmp-server queue-length

3.1.6 snmp-server queue-length

{5 FH 4= ey ic B 52 2w 4 snmp-server queue-length SN BB = ML 5 BV 2SI FE

snmp-server queue-length length

S
B SHEA
length BAZ e AT LALR B AR B B4 (1~1000)
73]
10
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f£ F 15 RA

2 ST BN FEBE AL SR . — B IR RRE B B, AL
BAF o

=~

N s B 3L AN ) BAR SR DU AN S T R A

snmp-server queue-length 4
X<

snmp-server packetsize

3.1.7 snmp-server trap-source

{5 FH 4 5 e B AR =0 A 4 snmp-server trap-source 48 & — /N2 T BT FE B YR 4L o
fEHZAa 41 no ek L X — A0,

snmp-server trap-source interface

Nno snmp-server trap-source

S
B SRR
interface SNMPREMER A O . SE AR e G Bk s o 28
PIETRE N

HE

AfeEsr
S tER

SREES
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£ 15 RA

M SNMP Iz 5% 23 %t SNMP [k, Joil e U, B — > B FF
hke G RABHIZRE B AT ERER, AT Z A 4.

il
NG s LAK I 1/0 53 F1 R HLIEVE R B A B Bk s
snmp-server trap-source ethernet 1/0
N IE E LA 170 H2 ) 1P kAR S B A B B R
snmp-server trap-source ethernet 1/0

BEHS

snmp-server queue-length

snmp-server host
3.1.8 snmp-server trap-timeout

5 FH 4 Je e B BS54 snmip-server trap-timeout 72 SCE P B B AR {E .

snmp-server trap-timeout seconds

S
e BHRAA

seconds SR EE R R T S PR ARD A BT 14D R 1] T e PR B % (1~1000)
RE

30 #
RN

R ES
= A tER

FEAC N IR R E PG R AT, B RS B AR P B . iR H B, PR
FHERINFIH . 4 server trap-timeout ¥ 5E T 5 K (1A 5F «
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N E 20 AP ATAIRE 1k B R A AE HUR BA S _E R REBIEE S .

snmp-server trap-timeout 20
PSR
snmp-server host

snmp-server queue-length

3.1.9 snmp-server view

4 o B AL A4 snmp-server view 1) 505 B MIB #1& . f8 FHiZ a2 A no 0
fBE SNMP Jil 55 2 1 — ML

snmp-server view view-name oid-tree {included | excluded}

Nno snmp-server view view-name

S
S SRR
view-name T A A B AR R
oid-tree AR I F o0 230, 56 B HE R I ASNL LT84 I bR iR AT o ARIRT-HE,
BE—"NEERTFH RS, 101.3.6.2.48— T 4 tosystem.
T 2 T FEMIBR FR RS DR B4 7
included excluded MERER . 4 EincludedEiexcluded.
r =)
ot
wmeEN
2RES
fEE Rt ER

IR HE SNMP i & 75 Z— M LEE A ZH, a2 81 — N LEBR A Jyix sk
SNMP & S8 SRAETEOLT, FTUALE XK, P TULE BT A RS (2
F Cisco HiiE X If) everything #LED . (] iZdr € ALK B 20X R -
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B ATE MIB-IL 55 e (BT X RATRL A
snmp-server view mib2 mib-2 included

N AR system LA AT R R
snmp-server view phred system included

THEREI I T —MdE system 4L AR RGP, (BHEER T #2487 (sysServices.7)
HR BT W A 4 1 SE: DR BT A X 4

snmp-server view agon system included

snmp-server view agon system.7 excluded

EESR

snmp-server community

3.1.10 snmp-server udp-port

i 4RI B 474 snmp-server udp-port 8 5E —Miti T A Ba ik A& 1 H Bt
Fo i Zar 21 no I aBR LA — M E .

snmp-server trap-source interface

no snmp-server trap-source

B
B S ¥R
udp-port SNMPREBIF I H 1R 15, ANReAH & i 05
r =)

N SNMP Iz 55 &3t SNMP FEFIFIS, - 48 52 RPR K H 3 5 W] {8 A i a4
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NG A trap Aikgs FALET 1234 I

snmp-server udp-port 1234
PSS
snmp-server host
3.1.11  snmp-server source-addr

{8 F 4 ey i B A5 Ui 4 snmp-server source-addr fi5 7€ — > snmp i SR HBIE . {6 %
41 no JE I B dia € ThRg .

snmp-server source-addr ipaddress

no snmp-server source-addr

S
2 SRR

ipaddress 5 SNMP7= A HRSC L, 2 H0R A B 46 L B ip st «
®eE

AfeERN
RN

L JRBCE A
155 A5t RA

Be & SNMP i SCHJssdE, FIAE T a2

=~

T3 E LK 1/0 #2016 1P #ihbA/E 9 Fra SNMP # 2 it sl

snmp-server source-addr 192.168.213.15
X<

x
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3.1.12 snmp-server group

1 4 JRi e B AL R AT 4 snmp-server group 82885 B SNMP 41, fdi %4 no J&
KM —ANH. R

snmp-server group [groupname {v1 | v2c |v3 [auth | noauth | priv]}][read
readview][write writeview] [notify notifyview] [access access-list]

S
S SRR
groupname B B R S L LI 2
vlv2|v3 ZAFISNMP YRR A S
auth|noauth|priv X SNMPV3ZH P FH P 1) e 22 4= 2l
readview GETZEAEIM VT ALR, PARLEDE e X
writeview SETHHRAERIVI RIAUR, DIALEIR A @ L
notifyview KIETrapih SCH TG AR, AR EDE e X
access-list FEVFIZL P I P s R IP U ) 51l %
S
readview Bk R VF TG internet T8 (R T4 )
HLBR
EREES
fSEF R :
SNMP 2H 48 5 &40 W 59 R P 1005 ) BLER
antIE
T & Al E — SNMP 4H, 45K setter, {8 [ SNMP il A 3, 242591
UEFE N, set #AEvs WAL EA v-write
snmp-server group setter v3 priv write v-write
HBEHS:

snmp-server view
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snmp-server user

3.1.13 snmp-server user

18 F 4= R BC B AR R A4 snmp-server user SJEEE #H SNMP F 7, %4 no
FESMIBE—AFH P . $8 52 remote W R R L B — ANz s B B i F i, 1% B
(1) 1P Hutk s B[ SNMP 5] %5 1D MV 7 e . a2 A% R

snmp-server user username groupname [remote ip-address [udp-port port]] {v1 |
v2c | v3 [encrypted] [auth {md5 | sha} auth-password [}[access access-list]

S
B S ¥R
username AN SIS S P 8
groupname H P AT gE A
ip-address B g izt v B P I R, Sz A P BT TE O SNIMP BRI O IP AL o A
¥aEremotelf, FKInELE A
port Bz FH P I R B Sz BT R I SNMP A B I UD P 1] o
il 162
auth-password FFHANE D4 %04 A Ak G, /F R SNMPY3FIAEFT D
]
access-list FeVFiZ A P IEE P A 53R
username BB s B T P AT
T
port HRE N 162, e SNMP izl TRAP #3010
RN
ERES
fEFA IR AR :
HT&ERPMAHP A4,
i

THGAHE A SNMP F /7, %4 5A set-user, J&T4H setter, 1§ SNMP fi4 3,
AR HINIEIEINES, 14N 12345678, i F MD5 {1 N Ea &2
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snmp-server user set-user setter v3 encrypted auth md5 12345678
PSR
snmp-server view

snmp-server group

3.1.14  snmp-server enginelD

14 FH 4> i B A A 4 snmp-server enginelD B & —~ SNMP 5% 1D, 1§ FHiZ v 4
() no JEAMIBR . 485 remote I FRIREL B iz it SNMP 5% ID. iy 4%

snmp-server enginelD { remote ip-address [udp-port port-number] | local }
engineid-string

S
S SRR
ip-address Bz 51 SR IDRY 75 2. iz it 51 BT AL (I SNMP & B (1P bk
port-number Bz vty 5| SEIDR 75 . 3z 51 ZE BT TE [ SNMP A B3 (1] UDP ity
%5, 2Rl A~162
engineid-string THFSNMP S| #EIDF 4 8, %7 B L AR 163 IR RIS &
327
e

port-number A 162, & SNMP F i TRAP ) 142 1

LR

EREES

{E AR RR :

AT E A SNMP 51281 ID. #HlFxizis SNMP 512 ID B, ANgEH L SNMP
P SRR S =AU B T 3% 1D SR 1P ik g 5

.

TR 64 Am s 41 90.0.0.3 FL B — 4~ SNMP 5|8 ID

snmp-server enginelD remote 90.0.0.3 80000523015a000003
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HXGHL:
snmp-server host

snmp-server user

3.1.15 snmp-server encryption
18 FH 4= R BC B A R Ar 4 snmp-server encryption i L& & ) snmp 3E[F1&, SHA i

LA MD5 TN SRS RN, Eam AN IRE® S, MR, AR NO @ d
BOH. sk

snmp-server encryption

B NI SC R R snmp JEFEIR, SHA I &g f1 MD5 i 2 6Y
RN

2R ES
f FATAER -

fd snmp FE[FEfA, SHA I #6941 MD5 N & 50 % SCRoR . T HE %% 2 4t
.

N4 Nz s EH1 90.0.0.3 B E K snmp FLFER, SHA %5255 80 MD5 25 %69

P h—
EB S TVIN

snmp-server encryption

EPSRC
snmp-server community

snmp-server user
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3.1.16  show snmp
ffi 54 show snmp Wt SNMP S A R giit, QAEARERIR TR R 2%, Rl
HRAL RN E.
i %4 show snmp host fi7x SNMP & EHLE B
i F 74 show snmp view &8 SNMP L& {5 .
show snmp [ host | view ]
S
e SR
host E/RSNMP [aBFENLE S .
view ERSNMPALE (S
Hha
G
IR
HHE, EREES
fEF it EA
i F A% show snmp, K41t SNMP i A A HH it .
1 i #r 4 show snmp host, ¥ x SNMP [ B EHLE B
1 #ir 4 show snmp view, ¥ x SNMP #LE1E R .
51

R4 SNMP S R4 S

#show snmp

37 SNMP packets input

0 Bad SNMP version errors

4 Unknown community name

0 lllegal operation for community name supplied
0 Snmp encoding errors

24 Number of requested variables

0 Number of altered variables

0 Get-request PDUs
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28 Get-next PDUs
0 Set-request PDUs
78 SNMP packets output

0 Too big errors (Maximum packet size 1500)

0 No such name errors

0 Bad values errors

0 General errors

24 Get-response PDUs PDUs
13 SNMP trap PDUs

SNMP Agent YA i S iHE 24803 U R IR

_ .
ERER

]
<

Unknown community name

ANBER A 7444

lllegal operation for community name supplied | JEk#{E
Encoding errors Yl iR

Get-request PDUs

Get-request Rk

Get-next PDUs

Get-nextift 3¢

Set-request PDUs

Set-requestif 3

Too big errors

Wi AR SCRK, - Ted ™ A i 8 % 52

No such name errors

AAEAE SR E S

Bad values errors

MLy

BOE R IR

General errors

ARt iR

Get-response PDUs

Get-responsefl X

Trap PDUs SNMP trap# 3¢

FHEREE R SNMP [ LS B

#show snmp host

Notification host: 192.2.2.1 udp-port: 162  type: trap

user: public security model: v1

N B R SNMP RS &

#show snmp view

mib2 mib-2 - included permanent active
PSR

snmp-server host

snmp-server view
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3.1.17 debug snmp

7R SNMP F4F foCkIE . BBOEFEAT A S B .
debug snmp [ error | event | packet ]
no debug snmp @& 1EERE .

g

B SHHAA

error FTIFSNMP H 15 BRI ¢
event FTH SNMPE A F A 6.
packet FTIH SNMP4i N\ i H SO 6

R
FHE

155 FH 5t RA
FT7F SNMP {5 BT K5, frth SNMP F:, #horkik, Bllod BmmeE s, #58
347 SNMP iz i .

1l

NIRRT IR SNMP R ARSI TE

switch#debug snmp packet

Received 49 bytes from 192.168.0.29:1433
0000: 3082 002D 02010004 06707562
0016: 82 00 1IE02 027D 0102 01000201
0032: 10308200 0C 06 08 2B 06 01 02 01
0048: 00

Sending 52 bytes to 192.168.0.29:1433

0000: 30 820030 02010004 06707562
0016: 82002102 027D 0102 01000201
0032: 13308200 OF 06 08 2B 06 01 02 01
0048: 03 00 F4 36

Received 51 bytes from 1192.168.0.29:1434
0000: 30 82 00 2F 02 01 0004 06 70 75 62
0016: 820020 02 02 6B 8402 01000201
0032: 12308200 OE 06 0A2B 06 010201
0048: 01 05 00

Sending 62 bytes to 192.168.0.29:1434

6C 69 63 A0
00 30 82 00
01 03 00 05

6C 69 63 A2
00 30 82 00
01 030043

...6

6C 69 63 A0
00 30 82 00
02 02 01 02
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0000: 30 82003A 02010004 06707562 6C6963A2 O.......public.
0016:82002B02 026B8402 01000201 00308200 ..+.k...... 0..
0032: 1D308200 1906 0A2B 06010201 02020102 .0...+.......
0048:01040B45 74686572 6E657430 2F 31 ...Ethernet0/1

i3 iR
Received SNMPHZI R ST
192.168.0.29 JEIPH
1433 PEHLhE
51 bytes BRI E
3082002D 02010004 06707562 6C6963A0 SNMP ASNZi /5 ({1455

82001E02 027D 0102 01000201 00308200

10308200 0C06082B 06010201 01030005

00

0..—-..... public BWAR SCHIASCITE £ IR . ANE
| 0 ASCITE R 2 N %R

TN

L0 o

sending SNMP & %473

192.168.0.29 H 1Pk

1433 H i btk 1=

52 bytes RIEWSCI K E

30820030 02010004 06707562 6C 6963A2 SNMP ASNZTL 5 355

82002102 027D0102 01000201 00308200
13308200 OF06082B 06010201 01030043

0300 F4 36

0..0.....public. RIER L IIASCIIEF 7. ATE

L3O, ASCIITE R /R Va2 WA "%
=

0....#......C

.6

TR BEE 7 SNMP AR :

switch#debug snmp event
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipReasmFails.0
SNMP: Response
>> ip.ipFragOKs.0 = 1
Received SNMP packet(s) from 192.2.2.51

-79-



SR B

SNMP: GETNEXT request

-- ip.ipFragOKs.0
SNMP: Response

>> ip.ipFragFails.0 = 0

Received SNMP packet(s) from 192.2.2.51

SNMP: GETNEXT request

-- ip.ipFragFails.0
SNMP: Response

>> ip.ipFragCreates.O0 = 2

13 R
SNMP T J2 SNMP X
GETNEXT request SNMP getnext 53R
RESPONSE SNMPH
- FWIR L
>> RIER L
ip.ipReasmFails.0 WE R V7 19 1IMIB OID
ip.ipFragOKs.0 = 1 Wi MIB OID B iR [6l{E

3.2 EERMON®HS

RMON fi¢ & iy 2 -

) rmon alarm

° rmon event

° rmon collection stat

° rmon collection history

[ show rmon

3.2.1 rmon alarm

rmon alarm index variable interval {absolute | delta} rising-threshold value
[eventnumber] falling-threshold value [eventnumber] [owner string]

it & —> rmon 43R T,
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S
S8 SRR
variable TEWMAS R BUETEE: #AEN % % 1oid.
interval BURE (] R ) . BB TSR . 1~ 4294967295%0
value ARl . BUETEME: -2147483648~ 2147483647,
eventnumber KB )G 5 R E RS . BUETERE: 1~65535,
string HEHEHREE. BUETEE: FRHKEL1~127,
Hha

eventnumber 58 Ak E .

£ 5 RA

fEa BB BN T B %6, TR KA, AR AR i 36 7€ 1Y)

= .

P

il B — NI, AW 4 iflnOctets.2, HUFEMEIFGIS [A] A 10, EFH@E 15 B 5] k5
1, TR 25 B8 R FHAE 2.

rmon alarm 1 1.3.6.1.2.1.2.2.1.10.2 10 absolute rising-threshold 15 1 falling-threshold 25 2

owner switch

3.2.2 rmon event

rmon event index [description des-string] [log] [owner owner-string] [trap community]

BoE —A> rmon FHAFRR I,

S
S8 SRR
index GHEMRES] . BUETE: 1-65535.
des-string HERR . BUEEE. KEF1~127.

owner-string

WEHFFHE . DUEURE: KE1~127,

community

A litrapit R AR AR . BUETER . KE1~127.
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x

f£ F 15 RA

FoE A rmon SRR, B
=~

FCE —A rmon AR, K546, MikFHHy example, il I 7E log FuiH
#ms H, FHLL public A4 4 % trap.

rmon event 6 log trap public description example owner switch
3.2.3

rmon collection stat

rmon collection stat index [owner string]
B rmon ZiitThA.

S
B SRR
index ZETRIE S . BEVER]: 1~65535.
string WHEH 7. BUEVEE: F55EKFEL1~127,
HE
"
fEE Rt ER

i AR OB NG E, M TRz O g .
L]l

FEPSE LRI 8 - EREST T Thik
int f 0/8

rmon collection stats 2 owner switch
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3.2.4  rmon collection history

rmon collection history index [buckets bucket-number] [interval second] [owner
owner-name]

Pie B — P SLAm R

S
S8 SRR
index %5 BUEVEE: 1-65535.
bucket-number FE T 2 ST s P R w4 i s . R UTbucket-number
ARITFEEIRE . BUETEME: 1~65535.

second Al E] R . HUfEYE . 1~3600.

owner-name WHEE S, BUETERE. #ABKE1~127,
Hha

bucket-number &4 & 50, second Et4 A 1800,
£ 1< AR

WEAEOBETEE, HTmseiss R im— 4R 0.
ANl

FEPRIE LR 1 8 B3NP PR T, PRAF I 20 /N (8] (WG A Se vt St A2
[6] (] A 20 7.

int f 0/8
rmon collection history 2 buckets 20 interval 10 owner switch

3.2.5 show rmon

show rmon [alarm] [event] [statistics] [history]

&R rmon IR .
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RE

i FA

2o~ rmon Bl E .

P

7R rmon AL E .

show rmon

3.3 EEPDP#H%

RMON At & i 474 :

pdp timer

pdp holdtime
pdp version
pdp run

pdp enable
show pdp traffic

show pdp neighbour

[no|default] pdp timer seconds

it & pdp 5E I 28T 1A]

2% SR
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seconds pdp I 4h KL SC I, 5 ~254, R
7]
BRAENLE N 60 £
15 A5t RA

R ERA TR EZm 2.
=~

Ho B AL B 5 APl Ah ik PDP 4Rk 3
pdp timer 5

3.3.2 pdp holdtime

[no|default] pdp holdtime seconds

fic & pdp 5E i g .

S
S8 BHRAH
seconds S ) 40 JE A LU 340 125 I AN SR b A B e DD, S Ry
10~255

7 =)

BB E N 180 Fb
{EAER

fEaRRCER T E % a4

P

T B AT LU ) 48 5 A5 B S R A7 15 7
pdp holdtime 15
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3.3.3 pdp version

[no] pdp version <1|2>

BL & pdp h AR AR

S ¥ A

version

pdp P RA, W iE18E2

HRAE BC B RS 2

f&£ F 15 BA

P

3.34

Ap

RE

fEaRRC BB T E % a4

P B A2 #pL PDP fiRA Ny 1

pdp version 1

pdp run

i ik

[no] pdp run

53 pdp.

J5 %) PDP #pif o

-86 -



SR B

= ALEA
fEaRICER T E Z A2,
w5

T A A A KAk 1E PDP #03,

no pdp run

3.3.5 pdp enable

[no] pdp enable

T & pdp & I A ) .
SH
x
RE
AL E S H] pdp
fEALAA
eI AL B ARG E a4, o D RN LA R PDP, s A% —
P A AEE T LA 1 B AR AL
w15l

FEd 1 f0/1 25 F pdp.

switch_config_f0/1#no pdp enable

3.3.6  show pdp traffic

show pdp traffic

LR pdp R OCRIE AR
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73
P
(EdaENEE]
MT &% pdp i8171% 5L

P

config#show pdp traffic
Packets output: 253491, Input: O
Hdr syntax: 0, Chksum error: 0
No memory: 0, Invalid packet: O

3.3.7 show pdp neighbour

show pdp neighbour

R pdp 48 )&

73
P
£ AR
MT &% pdp 1847485 .

w5

config#show pdp neighbors
Capability Codes:R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch, H -
Host, | - IGMP, r - Repeater
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Device ID Local IntrfceHoldtmeCapabilityPlatform Port ID
joeEth 0 133 4500 Eth O
samEth 0 152 R AS5200 Eth 0
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4.1

41.1

FAE fPHRATE@S

LK TR a5 <

ping

R ML o] BE AR L Em M. @id &% ICMP [BINAE R SCA T T, RIGET
Xt 77 1) ICMP 8] 8 R 254 3

ping [-f] [-i {source-ip-address | source-interface}] [-] hostl [host2 host3 ...]]
[k hostl [host2, host3 ...]] [-| length] [-n number] [-r hops] [-s tos] [-t tt]] [-v] [-w

waittime] host

SHIEA

EDF (RSN FD e R R AE R OCR T BAEMTU,
ROCEWBRAR LB L E SR, FFRIRENLUAIRICMP L HHR
o WK DIAEYERE S, TR B T H PR — D AEE T
BUNAIMTU. 77 LU AT AN G 0 2 B 42 L i/ MTU. S

ANEAL.

BB R SCR A RIRIPH L B A TIPSR Kok
(R[5 11

source-ip-address

#1303 Hlsource-ip-addressfi A EIPHE .

source-interface

3R H source-interface % 1 AP Mk Atk o

-j hostl [host2 host3...]

BEMIR D . By AiE.

-k hostl [host2 host3...]

WEEIRBR L. By AiE.

-l length BERSCHICMPEARIKE. B4 : 56T,

-n number BB RIEMERSCEL. B BRI

- hops M, wZidshopsskit . B Az,
-s tos BEEIRLMIP TOSHtos. H4E: 0.

-t ttl BWEIRCHIP TTL M. #4: 255,

-v PRANH . BhAE . M.

-w waittime TR ST R R 18] o

g 28,
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host H M.

EEHE, fREESMZORES

£ 15 FA

S Rl N o e = W 1 | 3 I £ 3 | i L A = [ | P 1 7 O 3 < I E O
(255.255.255.255) i # &% Hhhl, WAERTA SCRE #REE & 2 f i ml 0 k%
ICMP  [8] N 15 SRR S o B HH AC e ALK it BT A 228 E ML bk . @il ping £ H btk
224.0.0.1, H P ISR EEMBL ETE SCREZ HALER FEHL.

WA EAT IR ping, &g EE Q"
BRI, A

BH SHRAA

! B — A REEAR L
FE RIS I (8] A VA 32 B R

U WENCMP H 1A T Fi5H52
Q ENICMPIEAHIHR ST o
R I FICMPEE 5E 4R 3C
T WCENCMPRER R S«
P BN CMP 23 ] R 3C
SR ENSY ThEE

e BHRAA
packets transmitted RIS
packets received B R SCR S LS H B ICMPIRSC .
packet loss WA B IR SC LA o
round-trip min/avg/max /NP KRR I TH] (D),

5

switch#ping -1 10000 -n 30 192.168.20.125

PING 192.168.20.125 (192.168.20.125): 10000 data bytes
T

--- 192.168.20.125 ping statistics ---
30 packets transmitted, 30 packets received, 0% packet loss
round-trip min/avg/max = 50/64/110 ms
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4.2 ERGIERSHS

4.3 HELE®S
ARERE 7RSS W a2 o AT LUEHT BT fir & R Wl i JR R, o m] BAAE O
A iy 4 SR AR R ) (izn debug 4 ).
Aw AR Tl R R 2, BT 2 IR VRN RS i R
W2 W AT
) logging
° logging buffered
° logging console
® logging facility
® logging monitor
) logging on
® logging trap
° logging command
L] service timestamps
) clear logging
o show break
L show controller
) show debug

L] show logging

show file_syn
4.3.1 logging

i FH logging 72K H (5 Bid % 3 syslog x5 # L.
logging A.B.C.D

no logging A.B.C.D
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S SR
A.B.C.D syslogfi 45 #s (1IP L .

AR5 4% L
RN

EJRRCES
= ALER

logging i 4K H &5 Bid % 235 2 1) syslog AR5 %% L. TLME AR S LIk, fRELh
syslog k%5 %%

w15l
logging 192.168.1.1
BX®e
logging trap
4.3.2 logging buffered

¥/ logging buffered @4, 7] LUK HEAE BACRAAESZBHLEI N FFH .

logging buffered [size | level | dump ]

no logging buffered

¥
s S
size WATLEAT RN, 5 FE 40967 1512147483647 71
level ORI WAL H B R0, 2 &KL
dump URGRAE SR, KA S B E RN, RGE
HREE MRS -
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RE
AL BN A A7
R
R ES
= A tER
Adn 2 HEE B RAAEZ I NFZEM T. WA RIEERT, PrlaNES
WﬁwF,%MG S EANIEPSH
BRI AL N H EE R, {#H show logging 4.
BT IR R ANAE, NI 23G iA A7 5 7K
1 HBXEEERNEH
E7-lN K5l R Syslog EX
emergencies 0 System unusable LOG_EMERG
alerts 1 Immediate action | LOG_ALERT
needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant | LOG_NOTICE
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging messages | LOG_DEBUG
PSR

clear logging

show loggin

4.3.3 logging console

ffH logging console @14, W] LAl o~ s D HE B &,

{iF no logging console 74, #E10E HEE BB RERE D L.

logging console level
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no logging console

¥
B SR
level B HEFREREREEREO MEESA. k2,
RE
7
iy SR
ZREEES
=R AR
REFN G, FERXFN B LN Zo 15 B B Bl e 1 b
i show logging T4, AJ LA~ H &L 3K 249 a0 A & 200 B Mg -5 2.
* BIR! RKEBSI AR FILRIEA
Er-TN FA | R Syslog EX
emergencies 0 System unusable LOG_EMERG
alerts 1 Immediate action | LOG_ALERT
needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant | LOG_NOTICE
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging messages | LOG_DEBUG
15l
logging console alerts
Hx&md

logging facility
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show logging
4.3.4 logging facility

i/ logging facility 4 RHECE W —FEiR(E B ok,
logging facility 74 .

logging facility facility-type

no logging facility

WE K local7, £ no

¥
5% LYW
facility-type facility2k 7. 2 WL3R3.
RE
local7
RN
R ES
£ RTEER
% 3 facility 38
e ik
auth Authorization system
cron Cron facility
daemon System daemon
kern Kernel
local0-7 Reserved for locally defined messages
Ipr Line printer system
mail Mail system
news USENET news
sys9 System use
sys10 System use
sysli System use
sysl12 System use
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BNt

PSS

4.3.5

(EdEE!

sys13 System use

sysl4 System use

syslog System log

user User process

uucp UNIX-to-UNIX copy system

logging facility kern
T

logging console

logging monitor

fH logging monitor fiy4-, A LAY R 7E 4 umsk ErE B .

fiH no logging monitor x4, & 144 HEE B R R E Lk .
logging monitor level
no logging monitor
S SHEA
level ¥ A EERERELME LEELN. k4.
debugging
R
R ES
AR
x4 HFLERWR5
7N HA | ik Syslog EX
emergencies 0 System is unusable LOG_EMERG
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alerts Immediate action | LOG_ALERT
needed
critical Critical conditions LOG_CRIT
errors Error conditions LOG_ERR
warnings Warning conditions LOG_WARNING
notifications Normal but significant | LOG_NOTICE
condition
informational Informational LOG_INFO
messages only
debugging Debugging messages LOG_DEBUG
=~
logging monitor errors
BXa<

terminal monitor

4.3.6 logging on

[ logging on fir 4 K= RS B HIER.
f#F no logging on K25 1EFTH KI5
logging on

no logging on

g
7
BRE
logging on
wERA
EREES
P

switch_config# logging on

-08 -



SR B

switch_config# ~Z

switch#

Configured from console 0 by DEFAULT
switch# ping 192.167.1.1

switch#ping 192.167.1.1

PING 192.167.1.1 (192.167.1.1): 56 data bytes

--- 192.167.1.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/4/10 ms

switch#IP: s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84,

sending

IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

IP: $=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending

IP: $=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

IP: $=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending

IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

IP: s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending

IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

IP: $=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending

IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

switch_config# no logging on

switch_config# ~Z

switch#

switch# ping 192.167.1.1

PING 192.167.1.1 (192.167.1.1): 56 data bytes

--- 192.167.1.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/4/10 ms

AXa

4.3.7

logging
logging buffered
logging monitor

logging console

logging trap

{iH logging trap fin 4, A LAEHIC% 3] syslog k4 2% L HIE B &
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f§ [l no logging trap >kZE 1L Bid 5% syslog AR %5 2% |
logging trap level

no logging trap

e
2 SRR
level #HEE R L mL EEREI0N. & 0K5.
RE
Informational
A SR
2R ES
155 A5t RA
& 5 HFTERMEZ
R RH | fER Syslog EX
emergencies 0 System is unusable LOG_EMERG
alerts 1 Immediate action | LOG_ALERT
needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant | LOG_NOTICE
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging messages LOG_DEBUG
N
logging 192.168.1.1
logging trap notifications
Hxes

logging
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4.3.8 logging command

i/ logging command #r 2 KATHFar AT H B IL R D)Re. ZaetI I, e i
BN 2 H e — R H &, DR BT AR . AT PUTE R, BER&R4
PR Btk E R,

#H no logging command k5% i .

1l
Switch_config#logging command

Switch_config#Jul 11 15:26:56 %CMD-6-EXECUTE: “logging command " return 0, switch(vty O,
192.168.25.42).

GBS
logging
4.3.9 service timestamps
f#H service timestamps 74, ALE RFTE debug sic % H (5 B BN .
{iF no service timestamps w4, HUH &7t debug 5ic % H A4S BB O )L .

service timestamps [log|debug] [uptime| datetime]

no service timestamps [log|debug]

S
B8 SRR
log TElogfF 2 Al B hmes [R1 K .
debug TEdebug & 5 R AR .
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FEAtC B
uptime e 17 B A% 2 R 3 3Lt B B ILTE (R e [
datetime I ) AR 2, ST N A e 1)

RE

service timestamps log date

service timestamps debug date

mHEN

EJRRCES

£ 15 RA

P

4.3.10

uptime 4% 20 (A BCE <y HHHHIMMESS, R WA B LS 2h 2 BUAE 1 5] o

date #% XK A8 2 75N YEAR-MON-DAY HH:MM:SS, 3B Sizi 4 B[] o

service timestamps debug uptime

clear logging

P BRI AE P 72 64

clear logging

logging buffered

show logging
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4.3.11 show break

i show break 4, B/RAZHHLFH 1

il
iy

show break [map-filename]

2 SHIEA

map-filename it 8 PR B 4

f&£ F 15 BA

show break fir & &Rl 3R A HA LT h W5 2. wT RARRTE fehae i A A i A

P

switch#sh break
Exception Type:1400-Data TLB error
BreakNum: 1 s date: 2000-1-1 time: 0:34:6
r0 rl r2 r3 r4 r5 6
00008538-01dbc970-0054ca18-00000003-80808080-fefefeff-01dbccal-
r7 r8 r9 r10 r11 ri2 r13
00000000-00009032-00000000- 7ffffff0-00008588-44444444-0054¢190-
rl4 rls rl6 r17z rls r19 r20
000083f4-000083f4-00000000-00000000-00000000-00000000-00000000-
r21 r22 r23 r24 r25 r26 r27
00000000-0000000a-00000001-00000000-00000000-004d6ce8-01dbd15c-
r28 r29 r30 r3l spr8 spr9 ip
00000002-00467078-00010300-00000300-00000310-00008588-00000370-
Variables :
00008538-44444444-01dbd15c-01dbcaac-00000002-00000000-004d6ce8-
0ldbcal8-

00008538 --- do_chram_mem_sys_addr---bspcfg.o

0001060c --- subcmd---cmdparse.o---libcmd.a

000083e4 --- do_chram_mem_sys---bspcfg.o

0000fb24 --- lookupcmd---cmdparse.o---libcmd.a

-103 -



A

Fe A B

2
e

H

4.3.12

RE

0000f05¢ --- cmdparse---cmdparse.o---libcmd.a
003e220c --- vty---vty.o---libvty.a
00499820 --- pSOS_qgcv_broadcast---ksppc.o---os\libsys.a

A BRI E T A NN B2

1. RROR:file function.map not found

XAMERNME BER RGUAZER function.map, BN RS IAT .
a2k function.map HIMRAS 5 5 AT MALBAT HFINA S AR, SRR AATT .
2. Exception Type—5 5 117 HE il gmbt+ 54 111 44 %

3. BreakNum

ERRGATEE %S . ERRNRIL U )E, Bl RgGRERSE . Jam2sT
WO A I TE] o

4, FAFARHIN A

HIH T WA AN
5. A& [X

FIHE AR

6. HMEH R

IR R G AR map SO, R B Rk Ot EE . G AEE T map SO, A2 BORAR R
MR .0 A4 RLa SCiF44

BT R R NN TR L.

show controller

i show controller 74, EIRA#ALEE O IEH2S1E L.

show controller [interface]

B S ¥

interface fREE AR,
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show controller 4 E7niil e 8 LTSRS MRS B . AR A MR A%, Bl Lo

e 3 73 o e e R A R TR A

switch#show controller s1/0
Interface Seriall/0
Hardware is PowerQUICC MPC860T
SCC Registers:
General [GSMR]=0x68034:0x22, Protocol-specific [PSMR]=0x3000
Events [SCCE]=0, Mask [SCCM]=0xcf, Status [SCCS]=0x3
Transmit on Demand [TODR]=0, Data Async [DSR]=0x7e7e
Interrupt Registers:
[CICR]=00e49f80 [CIPR]=4000c006 [CIMR]=48000000, [CISR]=00000000
Command register [CR]=0x6c0
SICR=0900002c, BRG=00000000:00010288:00000000:00000000 (aux=0)
Statistics: scc4, port3
int 751229 bad_first 0 too_long 0 drop O
tx_count 1 bk_countOh_Q81s QO
Port A [PADIR]=0000 [PAPAR]=53c3 [PAODR]=0000 [PADAT]=fefe
Port B [PBDIR]=00021001 [PBPAR]=00001020 [PBODR]=0000 [PBDAT]=0001e3be
Port C [PCDIR]=0000 [PCPAR]=0008 [PCSO]=0438 [PCDAT]=0fe7 [PCINT]=0008
Receive Ring
rmd(fff02320): status=9000 length=0000 address=01155f58
rmd(fff02328): status=9000 length=0000 address=01156c90
rmd(fff02330): status=9000 length=0000 address=01156b18
rmd(fff02338): status=9000 length=0000 address=011569a0
rmd(fff02340): status=9000 length=0000 address=01156828
rmd(fff02348): status=9000 length=0000 address=011566b0
rmd(fff02350): status=9000 length=0000 address=01156538
rmd(fff02358): status=b000 length=0000 address=01156f80
Transmit Ring
tmd(fff02360): status=0000 length=0000 address=00000000
tmd(fff02368): status=0000 length=0000 address=00000000
tmd(fff02370): status=0000 length=0000 address=00000000
tmd(fff02378): status=0000 length=0000 address=00000000
tmd(fff02380): status=0000 length=0000 address=00000000
tmd(fff02388): status=9000 length=0051 address=01156df4
tmd(fff02390): status=0000 length=0000 address=00000000
tmd(fff02398): status=2000 length=0000 address=00000000
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SCC GENERAL PARAMETER RAM (at 0x{ff03f00)

Rx BD Base [RBASE]=0x2320, Fn Code [RFCR]=0x15

Tx BD Base [TBASE]=0x2360, Fn Code [TFCR]=0x15

Max Rx Buff Len [MRBLR]=252

Current Rx(2) State [RSTATE]=0x9000, BD Ptr [RBPTR]=0x1156b18

Current Tx(5) State [TSTATE]=0x9000, BD Ptr [TBPTR]=0x1156df4
SCC UART PARAMETER RAM (at 0x{ff03f30)

Maximum idle characters 1

Break Character 1

Received Parity Error 58445

Received Frame Error 65261

Received Noise Error 39256

Number of break conditions 22595

Last Received Break length 1524

uartl 63220 uart2 1

Transmit Out of sequence 0

cc[0] = 4011 cc[1] = 4013 cc[2] = 8000 cc[3] = 4011

cc[4] = 4013 cc[5] = 8000 cc[6] = 9¢80 cc[7] = 7051

rccm = cOff rcer = bf28 ribc = a6fe

RxBufSiz 254 flow 1

flag=00000120, size=00000008, X=11, Xoff=13

DCR_B3#
BB AR LA AR LA 43
(1) HEOEmLTR, KA
X H & MPC860, SCC
(2) EEHIFEITIRE
. A BT AR
R BA S AR K
(3) AL E SHL:

SR RNE
il & R 2 A
L/ BERUNNE S

(4)  #d. K% BD HPIRES

FIH T BD MK, RE. HHE
METHE. ik BD BRI EFLRES

4.3.13 show debug

f#iJ1] show debug & BoR S HA LA T I AL I

show debug
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4.3.

=~

switch# show debug
Crypto Subsystem:
Crypto Ipsec debugging is on

Crypto Isakmp debugging is on
Crypto Packet debugging is on

X<
debug

14  show logging

1§ A show logging 74 &7~ logging (syslog)tk#s.

show logging

et RA

show logging 4 &7~ logging (syslog)tk#s, f$E console 1) logging, monitor f)
logging #1 syslog I#] logging &t

P

switch# show logging
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Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 12 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 4 messages logged
Trap logging: level informations, 0 message lines logged

Log Buffer (4096 bytes):

2000-1-4 00:30:11 Configured from console 0 by DEFAULT
2000-1-4 00:30:28 User DEFAULT enter privilege mode from console 0, level = 15

GRS
clear logging

4.3.15 show file-syn

N/A

w5

N A Bs R SN SRRSO, BT RS R, e SLOTL, —HufE
SLOT2:

switch#show file_syn

file syn statistics for SLOT 1:
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transmited:12680 bytes, send 10 packets, rec 2 asked packet of slotl
MSU queue info for file syn: len:200, num:5
MSU task info for file syn: 12 event, O error id\n

syn process info:0 malk failed, O file read error, 0 rexmit packet,

file syn statistics for SLOT2:

transmited:22584 bytes, send 25 packets, rec 8 asked packet of slotl
MSU queue info for file syn: len:100, num:2

MSU task info for file syn: 12 event, O error id\n

syn process info:0 malk failed, O file read error, O rexmit packet,

global syn event:100

£ LEREEF, BRTHELRFED 10S U, FPH—EEE . & transmited xxx
bytes,&x MSU BRI R RIE T XA L F I, XAMBNSERB RS —
BEHK, WRERWXANGHEBRKN EBAEMKRE, WHAHENMNPLE R XHRSE
i)
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$5% SSHEE W4

5.1.1 ip sshd enable

ip sshd enable

no ip sshd enable

HHIKE 1024 fif
L

ZICE KRR rsa B, FETTARIENT X ssh server MUHERE . AR PR —MET T
ST AL AR AR 2 1 2 2 0B R Il

mLHEN
2RI E R
P

T H K4 sl ssh 4.

device_config#ip sshd enable

5.1.2 ip sshd timeout

ip sshd timout time-length

no ip timeout
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2% SR
time-length N7 B B I ATIE A 85 KK, U3 B 960-65535..
wma
180 &
tER

N T BT IEARE I G R TR IR, 6 T AR DR A, B e IR G AT

wERA
2 JRIC AR
w5

TNTH A A A R N SRR 360 FD

device_config#ip sshd timeout 360

5.1.3 ip sshd auth-method

ip sshd auth-method method

no sshd auth-method

2

SHULAA

method BWEINETESIR.,

i “default” NIETT %513

i FA

ssh server {# ] login 285 A E 715112 .
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RS EE
4 Jey g B AR X
)

N ) A A G B 4 N auth-ssh [FAIE 722513, 3K 38 H T ssh server:

device_config#aaa authentication login auth-ssh local
device_config#ip sshd auth-method auth-ssh

5.1.4 ip sshd access-class

ip sshd access-class access-list

no ip sshd access-class

2%
2 SR
access-list FrifEip s i 5113 o
73
e I 42 | 1) 3%
AR
Zin4 ssh server BLE V5 HAEHISIE, A RFE U5 2 6 5138 b BRI A IR A 24
2.
RN
4 R B A
P

N A HCE — N4 8 ssh-accesslist (117 R #5113, H¥ H N H T ssh server:

device_config# ip access-list standard ssh-accesslist
device_config_std_nacl#deny 192.168.20.40
device_config#ip sshd access-class ssh-accesslist
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5.1.5 ip sshd auth-retries

ip sshd auth-retries times

no ip sshd auth-retries

SR

T RMIEERE RS, BUE W F0-65535,

PP AN R I FET 2 1 R 0 e 3 IR I B R AT

4 Jry g B AR X

S
times
oS =]
3k
AR
RN
15l

N TR A 2R e K B N 5 UK

device_config#ip sshd auth-retries 5

5.1.6 ip sshd clear

SHULAA

TR L RsshiEfE K5, HEEH0-65535.
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2 2 AT YRBRAR S g5 1) ssh N4, &5 41T &4 5 (£ show ip sshd line
T
HLBR
AR E B
ANl
T AR RER SR TN 0 N &R
device_config#ip sshd clear 0
5.1.7 ssh
RS
ssh -l userid —d destIP [-c {des|3des|blowfish }] [-o numberofpasswdprompts] [-p port]
e
SH Sk A
—l userid P #Eserver E ik 5
—d destl s IR R H P
-0 TR IO B B 8, SR mT A B R 0 1 B I 14 B i A server 1
numberofpasswapr | g b /N — A, BRIA= . BUE G 0-65535.
ompts
-p port Serverl Wit 45, BRiAE22, BUHETEFIPH0-65535
-C TERE A B EE, BRiAZ&3des.
{des|3des|blowfis
h}
7]
N/A

-114 -



Fe A B

2
e

H

PR

Aty A FH T Flim i ssh server & 7 %4 .

R
P

T FIf A 1P #ihlA 192.168.20.41 ] ssh server & 7iES:, WS A zmz, =gk
N blowfish:

device#ip ssh —l zmz —d 192.168.20.41 —c blowfish

5.1.8 show ssh

RE

N/A

8

_lt

At A T BoR Y a7 ER B AR &1 ssh server F 2,

w5

N TH A TN ATIERE R AR ssh server F {4k

device#show ssh

-115-



Fe A B

A

2
e

H

5.1.9 show ip sshd

RE

N/A

A

S H T A% 41 ssh server 24 80RRES .

wERRA
FERURE

w5

N R4 BR A & 1) ssh server 4 ARIRES

device#show ip sshd
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