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GBSC: Group Based Servvice Control, & —FETZHAJARSF=HMEy, |] DLSZElE %
FEHLATFE S ES, B MSN, 01CQ, P2P ZERiFHFE, H H AT LAF; 1k DOS Hrifi.

1.1 £REEES#HHS

4Rl B 2 M & B

gbsc enable

gbsc group

gbsc anti-qq

gbsc anti-msn

gbsc anti-internet

gbsc anti-p2p

gbsc set-interval

gbsc set-burst

gbsc set-syn-threshold
gbsc set-udp-threshold
gbsc set-icmp-threshold
gbsc set-punish-time
gbsc set-isp-bw

gbsc set-rcache-threshold
gbsc set-rcache-init
gbsc set-ar-times

gbsc set-cr-times

gbsc band-dynamic
gbsc readconfig

gbsc unpunish

gbsc add-to-blacklist
gbsc add-to-whitelsit
gbsc limitenable

gbsc statistictime

gbsc limittime

gbsc limitpercent

gbsc undegrade



show ip gbsc flow
show ip gbsc stat
show ip gbsc punish

show ip gbsc group

show ip gbsc degrade
1.1.1 gbsc enable

A TR /25 GBSC Bibk.
gbsc enable

no gbsc enable

e

(g
ZREES.
o

3605 confighgbsc enable
gbsc enabled!
3605 configh

JE P 58 3 PO AR Bk

3605 configtno gbsc enable
gbsc disabled!

SR 98 7 O AS R

1.1.2 gbsc set-interval

i gbsc set—interval 4 B 5 58 70 BOAE B ] bR
gbsc set—interval time-interval

no gbsc set—interval time-interval

nHk

2 SR

Time—interval e RS R AR (100-1000)




nHk
o

B8~ 200 (millisecond)
i A

2 RNE S
A8 5 BA

XA E W W O NS GRS, millisecond, #IS A 500ms, NW|AFZL T 500ms,

HOBTONRES LI B 9
ZNi|

3605 configghsc set—interval 500
3605 configh

B K 1 18] [F 09 500ms
3605 _confighno gbsc set—interval 500
3605 configh

PRI AE ] b BB

1.1.3 gbsc set-isp-bw

{§iFH gbsc set—isp-bw {download|upload} global #r4HCE H 1 ISP %, X4

no JEAS BT DAHLVH G B H 1 ISP 4 % .
gbsc set—isp—bw up—-band down-band

no ghsc set—isp—-bw up-band down—band

¥
24 A
Up—band ISP EATHE%E, bps 500000- 100000000
Down—band ISP AT %, bps 500000- 100000000
el

47 100Mbps, "F4T 100Mbps
AR

EREES
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158 FH it B
i
3605 confightgbsc

3605 configh
BB H O R AT %A 10Mbps

Router config#gbsc set—isp—bw 10000000 10000000
Router_configh

BoE W O EATH %~ 10Mbps, NAT %4 10Mbps

Router config#no gbsc set—isp—bw 10000000 10000000

Router configh

BOE T i s B, IR ERIME.
1.1.4 gbsc set-burst

fHH] gbsc set-burst MIAMLEREMERT. XM no AR UIKE R KRER
FHIEON R E .
gbsc set-burst burst fact

no gbsc set-burst burst fact

ZH
burst fact REREET 20-2000
A
B84 1000
i %Y
SREES
A5 FH 156 BH
Zam A E EVNRRARER T, BUEE 20-2000 28], FE#LK, G FVHIRKR
= NN
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ZNl

1.15

Router_confighgbsc set—burst 30

Router configh

e B R AR T 30

3605 _confighno gbsc set—burst 30
3605 configh
PR R R B R - BB

gbsc set-syn-threshold

ffiH] gbsc set—syn—threshold & ALE syn BEMEH. X4 0 no JEARLMKE syn
A0 1 BRI R B
gbsc set—syn—threshold rate

no ghsc set—syn—threshold rate

ZH
L ZH
rate H#, pps 50 - 1000
A
HRAE K 100
A
EREES
15 FH 13 B

ZNl

Zar AT E EHLW syn B EE, BUEAE 50-1000 (8] thar4224 1 Bk DOS B,
ARRAE RN 18] A AIE ) syn LA RIRIMEL, AN ENIAEREAT DOS Hedly, BERPREX
LT — B 18]

Router configtgbsc set—syn—threshold 200

Router configh

BeE syn WA W{E Y 200

Router confighno gbsc set—syn—threshold 200
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Router configh

PR syn BLIEFR R ENERINME

1.1.6  gbsc set-udp-threshold

{iF gbsc set— udp —threshold iy 2 HLE udp BEBIMEH. X441 no AR LMK R udp
A0 R BRI R B
gbsc set—udp—threshold rate

no ghsc set—udp—threshold rate

24
ZH Z K
rate A, pps 50 - 1000
5=
AN 500
i A
ARECES
8 B EA
% éf\ﬁaﬁﬂm’] udp AL BME, BUETE 50-1000 Z[H]. T4ty 7Lk DOS I
i, BUE E—%mb.
Nl

Router configtgbsc set—udp—threshold 200

Router configh

BCE udp BIER R{EH N 200

Router confighno gbsc set—udp—threshold 200

Router configh

WA udp BIER R NERME

1.1.7 gbsc set-icmp-threshold

f#F gbsc set—icmp—threshold Ay AL E icmp £LRHE . XA H) no FEASFT AR E icmp
AL RE BRI E
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gbsc set—icmp—threshold rate

no gbsc set—icmp—threshold rate

ZH
2 ZH U
rate &, pps 50-1000
(755)
A N 100
AT B
EREES
15 FH it B
AR E EAL iemp BLIERBME, FUETE 50-1000 2 8], Shdr 228 7 Bk DOS X
i, K5 E—%a4.
7~
Router confighgbsc set—icmp—threshold 200
Router configh
BoE icmp BLIEZ{E N 200
Router confighno gbsc set—icmp—threshold 200
Router configh
P52 1emp F03H 2 RE A ERIME
1.1.8 gbsc set-punish-time

{5 F gbsc set-punish-time AFAHCERX DOS FEHLAIFESIRE . XAGA M no FEAT L

P21 T B A BRAN T
gbsc set—punish—-time nSecond

no gbsc set—punish-time nSecond

ZH SR




T H}
o
=
fm
i
>

nSecond ETII R CBP), Y5 60-600

784)
BAE 9 300
fir A
L JRBCE A
{87 UL BA
Z A A B E X DOS FEALKAE T a], HELE 60-600 2 18], 4 FHLHE4T DOS Brakiie it
WUEATIEST, 4 FH T30 B A S i A
N

Router confighgbsc set—punish-time 400

Router configh

P B A 1T 1]y 400 £

Router confighno gbsc set—punish—time 400

Router_configh

PR T 1] A BRAE

1.1.9 (gbsc set-rcache-init

WHE route cache HIIRME, X4 no JEAT LAKE route cache BI{EMIERINEE .
gbsc set-rcache—init rate

no gbhsc set-rcache-init rate

ZH

5 SR

rate A, pps 10 - 200
B

AN 40
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iy A
ERIES
f I B

ZAan AT E EALAT route cache BIME, HUETE 10-200 2 (8], b4 &N T B 1L p2p 844,
p2p AR IS BN SR A RS AR, XA EALE IR SR g, IR STE route
cache FHEIN—4c%tH, WHRAEFEHEIA route cache NV E IR, TN AL
HEATIES, Wi — B e

zNl

Router confighgbsc set—rcache—-init 50

Router configh

EZE route cache [®{E N 50

Router configno gbsc set-rcache—-init 50

Router configh

K route cache MRENERIME

1.1.10 gbsc set-rcache-threshold

WEFAR route cache FFFMIEINMIME, X4 M no AT LMKEFAR route cache
REFDIE I AE BRI &
gbsc set-rcache—threshold rate

no gbsc set-rcache-threshold rate

BH
ZH SR
Rate W, pps 0 - 100
B
AN 2
AR
EREES
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fs U9
Zan 2 E B EHLIRA route cache RPN, HUEAE 0-100 Z A, FFHEIN—5KEK
Hi, FR route cache MIMEHZIR 1, WUERIKEIZE, NG EHBEATERD, MAd —AF5 =
HEIN— R R route cache , XA w2 HISKAC B BEAPHI IIFIE «

ZN]l

Router confighgbsc set-rcache—threshold 3

Router configh

BLE IR route cache TEAPIEMIME S 3

Router config#no gbsc set-rcache—threshold 3

Router configh

KE R4 route cache TR INECNERINE

1.1.11  gbsc band-dynamic

{8 gbsc band-dynamic JEBhEhASH 54

e
%
e
%
Bt
ERICES
B

2t T A ENLE A 7 By 9
zNl

Router confighgbsc band—-dynamic

Router configh

JA BB 58 7 Bo D g

1.1.12 gbsc unpunish
fiH] gbsc unpunish fERERXS EHLAIIETT .

-10 -
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gbsc unpunish ip

ZH
ZH ZH
ip FHL ip Hhbik
135
7
i
ZRBCES
fi 169
P F T Ao BN AR .
ZN|

Router config#gbsc unpunish 172.16. 21. 69
Router configh

X 172.16.21. 69 fRFR1E ST
1.1.13 gbsc readconfig

{f F gbsc readconfig BHASATA LI fb_db X

¥
x
e
¥
b
ERBES
i P59
Zidn 4 FHL th_db SCHF, BESCHERAERT msn A oicq MRS 2L
R

Router_ confighgbsc readconfig

-11 -
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Router configh

FEHL fb db SCfF
1.1.14  gbsc add-to-blacklist

ffiH] gbsc add-to-blacklist iy 2K EHLINAE|HE 4 5

BH
¥ A
Ip FEHL ip it
e
x
b
EREES
Ly
Bin 4 P TR NN BSR4 2o, 542 2o S HLR ALY, ST B — A ip
WA P2 —A ip bk .
R

Router configtgbsc add-to-blacklist 172.16.21.69
Router configh

¥ ip HUhEA 172.16.21. 69 HIFHUMAZ] B4 .,
1.1.15 gbsc add-to-whitelist

f#H gbsc add-to-whitelist A& ENIMAEIH A H

ZH

ZH S

Ip FHL ip Huhik
738

-12 -
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iy A
ERIES
f I B

Zar TR ENUMAZI A Z R, B4R ENAZ gbse BRI, SHATBLZ—4
ip ik, AL A ip HhhbEL.

zNl

Router confighgbsc add-to—whitelist 172.16.21.60 172.16.21.69

Router configh

¥ ip Hihiky 172.16.21.60 F] 172. 16.21.69 I EHAINANF]H 4 5,

1.1.16  gbsc limitenable
Zi A TR A /25 T GBSC B i it & =LA B .

gbsc limitenable

no gbsc limitenable

ZH
¥

1<)
¥

AR
SR ES.

{5 F 15 BH
Zar A T RS R ENRENLE], Fal)E, 4—6 BN — B ) i & ik
1 G = s 1 W e = 0 21 DO = 1 20 IR S 1 0 - /D 3 R O = 5 (1 S M T
A ER AT DAZE R e AP iR E . NIRRT A, FEHLRIR B AR EE 18N B,
FEHLLE B RPN B SEBRAE R 988 C RIEFRUE R A D, A 5 — > ML &l
JEARC - A% B> A *Bk D% B, WHZENURIRIET 505 N E Rk —2F .

AN

3605 confighgbsc limitenable
gbsc big flux host limit enabled!
3605 configh

JA ORI LB

-13-
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3605 confighno gbsc limitenable
gbsc big flux host limit disabled!
2R R R EALLE L]

1.1.17 gbsc statistictime

{iH gbsc statistictime fiy 2 BB EHKRE T 5 KRN ],
gbsc statistictime timerange

no gbsc statistictime timerange

ZH

S ZH

timerange R By B [ RF SR 1] (300-1000)
A

4 N 600 (second)

i
ERBCES
f I B

AR A A BEE KR

Gits Gt ], B0 second, WIS 500s, T EHLEFSE 5005
T RO, X e MLk

il
A7l SEAAE,  PRIEHT T8 A R 11—

ZN]l

3605 confighgbsc statistictime 500
3605 configh
BB K E WL RREE [A] R 500s

3605 configtno gbsc statistictime 500
3605 configh

PR R I 8] N BRIME
1.1.18 gbsc limittime

] gbsc limittime fiy4 BB X KR EEHLAH TE AR TE

gbsc limittime timerange

-14 -
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no gbsc limittime timerange

S

SH SR

timerange KB D R RF SR 1] (100-1000)
1<)

4 N 600 (second)

iy A
ERICES
it FH 5 B

XA & W BRI &7 6 AL ], $.47 second, WIERBEN 500s, Bl AL
FEIX 500s N FRRIE 55 8 R SR 1 —2F

A~
3605 configgbsc limittime 500

3605 configh
TCE K EALAIHLLE ] Y 5005

3605 config#no gbsc limittime 500
3605 configh
PR AU LB B BRIAE

1.1.19 gbsc limitpercent
i gbsc limitpercent 4 ¥ B K EARHE K RE

gbsc limitpercent percent

no gbsc limitpercent percent

Z
ZH ZHN
Percnet K b A (10-100)

-15 -



T H}
o
=
fm
i
>

Bha
RN 20
fir S
2 RNE S
s FH 58
BN PRAEAT 58 A, FENURIR S AYFFEERS (824 B, EHLAE B AP A K SEBRAE F sty 58
N C, RimERHEREDY D, IR — A FEHRIREFH LA C - A% B > A Bk Db I,
X% EHLEORAE AT 58K N JFOR I — 2. D Bk ar 2 BCE IS4, YEEIE 10 2 100 Z 7).
AN

3605 configgbsc limitpercnt 30
3605 configh
WE KT EEVLAPLIEEAE S 30%

3605 confighno gbsc limitpercent 30
3605 configh
B A B IAME

1.1.20 gbsc undegrade

f#/ gbsc undegrade fFRBRXTE ML B HIFLLE

gbsc undegrade ip

BH
24 A
ip FEHL ip it

e

x

b

EREES

-16 -
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Router confighgbsc undegrade 172.16.21.69

Router config#

XF 172, 16. 21. 69 B 7Lk

1.1.21  show ip gbsc flow

{fH show ip gbsc flow EHAM A ER TP it L HEHZE

show ip gbsc flow

ZH
7
135
7
i
LA
fi 169
EEHA MM Za 2, TR AN TP § AR, BARSEPR BT
ZN|

Router_config#sho ip gbsc f
total 161 gbsc flows
flag meaning:

M --- anti MSN
(@] --- anti OICQ
P --- anti P2P
N --- anti DOS
U --- Limit up rate
D --- Limit down rate
punish meaning:
P --- Punish
D --- Degrade
Host flow:

-17 -
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1.1.22

e

ZNi|

HOST FLAG UP(rate/AR) DOWN(rate/AR) UP/DOWN(B)
pkts(u/d) DROP(u/d) expire punish pun_t deg_t rc per(u/d)
192.168.28.62 DUPN 0/200kbps 1/300kbps 996K/10M
8K/10K 0/0 198 0 0] 40 0%/0%

192.168.3.23 DUPN  0/200kbps 2/300kbps 812K/1M
5K/5K 0/0 198 0 0 40 0%/0%
192.168.213.34 DUPN 0/200kbps 0/300kbps 7M/121M
69K/96K 0/155 198 0 0 40 1%/19%
192.168.28.17 DUPN 5/200kbps 41/300kbps 4M/37M
40K/30K 0/0 200 0 0 40 2%/10%

router_config#

BIRAM TP B, WA BIE R R TP, BdRbr &,  EATESE/ EIRB/INMRIET 5,
TATHR/ AT RARER S, BN ETRE, BN E T AAAE, BN ETT
ZHEE, BREE, EAPRE, SR, WOUEREL route cache FIARAIANEL, K
brifit e 5 ORAE T 9 1 A o P

show ip gbsc stat

{# 4 show ip band stat BH&MS BT w0 EURESE E .

Show ip band stat

RN B BOIR A

Routerttshow ip gbsc stat

total 8 gbsc flows

BAND stat:
immit interval:200 miniseconds burst fact:20

ISP upload bandwidth 50000kbps download bandwidth 50000kpps

-18 -
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current traffic upload Okbps download Okbps
gbsc accepts 0 download packets, drops 0 download packets

gbsc accepts 116 upload packets, drops 9 upload packets

DOS stat:

syn threshold:100/second
udp threshold:400/second
icmp threshold:100/second
Router#

Router#

R GBSC Bk A

1.1.23 show ip gbsc group
&1 show ip gbsc group B4 IR GBSC B HALE .
Show ip gbsc group
ZH
7
7<)
.
fir A
(EBLIRN
15 FH 69
SR PR FOIRAS
N

Router config#show ip gbsc group
gbsc group 002
range 200.0.0.50 200.0.0.59
set—band upload 100000 100000

anti msn

!

-19-
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gbsc group default

set—band upload 100000 1000000

anti msn
anti oicq
!

Router configh

7R GBSC #itkZH it &

{$ F show ip gbsc punish B H A4 BRgiE T FHLAT 1P ¥ =R

1.1.24  show ip gbsc punish
show ip gbsc punish
ZH
7
R
7
i A
(EUES
fs 1 BA
FEE A T Zm 2
A, B A TTIRES
ZNY

Router#tshow ip gbsc punish

flag meaning:
M
0
p
N
U
D

Host flow:
HOST
172.16. 21. 60
172.16. 21. 39

FLAG
PN
PN

anti MSN

anti 0ICQ
anti P2P

anti DOS
Limit up rate

Limit down rate

UP (rate/AR)
0/0kbps
0/0kbps

DOWN (rate/AR)
0/0kbps
0/0kbps

o AT RN A IEE G AT LR TP S AR, DA SERR R AT

expire punish

598
454

yes

yes

-20-



172.16.21. 49 PN 6/0kbps 21/0kbps 600 yes
172.16.21.59 PN 0/0kbps 0/0kbps 590 yes
172.16. 21. 26 PN 2/0kbps 35/0kbps 600 yes

BRI TP B, AR — KRR TP, BdlEiibed,  BATEER/ IR S/ MRIETT 58,
TATHEE/ AT ERAMRER 5, I E, PR

1.1.25 show ip gbsc degrade

i show ip gbsc degrade & B Ar & Ron YA IE LAY TP It f Hod =%

show ip gbsc degrade

73]

f I B

FEEHENMEMZA S, A7 R i WA IE BN TP Je 3L AR, LR SERR B AT
R, HIERE

ZN]l

Router#tshow ip gbsc degrade

HOST UP (rate/AR) DOWN (rate/AR) UpDegrade UpDegrade
172.16. 21. 60 0/0kbps 0/0kbps no yes
172.16. 21. 39 0/0kbps 0/0kbps no yes
172.16.21. 49 6/0kbps 21/0kbps no yes
172.16.21.59 0/0kbps 0/0kbps yes no
172.16. 21. 26 2/0kbps 35/0kbps yes no

SR A R A E R EAL, AR BE —RRoR TP, EATE S/ EIRG/MRMER T, T
AR/ AT RN 9, AR BERAR ST R FER AR L

1.2 HSHEESS

MR E 204

® range

-21 -
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[ ) set-band

() anti

1.2.1 range
Fe B A A S MLV A5 8], ANEE range FIZLZTCRUN .

i/ range iy 2 WC B HIBEIE L. X A4 1 no TEAS AT DUEH Mk 3 [l &
range A.B.C.D E.F.G.H
no range A.B.C.D E.F.G.H

ZH
ZH SR
A.B.C.D s 1P ik
E.F.G.H ZESR TP Huhi:
B
BRETC
i P
GBSC L B A&
85 BA
Zin S BCE A ALV ], R aG bk BN T AR T A RO
il

Router config gbsc grp#range 200.0.0.51 200.0.0. 59
range 200.0.0.51 200.0.0.59

Router config gbsc grp#
fic B Hu by 200. 0. 0. 51-200. 0. 0. 59

Router config gbsc grp#no range 200.0.0.51 200.0.0.59

unset range

-22 -
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Router config gbsc grp#
T k3 R P &

1.2.2 set-band

XA

a2 no FEASHT LAMIERHF 98

%Jt}

ff /] set-band iy & HEE — NN AN ATHE EVLE
Al

set—band {download|upload} assure rate ceil rate

o

no set-band {download|upload} assure rate ceil rate

4
Y SHULY]
Download |upload 8 5E 7l EAT BT AT A1 98
Assure_rate BARMRIUEE R, $57E FALAH B8 A K T IR AGLR
ik O, iR AR R & 8000 -
50000000bps
Ceil_rate e B AR 8, i 58 EHLI T 58 ANBE R T e
EE%JﬁE}S8OOO - 50000000bps
%)
Al E
i
2 RNE DS
1 FH it B
XA HTRE - ANMAANRS BV, AR AKT CR.
ZNl

Router config gbsc grp#set-band download 100000 200000

Router config gbsc grp#
e E 4N AL AR ¥ 100kbps, CR A 200kpps
Router config gbsc grp#no set-band download 100000 200000

Router config gbsc grp#
JIHI B 7 0 73 Bic

-23-
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1.2.3 anti
iR anti A ECE — NN A ITE EVZEIIEE. X2 no LA ] LU 24
VIREHCE o
Anti {dos|msn|oicq|p2p}

no anti {dos|msn|oicq|p2p}

24
ZH ZH
dos B 1R 4L A B ENLEEAT DOS Beily
msn BRAIZE N F=HULEF MSN
oicq BRI 2 Py = HLAE T 010Q
P2p BRI 2H A EHLEEH P2P Bft
A
Al E
i A
GBSC HILE A
A8 5 BA
Nl

Router config gbsc grp#anti dos

Router config gbsc grp#
By 26 A FE AL DOS Bt

Router config gbsc grp#no anti dos

Router config gbsc grp#
HUH B DOS it &

-24 -
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