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1.1 VPDNECE#S

VPDN e L2TP fEH DL J PPTP fHrh il VPDN AT CTE 1) — 1Ak, F2H
FEIEAEH VPDN 4{EH, NAC (Network Access Concentrator)fl NS(Network
Server, X # Tunnel Server)#i 72 M VPDN ZHAC & i3k BUHE SIS R, - T-6) 8 M
16 X BRI VLA, 7E FIMULEA R, 6T L2TP #18, NAC #FR{E LAC (L2TP
Access Concentrator), NS ##R1F LNS (L2TP Network Server); %7+ PPTP, NAC #
#{E PAC (PPTP Access Concentrator), NS ##R{E PNS (PPTP Network Server),

1.1.1  Accept-dialin

¥ VPDN 1% B 5 LNS
accept-dialin

no accept-dialin

RN
VPDN ZH it B 1 X
15 At EA
Za 4K VPDN ¥ 8 A NS
N
NI T2 — A VPDN 41, 34 E N NS,
router>enable

router#config
router_config#vpdn-group 1
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router_config-vpdn#accept-dialin

1.1.2 Domain

% HE LAC K4
domain domain-name

no domain domain-name

g
s SHHAR

domain-name K255 FFF .
73

x
CEACZ N

VPDN £ it B #
155 FH 52 RA

g4 HBEfE NAC 3T, AP AL@FF 54 %], @75 54
1l

NHfBTaE 4 VPDN A, REBE N NAC, JFiREEA .

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#domain aaa.com.cn

1.1.3 Force-local-chap

B LNS Al CLIENT 3if () 558 AIE .
Force-local-chap

no Force-local-chap
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no Force-local-chap

RN
VPDN ZH fic & #55%

£ < RA
LEFFE PPP 32 B, NAC 2/ NS X Client BT E . X464 F ok 14 B Fig i 2
SrJA, NS X Client ¥ FH X BT IMIE. Zar4 HAE7E NS EHUT. RAY0E L2TP Hhil 4
HR

ANl

Al 4 VPDN 41, CREBREY NS, FFREFEFAL.

router>enable

router#config
router_config#vpdn-group 1
router_config-vpdn#accept-dialin
router_config-vpdn#force-local-chap

1.1.4 L2tp hidden

B UK R
L2tp hidden

no L2tp hidden

73=]

no L2tp hidden
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VPDN ZH /i & 5 =
£ A tER

ANAHIIE B 7 B IE A, XA 2 A4 S bRA R
w15l

NHEE T A VPDN A, e R E N LAC, BLEME VMR, R E R R
o

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol 12tp
router_config-vpdn#12tp tunnel authen
router_config-vpdn#12tp tunnel password 123456
router_config-vpdn#12tp hidden

1.1.5 L2tp tunnel authen

B B BEIE AR RE .
L2tp tunnel authen

no L2tp tunnel authen

no L2tp tunnel authen
B

VPDN ZH /i & 5 =
EdaEhtzEl]

FEAESTREIE RS, X7 A DLEARBEA T IIE . N RECE [ IEIE AR, 200 B %Y
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N BT TER & B B A oy Rl alE—A VPDN 41, —AMENN LAC, —AMEJ LNS,

HI TG B A A DA FHAH [R]85 0

routerA>enable

routerA#config

routerA_config#vpdn-group 1
routerA_config-vpdn#request-dialin
router_config-vpdn#protocol 12tp
routerA_config-vpdn#l2tp tunnel authen
routerA_config-vpdn#12tp tunnel password 123456

routerB#config

routerB_config#vpdn-group 2
routerB_config-vpdn#accept-dialin
router_config-vpdn#protocol 12tp
routerB_config-vpdn#12tp tunnel authen
routerB_config-vpdn#12tp tunnel password 123456

1.1.6  L2tp tunnel hello

W R I% HELLO R SC AR 18] 7]
L2tp tunnel hello hello-interval

no L2tp tunnel hello hello-interval

e
L SHRAR
hello-interval H{E M5%]100s.
73]
60
wSIRRN
VPDN #H it B 2
£ FEA

LAC F1 LNS Z [a] 21 @57 bR, EE ik HELLO )30, Rl HERE & 75 IEH
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] — > VPDN 41, K5k HELLO i ST I [a] [|] B % 10 #5.

router>enable

router#config
router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol 12tp
router_config-vpdn#12tp tunnel hello 10

1.1.7  L2tp tunnel receive-window
VB AR WO 30 & R/

L2tp tunnel receive-window receive-window-size

no L2tp tunnel receive-window receive-window-size

e
el SHAA
receive-window-size IE4%]100,
[73=]
4
wERA
VPDN ZH 7i¢ B
£ A tER
Atin & IR A €A BUFFER K/ho [ AR L2TP BEIE P i e 5 X i, %o i AR 4
XAME B H AR IR S B A RN
w15l

N a A VPDN 4, B I ERIOE S E H RN 5.

router>enable

router#config
router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol 12tp
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router_config-vpdn#12tp tunnel receive-window 5
1.1.8 L2tp tunnel password
VBN R 1 R o

[2tp tunnel password password

no I12tp tunnel password password

g
s SHHAR
password WML % 254 75, KA.
73
x
CEACZ N
VPDN £ it B #
155 FH 52 RA
WA E 7 IEIEVE, i %6,
1l

BT aE 4 VPDN A, KEBE N LAC, REEENEMEN

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol 12tp
router_config-vpdn#l2tp tunnel authen
router_config-vpdn#12tp tunnel password 123456

1.1.9 Icp-renegotiation

PEE LNS Fll CLIENT 3 2 & 34T LCP |75 -

Icp-renegotiation

no Icp-renegotiation
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VPDN #H fic & i 2

e F AR

—AE R, NAC #1447 PPP [ LCP B BEATAERT B AR FE Th RE . 0 5 LNS 75225 Client
HEH AT PPP [ LCP Wi i A M o T i R o m DU i B X AN & 52 1% 2 R BELE
LNS E#47.

P

TR FEIE— VPDN 4, ¥ EREN LNS, 1% E N LCP HEHihiE.

router>enable

router#config
router_config#vpdn-group 1
router_config-vpdn#accept-dialin
router_config-vpdn#lcp-renegotiation

1.1.10 Local-name
1% E VPDN 4 [ A 4

Local-name local_name

no Local-name local_name

e
2 S ¥R
local_name JHIE F IR 2 2540 FFF
73]
default
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VPDN ZH it B A5 2%

{55 PR 5488
54 vpdn ALIAZUE — A AMBEIE 4, LUET 7 VPDN 42K ILAL.
Nl

NI TEE 4 VPDN A, K EBREN NAC, FHFRCEAMEEIESY N nac .

router>enable

router#config
router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#local nac

1.1.11 Initiate-to ip
BOEAM NAC 4LXHE ) NS # 1P ik

Initiate-to ip ipaddr priority priority _num

no Initiate-to ip ipaddr priority priority_num

S
S SRR
ipaddr Z NS IPHL .
priority_num Lok, 0—4, {EMk/N, AR,
o=
G
S IER
VPDN 4 it # # 5X,
EJERL: L
%A HAAE NAC EHUT . %A B LA IP Huhik 1 77 s0R 48 S8 1 NS 1 500 0 2
HOLAERE, WRACARE, WEFRFRE, WREAICE, WP XA 2] H Rk
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BARSS A (NS) dHrf. —/NLACHZE 5/ NS [ IP Hihik, DAME2F NS AL IEHEE
AT DLER &0 NS 22 H.. izt NS [FEE 77 Bk T BIERCE 1P Huhb4b, w7 DA P
.42 1077 2 Skd8 Eaim NS (2 initiate to host-name #74).

R FE)E— VPDN 4, HBEREN NAC, R EMEXTER NS /) IP Huhlki%
15 % B o BIK R kA 192.168.20.200, 192.168.20.201, 192.168.20.202,
192.168.20.203, 192.168.20.204

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#initiate-to ip 192.168.20.200 priority O
router_config-vpdn#initiate-to ip 192.168.20.201 priority 1
router_config-vpdn#initiate-to ip 192.168.20.202 priority 2
router_config-vpdn#initiate-to ip 192.168.20.203 priority 3
router_config-vpdn#initiate-to ip 192.168.20.204 priority 4

1.1.12 Initiate-to host-name
BE M NAC 40 BEIE 0 i 1) NS 138044
Initiate-to host-name name priority priority_num
no Initiate-to host-name name priority priority_num
e
B S ¥R
name TEIFNS K 4 .
priority_num A, 0—4, {Elk/, Reglm.
RE
y
AR
VPDN #H it B 2
£ RTEER

Zan 2 A AEAE NAC LdhdT.  amim NS #945E 77 Uk 7 BARACE IP Hiht /(S W initiate
0 ip fird), IEWT LME A A 4 LI AL K77 2Ok € i NS. A5 5 & Sk I Wi

—

-10 -
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BB AR OARE, WHROLHE, WEERE, WREEME, WK IXA 4 1
InE) B ARBEIE RS %% (NS) A, —4 LAC AT UEEE 5/ NS 1 IP il siE k4% (=
I, initiate to ip A74), LPAME 43 NS ANEEIEH B 5 I A AR 447 NS &2 H..

NHEEE TR VPDN 4, Ke i B NAC, JRE NS [ik4 4 test.aaa.cn.

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#initiate-to host-name test.aaa.cn priority 0

MR, FIRECE EIEEEEH, B0 IECE DNS K A4, % DNS R4 RS 5
& 192.168.1.8,7E MR 4558 2 192.168.1.8, test.aaa.cn & HiE M4, UM T
B

router_config#ip domain name-server 192.168.1.8
router_config#ip domain dynamic enable
router_config#ip domain primary-server 192.168.1.8
router_config#ip domain bind test.aaa.cn 172.168.20.23

HHEAIEE, ZHAFH K DNS BLE K TEH B .

1.1.13  Protocol
W E VPDN 4 28R
Protocol protocol-type
no Protocol protocol-type
¥
B S ¥R
protocol-type AT LUAI2tpELE pptp.
73]
x
RN
VPDN ZH fic B 55X

-11 -
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£ 15 RA

w5

1.1.14

¥ VPDN ZH AWM 2k 2

ROz —A VPDN 2, F1:#1 L2TP #hiX 2k 2,

router>enable
router#config

router_config#vpdn-group 1
router_config#request-dialin
router_config-vpdn#protocol 12tp

R R A)EE—A VPDN 4, F1:#1 PPTP X 2EE

router>enable
router#config

router_config#vpdn-group 1
router_config#request-dialin
router_config-vpdn#protocol pptp

pptp tunnel echo

BB Kk ECHO REQ #R3C I ] A)RG .

pptp tunnel echo echo_interval

no pptp tunnel echo echo-interval

2%

SR

echo-interval

B {4 \5£11000s.

60

RN

VPDN 20 Jic B A% 2

-12 -
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PAC F1 PNS 2 [ 4> lﬁi_AL UE, a0 SRV A R 4 1) R S B B SO E e 1k i% ECHO
REQ 3¢, #%sE 2

w5

N BB — > VPDN 4, ki% ECHO REQ R CHIRFRIaIBg 38 10 2 .
router>enable
router#config
router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol pptp
router_config-vpdn#pptp tunnel echo 10
1.1.15 pptp flow-control enable
B A D R A RETT K
pptp flow-control enable

no pptp flow-control enable

AFTIFZAERETT R
IR

VPDN ZH /i & 5 =
=R AR

T AT FFZTF 5 2545 B h 2 AL FR 28 T R AAM 5748, AR
w15l

T F AN —A VPDN 4, 5 EEHITgRE .

router>enable
router#config

-13-
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1.1.16

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol pptp
router_config-vpdn#pptp flow-control enable

pptp flow-control static-rtt

B HE R 3 Round Trip Time
pptp flow-control static-rtt rtt

no pptp flow-control static-rtt rtt

VPDN ZH it & 5 =X

f&£ F 15 BA

=~

1.1.17

M Rzt Round Trip Time FFRCE . B a8 HZAE W46 A B0 AR SCHA DA IR I (1]
Jei BENE R BB IN IN IR) DL B E B EOIR DL i RATAE S A HI Th e Jo M A 4 JE i
fEM .

T T — A VPDN 4, %8 rtt 58]y 500 2= .

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol pptp
router_config-vpdn#pptp flow-control static-rtt 500

pptp flow-control receive-window

BE PPTP 2 il Bl i SCH s R

-14 -
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pptp flow-control receive-window recv_wins

no pptp flow-control receive-window recv_wins

RN

VPDN # it & 5 2

&£ F 15 RA

w5

1.1.18

P ROAZARYE SR DL BEATEC B o W SR SIRSL R 47, AT BLse B R R s DR
i & RAT AR B AZ H DA fa H 5 4 HAE&E A .

TIHE AR —A VPDN 41, #E receive-window ¥ k/NA 64

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin
router_config-vpdn#protocol pptp
router_config-vpdn#pptp flow-control receive-window 64

Request-dialin

¥ VPDN 411% & % NAC
Request-dialin

no Request-dialin

-15 -
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wmEN
VPDN 4H it & 1 =,

f&£ F 15 BA

W LLRTZ A M 5 NAC, N EBR R, WS 5% VPDN HIhfef oy NS. HUHZ M
t, % Ei% VPDN HIfe ity NAC,

P

N — A VPDN A, B E N NAC

router>enable
router#config

router_config#vpdn-group 1
router_config-vpdn#request-dialin

1.1.19 Terminate-from

BCE NS Wi iz NAC BEIES .

Terminate-from remote_nac_name

no Terminate-from remote_nac_name

2%

SR

remote_nac_name

IEHGENACHIETE 4, &% 254D F 1.

RN

VPDN ZH fic & #55%

-16 -
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1.1.20

73=]

BEX N A, % VPDN AU+ 0T LA TR B remote_nac_name #i & i NAC 1
AN X T HAh NAC &K Afefdi x4 VPDN 4H. Wi —/ VPDN A& HE
Terminate-from 54, A4 E/E N EA8 2 75 3% A HoAth VPDN 4 r] LLVLECHT , %54 VPDN

ZH K e 5 ot NAC MR . 1% 4 R AETE LNS 8% PNS EHUT.

THRE I —/ VPDN 41, 8@ L2TP Wi, B W BN LNS, 0N 1)t ks iE 4

Nlac .

router>enable

router#config
router_config#vpdn-group 1
router_config-vpdn#accept-dialin
router_config_vpdn#protocol 12tp
router_config-vpdn#terninate-from lac

TR —4 VPDN 20, 485 L2TP P, B EHE N PNS, WS 1) i b iE 4

A pac .

router>enable

router#config
router_config#vpdn-group 1
router_config-vpdn#accept-dialin
router_config_vpdn#protocol pptp
router_config-vpdn#terninate-from pac

virtual-template
LNS T/E4LAE 2 11 Bk

virtual-template virtual-temp-num

no virtual-template virtual-temp-num

B SR

virtual-temp-num MOFIEEH f K AH

-17 -
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wmeEN
VPDN # it & 5 2
{E AR

N5 LR A MR 1, i X Ao a1, a2z N . %6
4 HBETE NS E#AT.

=~

AT aE 4 VPDN A, RKeEBE NS, RO 1 5CE.

router>enable

router#config

router_config#vpdn-group 1
router_config-vpdn#accep-dialin
router_config-vpdn#virtual-template 1
router_config#int virtual-template 1
router_config#ip addr 2.1.1.1 255.255.255.0
router_config#enca ppp

router_config#ppp authen chap

router_config#ppp chap hostname ht@aaa.com.cn

1.1.21 Vpdn enable

W B # % VPDN 724t .
Vpdn enable

no Vpdn enable

no Vpdn enable
HOR

P B

-18 -
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£ 15 RA

BB R, R4 VPDN DiRE 2R 1. 244447 VPDN enable 14 )5, VPDN IJREA #4T FF.
NO iy 42% I VPDN FIhfE.

51
T T {4 58 VPDN Thfg .
router>enable

router#config
router_config#vpdn enable

22  vpdn-group

A& VPDN 4
vpdn-group name

no vpdn-group name

name

wmeEN
VPDN 4H it & 15 =,
AR

23X A VPDN 4H 2 ANTE(ERT, AlZ2ix/ VPDN 4, A3 VPDN AR ERR T . R
XA~ VPDN H & AE1E, N E#AE] VPDN EAT. &2 L4 300 4 VPDN
0.

=~

NI T a4 VPDN A

router>enable
router#config
router_config#vpdn-group 1

-19-
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1.1.23  show I2tp

TR 12tp FEIEM SRS ITHE R .

show I2tp [tunnel | session]

el
BH SR
tunnel RNBESGTHEE.
session BRZIEGIE R
St
M
(EdaEiE]
R AR B IE A2 1S A DR TS B
il

37DE#show [2tp tunnel
L2TP Tunnel Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address  Port  Sessions
2 27204 cisco26 Est 192.168.20.156 1701 1
H AT N NS E A 2 R R
15 A
LocID HIE A HID
RemID JEIE f i 1D
Remote Name 308 338 7 i 30 30 44 TR
State HETE RS
Remote Address S 3 F 328 S | P M bk
Port T R 32 B o 115
sessions BEIHE A I 2 1E N

-20-
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1.1.24

k5!

w5

clear 12tp

JERE tunnel B, J&5B& 36 52 tunnel 1D f¥] tunnel( Ik tunnel R IR A session HUK E 5D

G bR session B, JiFRE

5€ tunnel ID ] tunnel 15

session ID [f] session.

clear 12tp [tunnel tunnellD tunnellD-number | session tunnellD tunnellD-number
sessionlD sessionID-number]

SR

tunnel

THFRIEE

session

HERiE.

EifE)

15 RBETE € tunnel ID Fi@TE, BiERRTEE tunnel ID J&

tunnel ID 1 session ID E’JEX1E{[1I%‘I3j3<1-65535>0

clear Z i ZLE B MEIE A2

37DE#show [2tp tunnel

W (S MEEN 218D

L2TP Tunnel Information Total tunnels 1 sessions 1

LocID RemID Remote Name

2 14914 cisco26

37DE#show 12tp session

State Remote Address  Port
Est 192.168.20.156 1701

L2TP Session Information Total tunnels 1 sessions 1

LocID RemID TunnellD Intf

1 3391 2
TERIEE 2 B eiE 1.

vnl

Username State
(nulr) Est

37DE#clear |12tp session tunnellD 2 sessionID 1

SRAREE T REEM 1.

37DE#show 12tp tunnel

DUCHIERR, EIETIRAALE

L2TP Tunnel Information Total tunnels 1 sessions 0

1

T4 5€ session ID )<

Sessions

.

-21 -
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LocID RemID Remote Name State Remote Address  Port  Sessions
2 14914 cisco26 Est 192.168.20.156 1701 O

37DE#show 12tp session
L2TP Session Information Total tunnels 1 sessions 0

debug 12tp

BEPISAT A H I AT B R RS R BRGSO AT B E E TED
R R B A B B N

[no] debug I2tp [error | event | packets [control-packets | data-packets | detail]]

f# Ff} no debug 12tp & 1L B R {E S .

BH SH AR
error BRIt BB AT 1 R AR
event Rt Al A B
packets BRI HUS AR IR IR R A (AR RSO

packets Fr &S5

BH SR
control-packets SEIRL2TPRIH B Rl R 1% T 4R ST A 25
data_packets B IRL2T PRSI RN K 3% B R SC I 28
detail FTIT (BORHD T EAE SR B B S 40 A R TT %

E:

1) PUTEHS

debug [2tp packets
FRETHITTERFESHS
debug [2tp packets control-packets

debug [2tp packets data-packets
2 PUTERS :
no debug [2tp packets

FRTHIT TERREBS

-22 -
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no debug I2tp packets control-packets

no debug I2tp packets data-packets

debug I2tp packets detail XRENFFX , BIRFTFHIXA debug FEEFTENEUREIR X AINS. &
SNREIRJECE T debug I2tp packets control-packets , BRAKSHIEMZEIRSANFMER | B | &
SNFEIRYECE T debug I2tp packets data-packets , BRAKGFTENEURIRSAUIFEHAEE. WRAE
BIXA™ debug , BBA debug FEHIHR S FNEUERSCIEE RITEMEEES.

LEES

i

HS

E3EEist=]

P

777 12tp debug 52 )5, W LA 12tp BEERAORFIR(GE . SFAHidA (5 B S B A A& 1
HHRRoC A, B HET 12tp SRS

P B i 4
37DE#debug 12tp packets control-packets
37DE#debug 12tp packets detail

ITENfE R

2003-1-14 11:19:23

L2TP TX -> ctrl packet: flg TLS,ver 2,len 55,TunlID 0,SesnID 0,Ns O,Nr 0 :SCCRQ
2003-1-14 11:19:23

L2TP Control Packet Header :

C8 02 00 37 00 00 00 00 00 00 00 00 il
2003-1-14 11:19:23

L2TP avp Message Type :

8oogooooooo0000OL Ll
2003-1-14 11:19:24

L2TP avp Protocol Version :

8008000000020100 L.
2003-1-14 11:19:24

L2TP avp Framing Capabilities :
800A0000000300000000 L.
2003-1-14 11:19:24

L2TP avp Assigned Tunnel ID :

8008000000090002 L.
2003-1-14 11:19:24

L2TP avp Host name :

8009000000076CHE6163 .. lac
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BEH E] SCCRQ I3k, TR/ RN L2TP SLAE T4~ AVP, T REEAN AVP [ 2
N ES. (EXANRE debug I2tp packets detail, A4 SC %)

15 R
L2TP I EA
>-> RCfEE T (A RIRIAMNR IR
ctrl packet LR P RSO BRSO
flg L2TPL A& flags
ver L2TPHMS KSR A
len AR
TunliD L2TPk AL 5 EiEID 5
SesnID L2TPL A E &1 ID S
Ns JBIERIETFI S
Nr BIERZ TS
SCCRQ BRSO R R
L2TP Control Packet | phizhilR L IHIL2TPL N %
Header :
L2TP avp B HEIRSCEEAVP (JEERAVPZERLRT P 25)

N 12tp BRI AR RS R

37DE#debug 12tp event
2003-1-14 10:58:51 L2TP: Tunl 6 be created.

2003-1-14 10:58:51 Tunl 6 L2TP: status changed into IDLE
2003-1-14 10:58:51 Tunl 6 L2TP: Sesn 1 be created.

2003-1-14 10:58:51 Tunl/Sesn 6/1 L2TP: status changed into IDLE
2003-1-14 10:58:51 Tunl 6 L2TP: TX -> SCCRQto Tunl 0

2003-1-14 10:58:51 Tunl 6 L2TP: status changed into WAIT REPLY

2003-1-14 10:58:51 Tunl 6 L2TP: RX <- SCCRP from cisco26 Tunl 12871

2003-1-14 10:58:51 Tunl 6 L2TP: TX -> SCCCN to cisco26 Tunl 12871

2003-1-14 10:58:51 Tunl 6 L2TP: status changed into ESTABLISHED
2003-1-14 10:58:51 Tunl/Sesn 6/1 L2TP: TX -> ICRQ to cisco26 Tunl/Sesn 12871/0

2003-1-14 10:58:51 Tunl/Sesn 6/1 L2TP: status changed into WAIT REPLY

2003-1-14 10:58:51 Tunl 6 L2TP: RX <- ZLB from cisco26 Tunl 12871

2003-1-14 10:58:51 Tunl/Sesn 6/1 L2TP: RX <- ICRP from cisco26 Tunl/Sesn 12871/3387

2003-1-14 10:58:51 Tunl/Sesn 6/1 L2TP: TX -> ICCN to cisco26 Tunl/Sesn 12871/3387
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2003-1-14 10:58:51 Tunl/Sesn 6/1 L2TP: status changed into ESTABLISHED
2003-1-14 10:58:51 Line on Interface Virtual-tunnell, changed state to up
2003-1-14 10:58:51 Tunl 6 L2TP: RX <- ZLB from cisco26 Tunl 12871

1 iy
Tunl/Sesn A HIBTEFI 2215 DS (AR AR R Rl iE b ko, A
=, FED
L2TP [UNRES
>-> ROt TT I (AR A R i%D
ICCN PR SR
Cisco26 78 B 8 T 44 R
Tunl/Sesn 1223 TE AN 2% 1D 5

1.1.26  show pptp

IR pptp HIEIEM &1E40HE E

show pptp [tunnel | session| traffic]

S
S SHHAA
tunnel WoRNEIES THE R
session INETEGHE B
traffic BIRPPTPIRRESHE B
LELES
EHIE
ERiER
N M ATAFAE R IE A 2 1E A R G5 B
ANl

1.Show pptp tunnel 7345 :

21#show pptp tunnel
PPTP Tunnel Information Total tunnels 1 sessions 1

Socket TunllID Remote Name State Remote Address  Sessions
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VPN At &
14 1 204 Established 192.168.20.204 1
AT NI ENEIE A 2 E .
13 ik
Socket @i i Socket ID
TunnellD JHIE [ A HID
Remote Name 308 308 3 i 3 4
State HENEEIRTS
Remote Address ST A3z | P bk
sessions I E AL I 2 AN
2.Show pptp session 7= :
21#show pptp se
PPTP Session Information Total tunnels 1 sessions 1
LocIlD PeerID TunllD Intf State
4 18261 1 s2/0:1 Established
Ui B :
15 ik
LocID ZfiAM 1D
PeerlD 25D
TunliD JBIBID
Intf L3 21 0 44 R
State TS EIRA
3.Show pptp traffic 7= :
21#show pptp traffic
PPTP Traffic Statistics Information:
Tunl/sesn: 1/4:
TxQueueFulls: 0
AckQueueFulls: 0
Congs: 0
PktSents: 111
PktRecvs: 111
InPktDrops: 0
OutPktDrops: 0
FmtErrors: 0
Ui B :
13 iR
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Tunl/sesn: Ge ik X A IE IDAUA L2 EID
TxQueueFulls SR B S R FOUH
AckQueueFulls SN B S A O 8
Congs RA IR
PktSents 5 i 23 T R % SRS A8
PkiRecvs O P iE GOE St S
InPktDrops 54 5] S BT 6 (BB RS
OutPktDrops S 238 2 35 M R I SO SO
FmtErrors KR Sk AR IR SO

1.1.27  clear pptp

5% tunnel I5F, 75 445 52 tunnel 1D f¥) tunnel (I tunnel (KT session 5 #8 35 14
5 session B, &S tunnel ID (7 tunnel T 55 session ID [f] session.

clear pptp [tunnel tunlID tunnellD-number | session tunliD tunnellD-number
sessionlD sessionID-number]

S
e S ¥R
tunnel bV STRER
session BB
SRR
EHE
ERiER
1EFR$E € tunnellD FiEE, BERRTEE tunnel ID iliE T $5 2 session ID flaxif. H
tunnel ID F1 session ID {4 7& [ #l <1-300>.
ANl

clear Z B %¢E CA HEIEM &L (A& —MEEM—Daih):

21#show pptp tun
PPTP Tunnel Information Total tunnels 2 sessions 2

Socket TunllD Remote Name State Remote Address Sessions

-27 -



1.1.28

VPN Fic & fir 4
17 1 204 Established 192.168.20.204 1
21 2 pns2 Established 192.168.20.26 1
21#show pptp se

PPTP Session Information Total tunnels 2 sessions 2

LocID PeerlD TunllD Intf State
4 18261 1 s2/0:1 Established
6 70 2 vnl Established

TERIEIE 2 B4 6.

REERGE NREM G, 20 CORIER, EETAEE.

21#clear pptp se tun 2 se 6
21#show ppt tu
PPTP Tunnel Information Total tunnels 2 sessions 1

Socket TunllID Remote Name  State Remote Address Sessions
17 1 204 Established 192.168.20.204 1
21 2 pns2 Established 192.168.20.26 O

21#show ppt se
PPTP Session Information Total tunnels 2 sessions 1

LocID PeerlD TunllD Intf State
4 18261 1 s2/0:1 Established

debug pptp

HEBUE (T 5 B th HEIEHT B3 06 SR L MEBUS (TR TAEIHT DAL (5 B 476D
MO B % ) R 60 75

[no] debug pptp [error | event | packets [control-packets | data-packets]]

#/1 no debug pptp ZE1EERER

S SR
error B R pptp B HIE AT (1) 578 A R
event EIRpptpB FA R (G S .

7R pptp BRI A A IR I B B N A CRLIE T AR SR B i

packets )
3o

packets Tin 4S54
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B SR
control-packets R PPTP BB 3 A1 & 3% A2 4R SC A 2
data_packets PR PPTPAS BRI B AN 2% B R SC A 25 o
VE:
1) TS
debug pptp packets

FRTHITTERRSGS

debug pptp packets control-packets

debug pptp packets data-packets

wiTER<

no debug pptp packets

FREFHIITTIEMRFEGS !

no debug pptp packets control-packets

no debug pptp packets data-packets

EMfarE

177 pptp debug 15 2 )5, ATLAfH pptp B AGHRIE B SRS BRI A K
HHE s g, W AT pptp SEZHT

=~

1)

114K 3 Debug 7~ :
fic & AT &
21#debug pptp packets ctrl-packets
FIENER -
PPTP TX -> ctrl packet: Tunl 1 SCCRQ: Ver 256,Frm 3,Bear 3,Host pac21,len 156
009C 0001 1A2B3C4D0001000001000000 ... +<M........

00 00 00 03000000030000010070616332 ... pac2
3100 00 00 00 00 00 00 00 00 000000000000 1..............
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2003-11-15 00:52:06 00 00 0000 00 00000000 ................
2003-11-15 00:52:06

PPTP RX <- ctrl packet: Tunl 1 SCCRP: Ver 256,Frm 3,Bear 3,Host 204,RstCode

1,ErrCode 0,len 156

009C00011A2B3C4D 000204 EB01000100 ..... +<M........
00000003000000030000120032303400 ............ 204.
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .......eveeee.
2003-11-15 00:52:06 00 00 00 00 00 00 00 00 00  ................
2003-11-15 00:52:06

PPTP TX -> ctrl packet: Tunl 1 OCRQ: CalllD 2,CallSerial 10001,MinBps 0,MaxBps 0,Frm

3,Bear 3,RcvWin 64,len 168

O0A800011A2B3C4D 000700000002 2711 ... +<M...... "
00 000000000000000000000300000003 ...

00 40 00 00 00 00 00 00 00 00 00 0000 000000 .@..............
2003-11-15 00:52:06 00 00 00 00 00 00 00 00 00  ................
2003-11-15 00:52:06

PPTP RX <- ctrl packet: Tunl 1 OCRP: CalllD 18250,PeerlD 2,RstCode 1,ErrCode

0,CauCode 0,ConnBps 64000,RcvWin 64,len 32
00200001 1A 2B 3C 4D 00 08 00 00 47 4A0002 . ..+<M....GJ..

2003-11-15 00:52:06 00 00 40 00 00 00 00 00 00  ......... @......
TERY SCCRQ =HRR IS ML S BIAA
1 ik
PPTP A
TX-> AR M) (AR RIE)
ctrl packet WK iRk SOMBER D
Ver PPTP MY B W M A
Len AR E
Calllb PPTPL LA S TEANIDS
SCCRQ BRI AR oL 2R
Frm K% AT SRS
Bear HE MU S FEE R
Host RAZ AR ST ) R4 B
X SCCRP 2 il SCHI AN I B (5 EHAHFE R AR D
1 ik
SCCRP BRI AR oL 2R
RstCode ZEOLAD, NANNEIE S, FAm A E L
ErrCode WUREE RAGA N, AT R F R
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X OCRQ 2 il LM B W] (5 L AR A E D

13 Eizipy
OCRQ Bz S 2
CalllD PPTPL B E ) & AHID S
CallSerial PPTPL A &M H S
MinBps f/NBps, B ATEA bR X
MaxBps % KBps, HHi#A SLhrE X
RecvWin FRUCE 1R/

N OCRP 424k SCHI 2Nk ml W] (5 L AR AR

5] B
OCRP B4R S 282
calllp PPTPL B A& K& AHIDS
PeerlD PPTP:L LA & A TR iRID S
connBps R
RstCode SR, NIRRT SR
ErrCode GERTIANL, MR RD

(2)  HdfEdk L Debug 7Rl

We i
21#debug pptp packets data-packets
TEE R :
21#ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1): 56 data bytes
--- 10.0.0.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/8/10 ms
2003-11-18 16:18:37

PPTP TX -> data packet: TunlID1, LocID 1, PeerID 89, Len 85, FIs S, Seq 9,

2145000054 00 8B 00 00 FF 01 A7 1IBOA0O0O 00 !E..T...........
020A0000010800F6 F20010000000010B ................

ED 040506 070809 0A0BOCODOEOF 101112 ...........
2003-11-18 16:18:37 1A1B1C1D1E1F202122 ...

PPTP TX -> data packet: TunliD1, LocID 1, PeerID 89, Len 85, FIs SA, Seq 10, ACK 9

2145000054 008D 0000 FF01A7190A0000 IE.T..........
02 0A0000010800F6 FO0010000100010B .......eeeeee
EE 040506 070809 0AOBOCODOEOF 101112 ................
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2003-11-18 16:18:37 1A1B1C 1D 1E1F 202122 ... "

PPTP TX -> data packet: TunliD1, LocID 1, PeerID 89, Len 85, FIs SA, Seq 11, ACK 10
21 4500 00 54 00 8F 00 00 FF 01 A7 17 0A0000 !E..T..........

02 0A0000010800F6 EEO010000200010B  ....cccvvvvvees

EF 04 0506 07 0809 CAOBOCODOEOF 101112  ....ccceenvee

2003-11-18 16:18:37 1A1B1C1D 1E1F 202122 ........... "

PPTP TX -> data packet: TunliD1, LocID 1, PeerID 89, Len 85, FIs SA, Seq 12, ACK 11
2145000054 00910000 FF01A7150A0000 IE.T.......

02 0A000001 0800 F6 ED0O010000300010B  ...cccenuee

EF 040506 070809 0A0BOCODOEOF101112 .............

2003-11-18 16:18:37 1A1B1C 1D 1E1F 202122 ... "

PPTP TX -> data packet: TunlID1, LocID 1, PeerID 89, Len 85, FIs SA, Seq 13, ACK 12
21 4500 0054 0093 00 00 FF 01 A7 130A0000 !E..T...........

02 0A0000010800F6 EBO010000400010B  ....ccvvvvnnes

FO 04 0506 07 0809 OAOBOCODOEOF 101112  ....cccceenee.

2003-11-18 16:18:37 1A1B1C 1D 1E1F 202122 ... "

PPTP TX -> data packet: TunliD1, LocID 1, PeerID 89, Len 24, FIs SA, Seq 14, ACK 13

FF03C02109050014561205B200000000 ... V.......
2003-11-18 16:18:37 31 -18 16:1
PPTP TX -> data packet: TunlIiD1, LocID 1, PeerID 89, Len 24, FIs SA, Seq 15, ACK 15
FF03 C0210A050014561205B200000000 ..L..V......
FF 2F 92 8E COA8 14 1A Jo.

TR BN 3 1 B -

s ik

PPTP WL TR

X -> RICFEETT I (AFRIRIAANRIED

data packet WOCRA AR SCREHR RO

Fls PPTP GREk % ffiflags, HAHANS. A

S R STR T 515 Seq e B A2 AE

A RSO R T 515 ACK & TR A 1E

Len BAOCKE

TunliD JHIEIDS

LocID A 2=1EIDS

PeerlD T4 iEID S

Seq RIS

ACK R AT 5=

() M+ Debug /~Hi:
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26# debug pptp event

TEE B
26#debug pptp event
2002-1-1 16:18:43 PPTP: Tunl 2 created.
2002-1-1 16:18:43 Tunl 2 PPTP: status changed into IDLE
2002-1-1 16:18:43 Tunl 2 PPTP: RX <- SCCRQ from
2002-1-1 16:18:43 Tunl 2 PPTP: TX -> SCCRP to lac3
2002-1-1 16:18:43 Tunl 2 PPTP: status changed into ESTABLISH
2002-1-1 16:18:43 Tunl 2 PPTP: Sesn 83 created.
2002-1-1 16:18:43 Tunl/Sesn 2/83 PPTP: Call state changed into IDLE
2002-1-1 16:18:43 Sesn 83 PPTP: RX <- OCRQ from lac3 Sesn 2
2002-1-1 16:18:43 Sesn 83 PPTP: TX -> OCRP-OKk to lac3 Sesn 2
2002-1-1 16:18:43 Tunl/Sesn 2/83 PPTP: call state changed into ESTABLISHED
2002-1-1 16:18:43 Line on Interface Virtual-access1, changed state to up
2002-1-1 16:18:43 Line on Interface Virtual-access1, changed state to up
2002-1-1 16:18:49 Line protocol on Interface Virtual-accessl, changed state to up
2002-1-1 16:18:49 Tunl 1 PPTP: RX <- ECHO REQ from lac2
2002-1-1 16:18:49 Tunl 1 PPTP: TX -> ECHO REP to lac2
2002-1-1 16:18:50 Tunl 1 PPTP: TX -> ECHO REQ to lac2

TR AN 5] 5 -

i ik
PPTP WL FR
Tunl 2 JHiE 1D

IDLE/ESTABLISHED.etc. | jifiigak# 2 & (kA

TX-> EEHRSCEIE T (RARFANRIE)
RX <- EEHR SRR T A (RAREO
SCCRQ/SCCRP etc. Wi ) B pr 2 TR

Sesn 83 SEAHID

Call state FORETERSE

Lac2 T T S AL A R

Tunl/Sesn 2/83 HEMSTERAHID S
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