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F1xE IPFHEE WS

1.1 IPSUFRE S

IP F-hkAC & 4 E 4
® arp

®  arpscan

° arp timeout

° clear arp-cache

° ip address

) ip directed-broadcast
) ip forward-protocol udp
) ip helper-address

) ip host name

[ ) ip proxy-arp

) ip unnumbered
) keepalive

) show arp

o show hosts

) show ip interface
1.11 arp

fic & 54 ARP %, #45 ARP UGS 2k AR E ARP 25477, dn B IBR I B 1 ER A&
ARP BUZITE, £ noarp 4.

arp [vrf vrf-name] ip-address hardware-address [alias]

no arp [vrf vrf-name] ip-address

2% SHIEA
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Vrf-name CZRVRFIIRAT]E) VRFAZFK.

ip-address

ASHOHCHE R B L B IP St o

hardware-address S Hb B PR B O ) F b L

alias (FT3E) 2% HH 2% B2 01X — IPHBHEARPIE K, 3 SR A B A X AN IPHuL .

ARP Zi A7 PAFAE K AT B A ARP U
RN

2R E S
1= FtER

R TENVER AT LSRRl ARP T, Bt A BT 2 RO ENLECE RS ARP
W& . VRF Fr&1RU1Z% arp RIUR W4 VRF.

P

FHEFX eSS E IP bk 1.1.1.1 ) =ML MAC Hilik A 00:12:34:56:78:90,
arp 1.1.1.1 00:12:34:56:78:90

P
clear arp-cache

1.1.2 arpscan

T IR e & F T 200 TR 1P Sl 7 B 4 BTl arp, 225014 arp
RIURAT I A 2T

arp scan

Nno arp scan

B S O T
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wmeEN
O ES
{E AR
(1) IR 47 (no) arp scan;
(2) il up B, $AT arp scan, Ui FN A ip Mk FT R BT arp WESK, RN
(5] N PRAT N i A5 R T
(3) JABEAEML LININEMNL, FRAERAEME ZBIFEE, SUAFEZEN arp, 23
FiZENL arp tHIRAE N ER SR TN
(4)  #47 no arp scan, Wi ITA ip Hudil BT e R B arp 26 04 RN 55
(5) ¥mE ip HibkeAE CALFE T ip kAR 4k, second ip HibEESIIMIEREE), MIBRE ip s
HEPAE PR IK) arp R I4SRMIE, AN ip Huhik Bree B FEAT 4 B arp 153K, %
FI) arp KIRAF i AR
(6) 0 down AEAHER2EFIR arp R, up HIRHE S BT —IR 2 BTk
(7)  REAELER O EAE SRR 1P Huhl, &S 18 3R 24K e [a]
ANl

NIHIX 4T A {E B2 11 Ethernet 1/0 FECE ARP $14f.

interface ethernet 1/0
ip address 192.168.1.2 255.255.255.0
arp scan

AT show run BEE RIFFS R L& -

arp 192.168.1.230 00:04:23:10:c7:f7
arp 192.168.1.81 00:a0:0c:13:64:7d
arp 192.168.1.7 00:60:98:ef:84:92
arp 192.168.1.81 00:a0:0c:13:64:7d
arp 192.168.1.11 00:e0:0f:7b:03:8a
arp 192.168.1.5 00:11:5b:9a:72:3b
arp 192.168.1.1 00:e0:0f:7b:03:8a
arp 192.168.1.6 00:13:46:8f:42:58

BT show arp fit 5 51 &2

show arp
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% There are 8 arp entries total.

Protocol Address Age(sec) Hardware Address Type Interface
IP 192.168.1.230 - 00:04:23:10:c7:f7 ARPA
IP 192.168.1.81 - 00:a0:0c:13:64:7d ARPA
IP 192.168.1.6 - 00:13:46:8f:42:58 ARPA
IP 192.168.1.11 - 00:e0:0f:7b:03:8a ARPA
IP 192.168.1.2 - 08:00:3e:ff:77:e0 ARPA
IP 192.168.1.1 - 00:e0:0f:7b:03:8a ARPA
IP 192.168.1.5 - 00:11:5b:9a:72:3b  ARPA
P 192.168.1.7 - 00:60:98:ef:84:92 ARPA
PSR
show arp

1.1.3 arp timeout

BCE ARP Zefihzhads ARP RINHIAFAER ] AR EWRE BISEE A1, 1 no arp

timeout =Y default arp timeout 474 .
arp timeout seconds
no arp timeout

default arp timeout

BH
S SR
seconds ARPLEAFHENAARPRIUIF LI 0] (F). 0 FURTEE A8 A A3
B HIARPYEAF A SR R o
RE

180 # (3 70&h)

YRR
EORES
£ AR

WRAEAE R ARP (10 L3 TECE, MECE L. show interface iy 4 B /s E XA
B0 FRCE ) ARP BRI 8], SRW R

ARP type: ARPA, ARP timeout 00:03:00
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P

FHIX A {EH: 1 Ethernet 1/0 ERCEZIE ARP MU A AR [A] 2 900 #5, DAfH{E
ARP 2247 58 P Hb il 7

!
interface ethernet 1/0
arp timeout 900

1
Hx&®s
show interface

1.1.4 clear arp-cache

EBRITAENA ARP 217,

clear arp-cache

w5

T HE a2 TRER T 30 A ARP 2247

clear arp-cache
PSR
arp
1.1.5 ip address

BoEH O 1P Huhl, [FIA 38N, Hl AKX 5 AB,C 3 IP ik, HE,
ANBEAE ] 2 38R FE b (CEHLEE 4 1) BT LURM, Hg 288 2 AN 10w BA
ER—AMEBL L. B2, PUKREE O TR E BN REA e R BRI A, B
TGS, — RO E— AT AR E — A FHbE R TR 2 N M@tk . A& stk
HEEAERE 7 Ehb e AT LI E, MWE bk 43I 2 J5 A4 T LUIER FHhk. REiA
SARK P RS, WiR EE N A e e P, Bt R R D R E S M
FAE A — WX B _Ef 1P bR AR S R b, 4 AN BERf 2 XA 1P Mkt (5l Gn sz D B D,
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WA B O FEIE. R —NMEOKRAERE IP bk, WHBARLRSHEND
(unnumbered $#171), NEXANEOARLF 1P #)3C.

IR BN 1P okl 8E 45 1RO IP RSCAbEE, T LAEA no ip address fiv4
R O LR B 1P k.

ip address ip-address mask [secondary]
no ip address ip-address mask

no ip address

¥
SH SRR
ip-address IP bk,
mask IP MR,
secondary (FTiE) feAMCE R IPAE YL, R EA W, WECERZIPI k.
®RE
B EABEARAT 1P Hudik.
wSRR
BEORES
AR
R B B AN FR B G E TS 1P Mk, Hee R EE R B L R G L
BEAHFEIZ N BB hE, 15 S S AR PR 51 A B Fh I R
L1 OSPF Whisif, ZEfER— % 0 LA bk A1 e 3 EHUhEAE R — > OSPF area
i,
Bl

T A1E ethernet1/0 8: 11 FCE ikl 202.0.0.1, W54 255.255.255.0, 5 4MiD
BT HA 1P MWkt 203.0.0.1 1 204.0.0.1,

interface ethernet1/0

ip address 202.0.0.1 255.255.255.0

ip address 203.0.0.1 255.255.255.0 secondary
ip address 204.0.0.1 255.255.255.0 secondary
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1.1.6 ip directed-broadcast

BeRP ER) 4, FRR R ST R UGS .
ip directed-broadcast [access-list-namer]

no ip directed-broadcast

S
B S ¥R
access-list-name (AT ViR AF . e LT VMR, JRAWRRRTNT HR S
Wil R .
HE

BAETEOLT, AER P ER .

DL
EORCES
]

NHERIF R D ethernetl/0 ERCE R K P E T 1.
|
interface ethernet 1/0

ip directed-broadcast
!

1.1.7 ip forward-protocol udp

2P0 FRCE T ip helper-address J&, A FEeExits UDP Bl BRI &k SCit 1754
Ko

ip forward-protocol udp [port]
no ip forward-protocol udp [port]

default ip forward-protocol udp

S SRR
port (AT%) F5 w2 rIUDPHR TR H i3 1
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RE

# R NETBIOS %7 li% (Name Service) 3¢,
wSRRN

LRECES
fERULER

H BTk 8 5 & NETBIOS 447k 554k 30, IR E R AR K NETBIOS 44 7553, 7T LA
BT IUE a2

no ip forward-protocol udp netbios-ns

no ip forward-protocol udp 137
i R H R a4 IR R R R UDP A IR 3 43
no ip forward-protocol udp
w5l
Router_config#ip forward-protocol udp 137
xS
ip helper-address

1.1.8 ip helper-address

¥ 1P ) R RCSC R B A e 1 1P #5 Bhkhl, AT DUR 8 H g ) fR bk . A
I A) LG & 235 Bk . ip helper-address address

no ip helper-address [address]

S
S SHEA
address IP Bk
Hha

ARECE IP i Btk
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B

BOBES

A (E X.25 B0 EANEIEH,  DUOui &R ASREREnl A EE) 4%
=l

N A A 7E#E D ethernetl/0 FRCE IP #Bhihk 1.0.0.1.
!
interface ethernet 1/0

ip helper-address 1.0.0.1
!

PSR
ip forward-protocol udp
1.1.9 ip host name

& SCE A ENLAFR—HBE R . A SRR AL MR — kg, ] no ip host 7 4.
ip host name hostname address

no ip host name hostname

S
B SHRAA
hostname B
Address IPHihE .
r =)
WA B AT
SRR
ERAES



0 2% B A BE B i &>

15l
N T ECE 1P ikl 202.96.1.3 [ EHL A FRE dns-server.
ip host name dns-server 202.96.1.3

1.1.10 ip proxy-arp

FEF O EBEATAAEE ARP. I REESC XTI BE, A no ip proxy arp fir 4.
ip proxy-arp
no ip proxy-arp

Y
A SRR B T

®RE
TR ARP,

RN
HORES

fEAULER
A HEE] ARP TR, AR B B85 SIHEER 1P sk pRgdr,  HLEK dr4 ORI E)
R OURTE, B A LU O MAC ik & H ARP TR, 85, 7RIS PrEds
OO, AT . XA, BME— & B AE TN KRN, B A B
BRI H, WEEAZIEE . X ERY, i EAUAE BRERAE R — R R
AR AL B A PR AL TR ST, E AR AL ATER — AN IP M, 2, £/0E
B 1P iyl 06 20 e 8 A H 28 A EATIFE R — AN 1P 7 e, gl i, T DU F AN RO
o 0N, AR AR AL IR S .

5l

R HIFF1EHE 1 ethernetl/0 FATHREE ARP Ijfg:
!
interface ethernet 1/0

ip proxy-arp
|

10
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1.1.11

ip unnumbered

BeE — MR R 5, THT@EE IP Mk 5 1P ALEE D) fE . AT b AR B
() IP 4b3, 8 F] no ip unnumbered 4>

ip unnumbered type number

no ip unnumbered

2% SR

type number FH—E TIPHBE AR ORGSO LR e
IPHuAIE ) o w5 B2 10 .

AN A BRI e

R

BOBES

f&£ F 15 BA

w5

X B R LR, W DOARCE A 1 P st TR X S iy AR MR L
JEE) 1P A, JEFREAS I E R O ERAT R0 IP bk AR YA U AR R L, A
fE474 1P dhhk. XFEHEE S OFONTES S (unnumbered) #2101, B4 5811 B
NP AR, ol i ey SRR S, RS A 4 P E IR 0 ERCE A R IP M. B
FHIX — iy b 5 IR 6 it e AR AE 124 1 B AOR SR . (R, A R AR

(1) f#H HDLC, PPP, LAPB, SLIP *Wﬁ*%ﬁz%ﬂ’]%ﬁ%D%DI%J‘;%DT DA
FEAATLE R S0, (HZ&, X.25 fil SMDS # O AREfE X &4 .

(2) Tkt ping AKX AN BE R TS 1B TAE. A LU ] SNMP Sz fEAe iz 422
IR AS .

Kok A MR RFC 1195 A 56 4% AT DIANEC B AT 2 1P ik A Se B -

AR EM Z R ER D P I R ATHER, DAUVNOXS R RIS ITEIR 5%
R L e BB RES R AT 0% B TS B .

N A2 E2 1 serial0/0 FCE R edn 5 1, {0 ethernetO/l FECE KA KL IP
Hidik 1.0.0.1 fE X AN D R IR HI TR H L

11
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!

interface ethernet 0/1

ip address 1.0.0.1 255.255.255.0
|

interface serial 0/0

ip unnumbered ethernet 1/0
!

1.1.12 keepalive
DR ENLR AT BE VA28 R . @K% ICMP 8] SAE SRR SCE X T, (HANSESF
X757 11 ICMP [8] B8 &R 5T
keepalive [ group group-id ] [ source source-address ] [interval interval-time]
[number number] destination destination-address
g
2 SHEA
group group-id ATLANCE £ % keepalive fiv4, 42 IALigroup-idX 4. #k%: 0
source W EIRSCR A IEIPHE.
source-address
BAE . RIERE D EIPHINE.
interval interval-time | &K SCRIEZ EIAE G, DD B f . B 1R
number number BUIRSCRIER AL & 5.
destination HEN.
destination-address
BB
B REES
155 A5t RA
keepalive 74 S RF Hisbb A 2 Fsthhl. WA AR #E (255.255.255.255) Hi# 2
ZREHE, AETA SR R RS R 2RI AT R L B RIE ICMP 8] REAE SRR L.
AT 2 ANGERE ICMP R R, B R e i ) B il & 1% 8 € 20 H 1) ICMP 33,
Nl

PLRECE T M2k keepalive fir4.

B4 10 P ep Lyl 192.168.20.230 A H (#hhk 192.168.20.1 k&% 10 4
ICMP request 3. #ICH K% C i H it 192.168.20.1 A1 B B IE R Ve sE

12
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keepalive group 1 destination 192.168.20.1 source 192.168.20.230 interval 10 number 10

BeEA 1 Feh(BRAE) DL HHE 172.16.20.232 A H [HihE 172.16.20.5 %&i% 5 (B
IME) ICMP request 730, R SCH) &% 1/ H itk 172.16.20.2 F1% i P 3L [F] ok
E o

keepalive group 2 destination 172.16.20.2 source 172.16.20.232

1.1.13 show arp

SR ARP EI0, AIEEO P #ilk ARP Mg, FHOEREMES ARP BUg, s
ARP B,

show arp [vrf vrf-name]

S
B SR
Vif-name CZFFVRFRRARTT i) 45 2 BonWlSvrfifarp2 1.
SRR
EHA
{E AR
BRI B
S SR AR
Protocol PRl S4EE bl RS 0 28 Bk (2R A, Bl anIP,
Address Hotl, S AHBAE R gL, aniPHbhE .
Age AAEE]), ARPZE TN A BB BLAE R a], DL g By . 5l 2808 X 4%
ARPRIIA 25X AMA
Hardware Address | 4B, 5kt BRI FRthdl, ST MR 52 IR TN A .
Type KA, FoRBEOERROCERKA, EI5ARPA, SNAPZ,
Interface B, 5IXANPIL kAR DS IR RAE .
ANl

T4 s ARP 247

router#show arp
Protocol IP Address Age(min) Hardware Address  Type Interface
IP 192.168.20.77 11  00:30:80:d5:37:e0 ARPA Ethernetl/0

13
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IP 192.168.20.33 0 Incomplete

IP 192.168.20.22 - 08:00:3e:33:33:8a ARPA Ethernetl/0
IP 192.168.20.124 0 00:a0:24:9e:53:36 ARPA Ethernetl/0
IP 192.168.0.22 - 08:00:3e:33:33:8b ARPA Ethernetl/1

1.1.14 show ip hosts

BoR BN ARG A h T R I

show ip hosts

VA S T

RN

w5

N A2 R T EALAARRAE AR -

show ip hosts
BEHS
clear ip host

1.1.15 show ip interface

BN ERIP BCE.

show ip interface [type number]

¥
S 285
type (ATik) B 2A,
number (ATik) BL%HS.
LESEEY
ERA

14
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£ F i RA

P

AR SR BB R W] DA RO Bl B — AT R, RES 2 Protocol Up”. 2R

XA EERCE P Mok, %2 e bR b in—
H, L2 “Protocol Down”, X4k ELIZEM B g ER. 0S8 e ATy T,

AREHEOER. BN, SoRFrEEOR IPRREREE.

T A e e0/l FRyIP BLE .

Router#show ip interface e0/1
Ethernet1/0 is up, line protocol is up
IP address : 192.168.20.167/24
Broadcast address : 192.168.20.255

Helper address : not set
MTU : 1500(byte)

Forward Directed broadcast : OFF

Multicast reserved groups joined:
224.0.0.9 224.0.0.6 224.0.0.5 224.0.0.2

224.0.0.1

Outgoing ACL : not set
Incoming ACL : not set
IP fast switching : ON

IP fast switching on the same interface : OFF

ICMP unreachables : ON
ICMP mask replies : OFF
ICMP redirects : ON

TR U]

SREIERSH . A AEERE P

H
HE

b1

i

Ethernet1/0 is up

AR AT, B BR e up”. AR AT,
B ES L AR up i o

B RN 2

line protocol is up

WA AT DA SR A, B LB P AT 9 up
F, 2 AR AN M B SR L AU Up Y

"o QAR LTT

IP address

B2 NP HuLE R A 284450

Broadcast address

BN fE L.

MTU

BB wERIP MTU.

Helper address

BRTERIE

Directed broadcast
forwarding

B R BHRE ) FR RO

Multicast reserved groups

joined

AR 2 34

15
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é\

Outgoing ACL e VG P P e 0 R
Incoming ACL A RE T LN Eti

IP fast switching

B AR R 1% B R TSR S P R K

Proxy ARP

B 5 FREARP,

ICMP redirects

BORE R ICMPE AL L.

ICMP unreachables

e HR TR BICMP AN A BA R 5

ICMP mask replies

B R R HICMPHERD 2R 3o
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FH2E NATEEWS

2.1 NATECE®S

211

NAT P & fir 2 L4
[ ) ip nat
) ip nat local-service
° ip nat enable-peek
° ip nat inside destination
° ip nat inside source
) ip nat outside source
° ip nat pool
° ip nat translation
) clear ip nat statistics
) clear ip nat translation
) show ip nat statistics
) show ip nat translations
) debug ip nat
ip nat

ip nat {inside | outside | mss inside | outside | mss }

no ip nat {inside | outside | mss MSS-value}

2 SHULAA
inside RO B LHEEBI T2 (28 IR ANAT R
outside FUAHE LIEIERI SR LS (4 IRMANATER R

mss MSS-value P EMSSIE IMSS-value (hFisEHELF ip nat outside)

17
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BT BEIR X AN RS AE AR NAT

wERA
EORES
£ HRA

P

A RELLE “ER” A “HNER” 45 1 2 (B4R 1A IR SCA AT DA . b 0N MR
NAT [0 57 % d 8% 20858 — DB DA — o .

EHT 1P NAT 52 D A 4R 72 R 1 42 1 R A 5 T R AS B IR AN NAT (o 25 $th bk 88
B, nAUEER IR R TIRE, A1 NO B

EE:

ip nat mss #3<> RBEECAE ip nat outside AYEAT , BRWERRIESMNAEBM L ERYHHE SYN
FRaSHY TCP #RIEINRAY MSS ( Maximum Segment Size ) {8, WNFABLEILIZIZOUEH MSS
BRITHEE | (ERIX P an<HY NO FiZzl.

TR FAERE 192.168.1.0 5k 192.168.2.0 P4 bk i 8 EA LI HEATIEAE 0 1P Hy
HERNIEY 171.69.233.208/28 [ 2% rh 4= JrjME— ) IP bk, Jf HAZ MSS b 1432 f4.
!
ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat inside source list al pool net-208
|
interface ethernet O
ip address 171.69.232.182 255.255.255.240
ip nat outside
ip nat mss 1432
!
interface ethernet 1
ip address 192.168.1.94 255.255.255.0
ip nat inside
!
ip access-list standard al
permit 192.168.1.0 255.255.255.0

permit 192.168.2.0 255.255.255.0
!

18
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2.1.2 ip nat local-service

ip nat local-service {icmp | udp | tcp } disable

no ip nat local-service {icmp | udp | tcp } disable

2 SHEA

icmp lemp 3o

udp udpi® 3.

tcp teptRk 3o

HORES

et RA
s & R PAT AU BRIAEAL T, fEFRIEOy NAT Shilom s s 1, Rvrir
Vi i) B e @ A () iemp/udpltep 73 2 T AT BRIC B LE AR R0 2% P o8 i e 4
R, MR EF 7 IEE T R g R

G RABIERRIC O NAT Hhafisi 1100 # Hh a2 1 A8 1B 3 i) A3 ) iemp/udpltep $73C, #]
PAfE S RS N ECE IR %, XA 4 19 NO JE AT MR R ER AR .

EE:

i< REEBCERCH NAT ShERimOFrERORS A EOT , HREgEAEOZ IR
icmp/udp/tcp ZHHRSZ,

2.1.3 ip fastaccess

ip fastaccess deny {tcp | udp | icmp} {port number}

no ip fastnat deny {tcp | udp | icmp} {port number}

e SHULAA

19
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deny SE SCRH 1AL R
tcp & SCPH LT CPAL ]
udp 5 SCBH 1 UDPAL 4R )
icmp 5E XBH 1EICMPAL R
Port number TCP/UDPii; 145, i ¥1~10000
&
I
S tER
BORES
fEF iR

H1 7 ip fastaccess A AEHE T 4= IRFIRSCH o, R T EIET 1P ShERR#, I 75 2 H]
B — s ) 71 3%

B MRFREFER—RIDOTIRESIAMAR | MRERZIEES NAT SR |, MEREE
IFIR NAT FRRRYGIRZIRR. aIXdTRREREE NAFEZMNRTHIESIE | X
HE LR SRS,

2.1.4 ip fastnat 1tol

ip fastnat 1ltol outside {interface-type number} [backup-outside {interface-type
number}] inside {interface-type number} [privateservices] [extend]

no ip fastnat

¥
2 S5 EA

outside interface-type number 8 E HIFRIC INAT OUTSIDERI 4545 1, %Mk 1% 0
SRR .

backup-outside interface-type number | [ ] 5 {145 iC INAT OUTSIDEMIFI% B, %M
HHEORZMRBRINH .

inside interface type number 652 HIARIC UNAT INSIDERI M8 H2 10, i mI24843 1
FEO BRI

privateservices [FT3&]9T 5 AL R T B

20
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extend [FTAE ] JE SCRE 17 10 51 R Dy e

wERA
ERIER
f&£ F 15 BA

et A W F G 2 R G FR 1), ARG BIE S B E U 1.
WERAME AR ECE T VT 213, M BCAERL E I privateservices Al extend .

2.1.5 ip nat inside destination

A ip nat inside destination 4R & a4, FFiE A H LR NAT.FHIX N4 1) NO
TE, MIBRANHIE I ZNAS G, VERL, ZMIEAERE AT, ANREMIRR .

ip nat inside destination list access-list-name pool name

no ip nat inside destination list access-list-name

g
S SR
list name FRAEIPYT BI04 . Ik BB E it b 0 G R R 64T ML 1)
WOCHATRI R, e ARV A
pool name Mok R4, TERDSRIPRIIIE AR, I AN 4 e M A R IP R A
BRE

P H AR AN B

RS EE
ZRBCES

21
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£ 15 RA

XA A 7 1) 51 R A% AR L Sh A5 Hh bR B . >R B RIS HE DT 1) 51 3R A8 UG T 1 ik (1)
TRIC, W FH R E I bt o 25 T A A R bk SRR AT R, X AN ki 2 H ip nat pool
i 4 BTt e 1o

P

TR FHE & 171.69.233.208 W 4% 1E 15 O SCHRIPE N H Fdb ik F 192.168.2.208
X B ) PN 8 = Lk

!
ip nat pool net-208 192.168.2.208 192.168.2.223 255.255.255.240

ip nat inside destination list al pool net-208

!

interface ethernet 0

ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet 1

ip address 192.168.1.94 255.255.255.0
ip nat inside

1

ip access-list standar al

permit 171.69.233.208 255.255.255.240
!

2.1.6 ip natinside source

[ ip nat inside source /AL E A4, B NEBIEHLEER) NAT. X4 NO B
AT DU B i A5 T P O B RV R Zh 25 QG VR e Sl A8 M R0 DU AR s 1) B R 3 0 )
FEAE IS, ABEMIER .

7S NAT:

ip nat inside source {list access-list-name} {interface type number | pool pool-name}
[overload]

no ip nat inside source {list access-list-name} {interface type number | pool
pool-name} [overload]

BB HLIE NAT:

ip nat inside source {static {local-ip global-ip}
no ip nat inside source {static {local-ip global-ip}

FRAS i 1 NAT:

22
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ip nat inside source {static {tcp | udp local-ip local-port {global-ip | interface type
number} global-port}

no ip nat inside source {static {tcp | udp local-ip local-port {global-ip | interface type
number} global-port}

AP B NAT:

ip nat inside source {static {network local-network global-network mask}

no ip nat inside source {static {network local-network global-network mask}

¥
2% SH AR
List access-list-name 1Py i) 51 e F) 48 7 o URHLHLFF AU i) 51 2R A AR S0 ¥ 4 P bl v 7 42 )
Hudl KB
pool name M4, ANIANE B2 iE 4 R 1Pl .
interface type number Fe 2% 1
overload CRTIE ) i P 28 06 22 AN AR S b — AN 42 R g ik . *4OVERLOAD
BB, MRBE AR LI E 215 A TCPEUDP M5k X
Pl
static local-ip HESL— AL R S HUE B PR . S HON S RL 4R Y I LA A M P 3
Hko AL AT A B B LR, BUAARFC 19187143 .
local-port B EAHTCP/UDPS 15, i #y1~65535.
static global-ip HE S — ML RS LR R XA SEC A ENLE S — AR
25 ] LAME—17 ] B IP Mk
global-port W B 4 )R TCP/UDPH; 145, i ~1~65535.
tcp W B TCP I %
udp B UDP I FH1%
network local-network T A 1 ) B
global-network BEE 4R P BURE PR
mask BB P B B 1R P 45 4R 1
RE
AR P9 ER VR HBIE (¥ NAT #AAELE
mLHEN

ZRBCES
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£ 15 RA

AN AAWMIER: SNBSS, AU R R RS SRk,
K BRI AR 0] 51 22 AR UC T A bk 3R SC, K F 9 52 AG it A 2 BE 74 4 Ry ke SRedk 47 st kit
FIPE, XM A ip nat pool 4 T E 1 .

AT LME RN EATT %, WA R8T STATIC HIEVEMS AR — ML RS Hu b B .

FA NAT X FTP ) PASV B0 S 35 EHic & overload 8 an &M A, BE: 4%
B NAT Bieas FTP U, WR MR EMEH FTP 1 PASV £, N 1% [R5 H
—™ overload &R HE, H. pat U A AR 42 bk o B AZAE — AN RTEAS ftp 4K
HuhkAHE]

w5

TR TR E 192.168.1.0 B 192.168.2.0 P4 [ P9 # A LIEEATIEE 1 1P Mkt 5
PN 171.69.233.208/28 [ 25 14 JijME— (1] IP Hihik.

!

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat inside source list al pool net-208

|

interface ethernet 0

ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet 1

ip address 192.168.1.94 255.255.255.0

ip nat inside

!

ip access-list standard al

permit 192.168.1.0 255.255.255.0

permit 192.168.2.0 255.255.255.0
|

#2S FTP [ PASV #2048 B 75451

ip nat inside source static tcp 10.1.1.1 21 204.112.1.2 8021
ip nat inside source static tcp 10.1.1.1 20 204.112.1.2 8020
ip nat inside source list testl interface f0/0

2.1.7 ip nat outside source

f§H ip nat outside source 4 JRjfC & fr 4, T A AMBURHIAE NAT . XA 441 NO &
2, AT DA BRFEAS 2% B Bah & Rk

ER: sSEERNFIE S RERF MU , REemibR.
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B4 NAT:

ip nat outside source {list access-list-name} pool pool-name

no ip nat outside source {list access-list-name} pool pool-name
A AN HLHE NAT:

ip nat outside source static {global-ip local-ip}

no ip nat outside source static {global-ip local-ip}

H AU NAT:

ip nat outside source {static {tcp | udp global-ip global-port local-ip local-port}
no ip nat outside source {static {tcp | udp global-ip global-port local-ip local-port}
FHAS B NAT:

ip nat outside source {static network global-network local-network mask}

no ip nat outside source {static network global-network local-network mask}

B Sk AR

List access-list-name PRUEIP YT I BRI 2 . H bk 73525 U7 1) 51035 (R4 SOk o R btk v v (g 4
Jr Mk SR B

pool name M, MIXANILE Zh 2 Hh o e 42 R IP bk .

Static global-ip B — ML ER S LR R S ECNE ST AR 45 1 LT BC 42 R P
Hhdik o IXAN SR RT DL 4 5 AT 6 E A X 288 i s T e o i

global-port VB 4R TCP/UDPH; 15, i ~1~65535.

Static local-ip BT — ST A ML BB IX AN S HOR PR AL L — A PRI 45 AT LA

L. (ZEMRFC 1918)

WE— 7 1] A SMEE LWL AR LIP3l o AN sk AT DA PR 388 D00 &4 T it b ) B

local-port B AHTCP/UDPH: 05, i A1~65535.
tcp e B TCP; 1 #H3%
udp ¥ B UDPE M 81%

network global-network | ¥ & 4 5/ Ex Bl1%

local-network 1 B A H X BB
mask B P B 1% 1 P 24 4 A
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®mE
ANTEAE S 19 A0 00 24 4 3 k- 381 P 3508 P9 248 b k- P B 3 o

wmEN
R ES

{E AR
ATREVRF] T AR EEN . IERA AR 1P ik, ATRe/RER T CEp FR L HE
2511 1P Mtk X 1P bk BE#E SR T (ORI Xt aEiEmfE S (RFMZ)
FF LM “HhibkEE S Coverlapping . #R7] LU NAT SREHPEAIANES ik 5 2 1 P9 S5 4
Hbo G RARI B N 25 1 1P bk TS AN Be gh e 4% 1Ak 1P HhEAR ], IF HLAR
R EAIX L AL ES 2 EE, AR LA .
XN ERRER: SSRGS AR A U7 ) 5138 104 R @SStk #
PFo SRk E AARHEDS 170 51 R AR VS FC ) sthk 4 ST, 5 F 98 58 frsthk vt vh 23 FE 1) A s b bk >R
HEATHuRER I, X ANhbit2 A ip nat pool #r 4 Frfe e i .
VERTT LA 1, i ety STATIC (B A% B a8 — 2% BR Pk 1 S AS B %

ANl

NHE TRk E 9.114.11.0 W & 1) AL A EE AT B A O IP Hb hk B N
171.69.233.208/28 &% rhi 4 fmME—(F) IP k. S, SkE 9.114.11.0 W% (H
SEAETEND 9.114.10.0 FI%8) SabkAsMENLAOHC, BB LR 10.0.1.0/24 441
1 H

!
ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat pool net-10 10.0.1.0 10.0.1.255 255.255.255.0
ip nat inside source list al pool net-208
ip nat outside source list al pool net-10

|
interface ethernet 0

ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet 1

ip address 9.114.11.39 255.255.255.0

ip nat inside

!

ip access-list standard al

permit 9.114.11.0 255.255.255.0

I
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2.1.8 ip nat pool
H ip nat pool 4= /&AL E iy 4, & X —HT NAT ] IP Hilitbith. FIXANr 4 NO K,
AT LA B AR 22 44 710 1P tiuchikid, w7 DABC B AH (7] 44 7 i kb R 78 25 UG B B kv
ip nat pool name start-ip end-ip netmask [rotary]
no ip nat pool name
¥
¥ Sk A
name LA N
start-ip & SPHLHE M TSR R ah k.
end-ip SE SUPHLHEIB G - 4 sl
netmask X N R G (R L ek o R Sy i = b 3 i R < 2 e = T =T iva
BT EN . F6E 1P ki TR % T D
rotary rEHE .
RE
BAESIP it
RN
2R ES
155 A5t RA
XA A R L, S5 Ak DL 7 IR R e S — ANk .
ER: 7E PAT HIUT AR ERIN « RES— Mt ERSEEAR B FXMEIEAT
FrBEEE e , 27X T— Mt , BIE—(ERNER , BEiEBititiasg
RE—,
1l

NI TR 192.168.1.0 Bk 192.168.2.0 F% ) P4 & EHLIEHEATE S 1P bl
PEN 171.69.233.208/28 15144 1 42 fey i — ) 1P Mkl

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat inside source list al pool net-208
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|
interface ethernet 0
ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet 1

ip address 192.168.1.94 255.255.255.0
ip nat inside

!

ip access-list standard al

permit 192.168.1.0 255.255.255.0

permit 192.168.2.0 255.255.255.0
!

2.1.9 ip nat service

AT 2 Nat SCRFI) & MRS SRR — NN DR B, H TSR =28 A0S . B 5 A
R 358K AR o

ip nat service { h323 | privateservice | peek }

no ip nat service { h323 | privateservice | peek }

LR ES
£ AR

h323 X} voip HI3CHF, & K] Nat X h323 {32 HF;

privateservice <& Nat XJ PN 5 B N Rk 55 45 (058, W fE#75%; & nl DA Nat
X TR R IR S 5

peek & Nat i WAL P & 12 T x i 55 45 (K SO, B3 RO 7] 193 s o, wT RAXT A
FFH P R AR 15 DLREAT T

no J7 3R] LASC AR L (1 Tl R 5
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P

2.1.10

ip nat service privateservice
ip nat service peek

ip nat service h323

no ip nat service peek

ip nat translation

ip nat translation 4> R ic & a2, FEZA LUT PR &

Ho—, 203 NAT BRI (I A, AN &89 NO JER, Wl DASK B

ip nat translation {timeout |

udp-timeout | dns-timeout | tcp-timeout

finrst-timeout | icmp-timeout | syn-timeout } seconds

no ip nat translation {timeout | udp-timeout | dns-timeout | tcp-timeout |
finrst-timeout | icmp-timeout | syn-timeout }

_:H:—‘

FN—

BOMEL AR ERIME -

ip nat translation max-entries { host [A.B.C.D | any] } numbers

no ip nat translation max-entries { host [A.B.C.D | any] }

B SR
timeout 1€ F T BROVERLOADFH I Z AN Bh AT RN . BR44 (2 3600F) (1
ZINEE)
udp-timeout 65 Fl T UDP I FEI S . B8 (5230080 (540480
dns-timeout 55 F THEZIDNSHEI . 8 (E 26050
tcp-timeout 6 T TCPG I EBIE . Bt (E 4360080 (1/N)

finrst-timeout

{7 FH-TFinish and Reset TCPR X HERME, XAMEH T&IE—MRIBER
i, B E 60

icmp-timeout W EICMPHINATBI I 7], 44 {H /& 60F)

max-entries W ENAT iR 2 H 4, B4 {8 /23000

syn-timeout K ETCP SYNIRZGINATHEAF I E], B4 4 26050

seconds Fi s s VR R (OB B . B (LR EBE 380 B & 5 | Sk i

max-entries  host | 45452 N EFIPHILE, BR&ZIPHUAE ST NATRER I B K8,

AB.CD B, M Zar 4 HInofEat, RIANTE FRZIPHhE # T NATRY 3R Y
B H

max-entries  host | &5 B PN EIP AL, R &I AN IP bR AE E ST NATRIIR R T ok 8 H .

29
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RE

| any ‘ 48 i 5 max-entries A

timeout is 3600 seconds (1 hours)
udp-timeout is 300 seconds (5 minutes)
dns-timeout is 60 seconds (1 minute)
tcp-timeout is 3600 seconds (1 hours)

finrst-timeout is 60 seconds (1 minute)

HEN

EREES

et AR

=~

2.1.11

MECE T G, FANENMIREAHES TAXREEFAEMEFEREZMNLET
AF R, R RT A RSk B 3T i rdE . B4 R4 (DNS) ) UDP BHi%7E 5 4
BhGHERY, TiKZ KGR UDP BIVELE 1 0 4h et . Wi Edmm b RST & FIN,
TCP BHEAE 1 AN/ G RER ;s Wi7EA RST 8¢ FIN (50T, 448 1 408 i .

1 1

A 10 42 54 UDP i B PE 2% HEEI
ip nat translation udp-timeout 600

1 2:

N FE TR 1P Hihik 192.168.20.1 257 ) NAT iR T & K% H 4 100:

ip nat translation max-entries host 192.168.20.1 100

clear ip nat statistics

N TIEB NAT 14015 2, f$ 4 clear ip nat statistics 7% -

clear ip nat statistics
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=~

EX
EHA
iRA
A i 4 TT LT A NAT %65 8 B BIRR A
ER:
REEER "Packets dropped” LUSERIFITSEL,

Router#show ip nat statistics
Total active translations: 2 (1 static, 0 dynamic, 1 PAT)
Outside interfaces:
FastEthernet0/1
Inside interfaces:
FastEthernet0/0
Dynamic mappings:
--Inside Source
access-list nat
pool natp: netmask 255.255.255.0
start 172.16.20.125 end 172.16.20.127
total addresses 3, misses 0
--Inside Destination
--Outside Source
Link items:
PAT(ICMP=5 UDP=39 TCP=224 / TOTAL=268), Dynamic=6

Packets dropped:
--Protocol:

Out: tcp 123, udp 39, icmp 10, others 6

In: tcp 46, udp 109, icmp 0, others 10
--Configuration:

max entries 0, max entries for host 178
Router#clear ip nat statistics
Router#show ip nat statistic
Total active translations: 2 (1 static, 0 dynamic, 1 PAT)
Outside interfaces:
FastEthernet0/1
Inside interfaces:

FastEthernet0/0
Dynamic mappings:
--Inside Source

access-list nat
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pool natp: netmask 255.255.255.0
start 172.16.20.125 end 172.16.20.127
total addresses 3, misses 0
--Inside Destination
--Outside Source
Link items:
PAT(ICMP=5 UDP=39 TCP=224 / TOTAL=268), Dynamic=6
Packets dropped:
--Protocol:
Out: tcp 0, udp O, icmp 0, others 0
In: tcp O, udp O, icmp O, fragments O
--Configuration:
max entries 0, max links for host 0

A A A 4 W DAFE BB IR 2% H BN BB B AT

2.1.12 clear ip nat translation
N T BRI E BRSNS 4 H kR % (NAT), {8/ clear ip nat translation #uf7 i
%
clear ip nat translation {* | [inside local-ip global-ip ] [outside local-ip global-ip]}
clear ip nat translation {tcp|udp} inside local-ip local-port global-ip global-port
[outside local-ip global-ip]
¥
2¥ SHUAA
* THBRPT A I Eh A% H
Inside TR LA P8 T A2 R P b IR AS L IP Rk (1 P S50
global-ip 4 RIPHbhE
local-ip i@ A HhIP ik
outside T PR AL AR S AR IPHbIE A Ptk /M R 2
tcpludp e
global-port Fia 5 A RIS 4 R g 11 o
local-port 16 5 AH L 0 DP9 11
AR
(ESLIES
SRR
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P

2.1.13

=~

NI TSR s NAT Bk H, AR5 H UDP BliEs% H G RR:

Router# show ip nat translation

Pro Inside global Inside local Outside local Outside global

udp 171.69.233.209:1220 192.168.1.95:1220 171.69.2.132:53  171.69.2.132:53
tcp 171.69.233.209:11012 192.168.1.89:11012 171.69.1.220:23 171.69.1.220:23
tcp 171.69.233.209:1067 192.168.1.95:1067 171.69.1.161:23  171.69.1.161:23
Router# clear ip nat translation udp inside 171.69.233.209 1220 192.168.1.95 1220
171.69.2.132 53 171.69.2.132 53

Router# show ip nat translation

Pro Inside global Inside local Qutside local Qutside global

tcp 171.69.233.209:11012 192.168.1.89:11012 171.69.1.220:23 171.69.1.220:23
tcp 171.69.233.209:1067 192.168.1.95:1067 171.69.1.161:23 171.69.1.161:23
show ip nat statistics

FHl show ip nat statistics 174, &7~ NAT i3

show ip nat statistics

AN A S H R B

(ESLIES

NI A2 f# A show ip nat statistics T4 H51 ¥ 1%t 25 R«

Router# show ip nat statistics
Total active translations: 2 (1 static, 0 dynamic, 1 PAT)
Outside interfaces:
FastEthernet0/1
Inside interfaces:
FastEthernet0/0
Dynamic mappings:
--Inside Source
access-list nat
pool natp: netmask 255.255.255.0
start 172.16.20.125 end 172.16.20.127
total addresses 3, misses 0
--Inside Destination
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--Outside Source
Link items:
PAT(ICMP=0 UDP=5 TCP=24 /| TOTAL=29), Dynamic=0
Packets dropped:
--Protocol:
Out: tcp 0, udp 0O, icmp 0, others O
In: tcp 46, udp 100, icmp O, others 0
--Configuration:
max entries 0, max links for host 0

RO A 1o A5 R P N B B

= $BiR! RXBSIAE. 01 Show ip nat statistics FEHHR

FEB

P

Total active translations:

R HOE e E TSR . AL T — R, X
ANBUEHBINL, R S — AR s RGN R
1.

Outside interfaces:

Hip nat outside Ay & #RiE AN D D51,

Inside interfaces:

Hip nat outside iy &-4riR A A EHEE L #1513

Dynamic mappings:

BORRAE BRGSO R T AW .

Inside Source:

FRAE &5 A2 5T Y BRI R P 15 5.

Access-list FHT Mk B PR A 5 1) 37 e R
Pool W27 CRBI b4 7 Znatp)
Netmask Tt B AR 1P ) 454

Start T I VS R A2 4G P

End Tt e A B BRI 25 SR IP L.

Total addresses

RS SRR WA SR e e iR = B U

Misses

Toik At Hh 3B e bk K

Inside Destination:

PRAEE 5 W A 5T P9 A6 A F A 15 12

Outside Source:

PRAEE 5 T A R T A A IR R 045 2.

Link items: BRAE e Ja T 12 R T A2 11E .

PAT Fon A DR T E R H, P madiafEH323%
G FRTP/RTCP 2.

Dynamic FORBNASHEBERT R T BRI H B S E S LR PR AFTP

B AR

Packets dropped:

BRAE € R M2 % T BUAUNATIN Z 7 KRR R BU#H LU E 5
A

Protocol

R EFROCHE . PSRRI SCIINAT 77 ).
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Configuration FoR R TR B SISO B B 2max entries$R i T & oK fe i
HFR I, max links for hostHg R 54~ 5l 48 & Huhik £ V8 FO 8 3%

RIHL

2.1.14 show ip nat translations

i show ip nat translations & ¥4, R REUE I NAT Hihk&91% .

show ip nat translations [host A.B.C.D | tcp | udp | icmp | verbose]

S
B8 S#ik AR
host A.B.C.D (FTik) BRASAMEERHIL(inside local)Jg A.B.C.D HIEFIERIRN
tcp (AT%) Bom AR TCP A i B i 15
udp (T3%) SR UDPLIE B R 0
icmp (A[i%) B RAERICMP L i B £ 1
Verbose (i) BaRTEMNMIFERINAIMEE, Bl El@E T TE2A, 8T
EANTNETRE]N)
SR
(EELIS
fEF iR
51

T show ip nat translations 4 (#4715 % H 45 2R .

Q) PINAEBENUFISMES I — L8 EHLREAT RO, WA E
Router# show ip nat translations
Pro Inside local Inside global Outside local Outside global
---192.168.1.95 171.69.233.209  ---

---192.168.1.89 171.69.233.210  ---

(2) R ABEBEL N RRG], AR RER IR R, Kb — %A T —
/> DNS V55, HAMFI AT TELNET 216 CREPWAM AR END. ZER: %
ANASTFEI B A B EALRE LLECE AR R b stk ) JE 20 B
Router# show ip nat translations
Pro Inside local Inside global Outside local Qutside global
udp 192.168.1.95:1220 171.69.233.209:1220 171.69.2.132:53 171.69.2.132:53

35



0 2% B A BE B i &>

~

tcp 192.168.1.89:11012 171.69.233.209:11012 171.69.1.220:23 171.69.1.220:23
tcp 192.168.1.95:1067 171.69.233.209:1067 171.69.1.161:23 171.69.1.161:23

TR A T verbose (1% H AR -

Router# show ip nat translations verbose

Pro Inside local Inside global  Outside local Outside global

udp 192.168.1.95:1220 171.69.233.209:1220 171.69.2.132:53  171.69.2.132:53
create time 00:00:02 , left time 00:01:10,

tcp 192.168.1.89:11012 171.69.233.209:11012 171.69.1.220:23 171.69.1.220:23
create time 00:01:13, left time 00:00:50 ,

tcp 192.168.1.95:1067 171.69.233.209:1067 171.69.1.161:23 171.69.1.161:23
create time 00:00:02 , left time 00:53:19 ,

#* BIR! KRKBSIAIFE. 02 Show IP NAT Translations (ffl 2) WoMEERNFEEAR

2.1.15

FBR Hik

Pro iff o M 1k (9 3 1 B0 L

Inside global AVEMIPHIIE (BENICEUR S SRR BT AL D, AN IR Ti@H 4B
LI —NEEZ A WA HLIPHBIL .

Inside local ey A P IR R LRGP AL AATTAT REAS & — NNICEIIR 55 (R
Frie LAl

Outside local — AN EN S E B RERB R A RN IPHdE: AR AT REA 2
—ANNICEUR S5 R 75 S (i) Sk ik

Outside global BE B IA # T4r BERI A8 EHLR Pk

Create time HhERH % H R 2 AT AL . CBRALE /NBF: J0: )

Left time Wil # PR 2% H & 0d 2 A 2R .

debug ip nat

TR R LR (NAT), {4 debug ip nat 474 .
debug ip nat {detail | h323}

no debug ip nat {detail | h323}

36



0 2% B A BE B i &>

£ 15 RA

P

ffiFH#r4 debug ip nat detail 7] LAy HH 8 ik B2 P 48755, B FE RO B 5 1P ik,
P i, DARIEAT BRI AR 1 5 (R 4545

il #74 debug ip nat h323 7] LL4g H NAT 7EEHE H323 RS B b iy, s
NAT 50 H 1 H323 W2, DA AR S S B 1P Huht, S 2 psiibt, ¥a i
VAN Nz IR bz LN eI

Bl

Router# debug ip nat detail
Ethernetl/1 recv ICMP Src 194.4.4.89 Dst 10.10.10.102 no link found
Ethernetl/0 send TCP Src 194.4.4.102:2000 Dst 192.2.2.1:21 no matched rule

x iR RRBSIAF. 03 KERT ERFH0E.

15 ik
Ethernet1/0 WA, 5.

send/recv RIKIHEW .

ICMP/TCP/UDP ICMP/TCP/UDP 3%

Src 194.4.4.102:2000 PEIPHubE AN 115

Dst 192.2.2.1:21 H P A3 115

no link found A VCFE BINAT R R .

no matched rule A VCEC FINATEL .

1 % M Ethernetl/1 #1D0EKZ|H ICMP #3C (JEHbHER 194.4.4.89, B2
10.10.10.102; ICMP), EHHFIAFI NAT BliFEERD (CE L BITTAC R NAT #0)D.,

2 4. M Ethernetl/0 3210 %% 26 H 21 TCP $f3C (JEHihEE 194.4.4.102, H it 2
192.2.2.1; Jg¥mIIA&E 2000, H AR L& 21, EAATRBIVCE H NAT L0,

1 2:

Router# debug ip nat h323

NAT:H225:[I] processing a Setup message

NAT:H225:[I] found Setup sourceCallSignalling

NAT:H225:[l] fix TransportAddress addr-192.168.122.50:11140
NAT:H225:[I] found Setup fastStart

NAT:H225:[I] Setup fastStart PDU length:18

NAT:H245:[I] processing OpenLogicalChannel message, forward channel 1
NAT:H245:[I] found OLC forward mediaControlChannel

NAT:H245:[l] fix TransportAddress addr-192.168.122.50:16517
NAT:H225:[I] Setup fastStart PDU length:29

NAT:H245:[I] processing OpenLogicalChannel message, forward channel 1
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NAT:H245:[I] found OLC reverse mediaChannel

NAT:H245:[1] fix TransportAddress addr-192.168.122.50:16516

NAT:H245:[I] found OLC reverse mediaControlChannel

NAT:H245:[O] fix TransportAddress addr-192.168.122.50:16517
NAT:H225:[O] processing an Alerting message

NAT:H225:[O] found Alerting fastStart

NAT:H225:[O] Alerting fastStart PDU length:25

NAT:H245:[O] processing OpenLogicalChannel message, forward channel 1

AR W T R

b1 Tl

[

NAT R L CARBENAT R

RAS/H255/H245 i ae it

o TR CIAERTT I Inside to Outside

I FRARSCHIAER7 A Outside to Inside
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#3% DHCP Clientfii 8474

3.1 DHCP Clientft %4

DHCP Client fit. & iy 4045 :
) ip address dhcp

) ip dhcp client

) ip dhcp-server

(] show dhcp lease

° show dhcp server

° debug dhcp
3.1.1 ip address dhcp

i@ Dynamic Host Configuration Protocol (DHCP) LUK R4 H 3R 13— IP ik,
f# ] ip address dhcp # ORCE v 4. ZEMER RS 1P Mk, #TLAEATX %421 no
[V

ip address dhcp

no ip address dhcp
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£ 15 RA

ip address dhcp 4 fo¥F4% [ E DHCP W3R 1P tiuhl, Xt BUK R 302
HAZ Internet S5 ER LR (ISP) AEW A . —EHIRAG 1731/ IP #uhik, XASBUKMEE N
AT DA o Ve BoR (PAT) SREZILMI 2 MR (NAT).

W HA FACE T ip address dhep fin 4, B H &V 2 F DHCP R4 ik
DHCPDISCOVER 4 E..

R A FECE 1 no ip address dhep v 4, % H#5#% &% DHCP RELEASE H & .

15l
LU 11153 Ethernetl/1 #; 1@k DHCP #h SRS HE 1 1P Mk
!
interface Ethernetl/1
ip address dhcp
!
Hxda$

ip dhcp client
ip dhcp-server
show dhcp lease

show dhcp server
3.1.2 ip dhcp client

Jic B 7 Hh ¥ i 2% DHCP % P i [ 344

ip dhcp client { minlease seconds | retransmit count | retry_interval | select
seconds }

no ip dhcp client { minlease | retransmit | retry_interval | select }

B SHULAA
minlease seconds (A3k) T2 ) /ML 1], 9 FE 60 ~86400F5 .«

retransmit count (RT3 PrsaRosCR A RS, BRI M 1~10.
retry_interval (A[k)  HE R EDHCPIE R (R (A%, JEHM1~14405%.
select seconds (A[i%) SELECTHIRS[RIAIRE, Yo MO0~30.
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73=]

minlease Z4(Hk & {E N 60 .
retransmit Z5EAE N 4 IR,
retry_interval Z(#4 (5 575 ¢,
select ZHERAH N 0 7

IRYE M L% L5 K AT DHCP IR 55 33 1O 22, R BEIXLE S AL,
IR E VX1 no Baar <, WIRESHRE iR S0E UIsE (-

w5

PAUR Bl 1 i 1 8% 1 DHCP %5 )™ i AT 45 32 ) e /ML I 8] 09 100 A%

ip dhcp client minlease 100

DA 515 & T #% B4 b DHCP 2 7 i B SR SCH AR I 3 IR

ip dhcp client retransmit 3

LA 65 ¥ & 1 it & b DHCP %7 i H8 &S DHCP 3 3K 1 [ 18] i 2 10 734k
ip dhcp client retry_interval 10

CLN 0I5B B T #has £ DHCP %o SELECT fI (] [Alf N 10 £

ip dhcp client select 10
XL

ip address dhcp
ip dhcp-server
show dhcp lease

show dhcp server
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3.1.3 ip dhcp-server

FifgE O DHCP Jlr%54%, vTUMEH ip dhep-server #ir4K48 % DHCP ks #1 IP

bk
ip dhcp-server ip-address

no ip dhcp-server ip-address

¥
BH SRR
ip-address DHCPJIk 525 i1 IP i3k o
RE
TAT T He451f) DHCP R %54% 1P Huhik-.
RN
ERES.
15 FA 15 BA
fii kA & AT LA 2 — 4> DHCP R %528/ IP dthhilk, Zar &A% % Ui € #) DHCP
AR 4545 1P Hhuhl.
fi Tt A2 1) no A% 2 & mT LU RIG BR LARTAC & 1 DHCP ik 55 4% 1P Hiuhit.
w15l
;ﬁﬁ@fﬁﬂ?ﬁ%?&%ﬂa%ﬁkﬁuﬁ%% IP Mkt >4y 192.168.20.1 il %545 DHCP JIiR%%
ip (;hcp-server 192.168.20.1
X<

ip address dhcp
ip dhcp client
show dhcp lease

show dhcp server
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3.1.4

w5

show dhcp lease

FLEE HATH AR P A ) DHCP 55 & /3 FC {2, ATELH show dhep lease fir &k
SEHL

Show dhcp lease

£ 15 RA

il it i 4 AT DL 24 I R 2 S ) DHCP IR 5528 20 BC A5 2.

N E TR T R &R A DHCP 23 FL 5 2.

router#show dhcp lease
Temp IP addr: 192.168.20.3 for peer on Interface: Ethernetl/1
Temp sub net mask: 255.255.255.0

DHCP Lease server: 192.168.1.3, state: 4 Rebinding

DHCP transaction id: 2049

Lease: 86400 secs, Renewal: 43200 secs,
Temp default-gateway addr: 192.168.1.2

Next timer fires after: 02:34:26

Retry count: 1 Client-ID: router-0030.80bb.e4c0-Et1/1

Rebind: 75600 secs

XL

ip address dhcp
ip dhcp client
ip dhcp-server

show dhcp server
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debug dhcp
3.1.5 show dhcp server

TR R BN DHCP k452345 2, WTLAEH show dhep server 4y4 5k S2E .

show dhcp server

fEARA
fif P e i 2 AT DL R CATH) DHCP RS 4345 2.
=~

T 45 %Nt DHCP RS 245 E..

router#show dhcp sever
DHCP server: 255.255.255.255

Leases: O
Discovers: 62 Requests: 0 Declines: 0 Releases: 0
Offers: 0 Acks: 0 Naks: 0 Bad: 0
Subnet: 0.0.0.0, Domain name:

X<

ip address dhcp
ip dhcp client
ip dhcp-server

show dhcp lease
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3.1.6 debug dhcp
Mk %% I dhep i24TH, EAE dhep PRLLIERAL, AT LUIZAT debug dhep 4.
debug dhcp <detail>
no debug dhcp <detail>
S
S SHRAA
detail ERDHCPHMUIR LA 25
7 =]
A IE LT AR AE RS .
RN
EEA
5 FA 15 AR
R DHCP AbEEAH G —Le 8 BANPEAE 2, 281 T -
router#debug dhcp
router#2000-4-22 10:50:40 DHCP: Move to INIT state, xid: 0x7
2000-4-22 10:50:40 DHCP: SDISCOVER attempt # 1, sending 277 byte DHCP packet
2000-4-22 10:50:40 DHCP: B'cast on Ethernet1/1 interface from 0.0.0.0
2000-4-22 10:50:40 DHCP: Move to SELECTING state, xid: 0x7
2000-4-22 10:50:46 DHCP: SDISCOVER attempt # 2, sending 277 byte DHCPpacket
2000-4-22 10:50:46 DHCP: B'cast on Ethernetl/1 interface from 0.0.0.0
2000-4-22 10:50:54 DHCP: SDISCOVER attempt # 3, sending 277 byte DHCPpacket
Hx&ms

show dhcp lease
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HAE DHCP Severfic BEmd

41 DHCPDECE®HZS

DHCPD [t & iy & 45«

ip dhcpd ping packet

ip dhcpd ping timeout

ip dhcpd write-time

ip dhcpd database-agent
ip dhcpd pool

ip dhcpd enable

ip dhcpd disable

4.1.1 ip dhcpd ping packet

ip dhcpd ping packet pkgs

2% SR

pkgs

DHCPR 5% 2% F Tk ik 2 75 L4 43 BE T A& HIICMPEL AN L

wERA

EREES

f&£ F 15 BA

FH P a] UAd A 0 R fy 2R C B DHCP AR 45 S8 (E G A bl 2 75 O 40 e, Ki% n /> ICMP

.

ip dhcpd ping packets n
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P

PL N a4l B DHCP 45 S ek A bl 2 1 B2 R, K% 14 ICMP 4,
ip dhcpd ping packets 1

4.1.2 ip dhcpd ping timeout

e
B SHGEA
timeout DHCP 45 2% F T A MU Hb Bk 2 75 L4 73 FE R, S5 A ICMP LR 7 1) 768 s B[]
(LL100Z /0 A AL

75=]

5
A SR

2R ES
£ A tER

FH AT LA U0 R a4k Bd & DHCP R 45 23 7EAG B bk /2 75 2 BT, 25457 ICMP
M SN P B ) B T8] A n*100ms .

ip dhcpd ping timeout n
w1

PL R i A & DHCP IRE-SEAS T b2 75 84 Eh, Z545 ICMP /0 B A 8 B B 1)
N 300ms.

ip dhcpd ping timeout 3

4.1.3 ip dhcpd write-time time [force]

g
2% SR
time DHCP i 55 a4 itk 7 e 5 S5 OR A7 2 Bl e P A T R I 1] CBA2p B D9 B4
force AERARRE SRR T AN A TFTPAR 5545 B 1%
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e F A

R AT EAE AT A0 T i KRG B DHCP IR 5% 23406 n 2> Bhosl e bk 7 e 5 2 5 A8l e v

ip dhcpd write-time n

w5

LAN fir & BC & DHCP flw g5 sk 1 R s sttt 7 e A5 85 AN Bl e b
ip dhcpd write-time 1440 force

4.1.4 ip dhcpd database-agent

g

2%

SR

Ip address

DHCPR %525 ¥ okl 23 BicA5 2 LSO X RAZ BIPC RO Hu AL

FHPva] U 0 R fir 4 SR C B (A7 DHCP IR 4523 itttk 73 Bt 5 810 PC fttaht

ip dhcpd database-agent X . X . X . X

IR BCA T E bk, PR B A5 2 AR A7 21 flash.,

BV SRR RN S B ELZ PC B A TFTP R4 H1% PC 5 DHCP JR&42 1F

BERE
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P

ip dhcpd database-agent 192.168.1.1

4.1.5 ip dhcpd database-file filename [time-stamp]
g
et SHLER

filename FETFTPHR 55 &% L ARAFAOBdlE B S0 44
Time-stamp FE A 44 R N ) 38

RE
Dhcpd.conf

RN
SRR ERS

£ A tER
FP AT EASE 40 R i 2R C B fRAF DHCP $i (5 B SUAF 44
ip dhcpd database-file xxxx
WEARAE A 2 SN T AT IE S time-stamp, 8285 20K 2 HTaE A H /NS IE I E S 4
AR

w15l
ip dhcpd database-file config.txt

4.1.6 ip dhcpd database-realtime

¥
P

RE
ARBCE
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FH AT BUS FH 40 T Ay 4 Sk fid B DHCP server 75 3dE (5 B R AE AR LIS Bl i 5] TFTP AR
KRG B

ip dhcpd database-realtime
15l
ip dhcpd database-realtime

4.1.7 ip dhcp snooping arp

f£ F 15 RA

1§ [ ip dhcp snooping arp 47 LUJT S ARP BSHES/EH . 240 & %44 )5, DHCP
server % DHCP client ff] MAC Mtk A1 BC ) 1P Motk 237 ARP BRAZ I F3E1T 2R3

w5
ip dhcp snooping arp
4.1.8 ip dhcp snooping information option [ format snmp-ifindex ]

DHCP relay %1% DHCP option82 1t Il 75 22t & 1% & - 1 1% 21 NO T XU IC
#. Option82 U DHCP relay 5 client 4% H {5 5. DHCP relay ifid i ik 1
=5 _F4{£%] DHCP server, DHCP server f##1%13 B [X 43 %14 client.
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e F AR

ip dhcp snooping information option i & DHCP relay 7 option82 1% 1 i ¥z b % 4%

B EE .

ip dhcp snooping information option format snmp-ifindex fic & DHCP relay 7£ option82

eI SNMP 4 1R 51 # 3UAg 8 1145 2
il

ip dhcp snooping information option

ip dhcp snooping information option format snmp-ifindex

4.1.9 ip dhcpd pool

g

2% SHOFA

name DHCP ik th [ 42 7K

EREES
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£ 15 RA

FH P RT DU T fr 4 Sk 0 44 o8 name [ DHCP #idikith, 3f3E X\ DHCP Hbhil- e B 15

.

ip dhcpd pool name
1l

LA fir 238 n 44 test 1) DHCP Hiuhikits, [F]iS iE N DHCP ikt i & 52X
ip dhcpd pool test

4.1.10 ip dhcpd enable

B tE il R, S5 DHCP RS
wEtER
ERMES

£ 15 RA

FH ] LU U0 R a2 k3T JF DHCP iR . i, DHCP R4S 2%t 3 FF relay #:4F, Xt

T H SIS R, BB T ip helper-address i [144%% % DHCP ik .

ip dhcpd pool name
w5

LR #4477 DHCP fili% .
ip dhcpd enable

4.2 DHCPDihF i E 44

DHCPD Hiuhikyth FOTC &y 2B 45

) network
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) range
) default-router
® dns-server

) domain-name

[ lease

) netbios-name-server

) ip-bind
4.2.1 network
network ip-addr netmask
g
¥ SRR
ip-addr FA T B 302 B (0 it vt fr R 28 i
netmask TR
RE
x
RN
DHCP Hiu k-t it A5 5
5 A% ER
FH P AT DA FH Otk i 2 SR IC B FH T B 3073 B0 B ke P 19 8% bl
FENC B Z A0, 55 LA IR DHCP B SC 3 B — A 1P ik g i 2% 5
network #H & .
1l

DLy A R E DHCP Hiuhil-jth (2% Hihil- >y 192.168.20.0, FM#L A 255.255.255.0,
network 192.168.20.0 255.255.255.0
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4.2.2 range

range low-addr high-addr

¥
Y SRR
low-addr FAT 1 343 T ik [X 358 AR s o
hogh-addr FAT 304 B H bk X 3 2 11 b
wma
7
RN
DHCP ikt i B 41 =X
£ tER

APar b fER ka2 kA E R T A3 o it X, S thibh&EZ i E 8 4
range, 4 range ¥4 A0(E network JEEI N . tdr 4 R AT A3 TR,

5l

LR 64 B DHCP by (s bk 40 [X 4%y 192.168.20.210—192.168.20.219,

range 192.168.20.210 192.168.20.219

4.2.3 default-router

default-router ip-addr

BH
S SR
ip-addr YL P LI B i
®E
x
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RN

DHCP Hh ik i it B =

f£ F 15 RA

P T LM I 4 KRR B4 P BLIOBRAR e, o DT 4 NGty i
GEUZ

=~

PL R &1 B 2 lic s DHCP % 7 WL B4 4% i v 192.168.20.1.

default-router 192.168.20.1

4.2.4 dns-server

dns-server ip-addr ...

¥
Y SR
ip-addr SYILS 7 P LIIDNS IR 55 S8 Ha bl
RE
x
RN
DHCP bl ith i 455 X
£ A tER
FH a7 DL FH i A 2R IE B 7 B 4a % P ALY DNS Ik S5 #s bk, &2 TR E 4 4~ DNS Jlk
s, A A& B
15l

DL A1 B BC 45 % P ML) DNS iR g5 g ithhik Ay 192.168.1.3
dns-server 192.168.1.3
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425 domain-name

domain-name name

S
5 SHAR
name IR Z LIS 4

73]

7
RN

DHCP iyl yth it A5 5
15 At EA

FP AT EAE FH b i & SR BC B 23 e 4 % ) DL A4

P

LA iy Bl B o g % 7 HLI I 44 O test.domain

domain-name test.domain

426 lease

lease {days [hours][minutes] | infinite}

S
B SR
days Huhk o e R AL
hours B2 181 R ad LW IR 8
minutes Hohk oy Be i o A
infinite Hutik 7k A BE
Hha
1K
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B

DHCP Hh ik i it B =

f£ F 15 RA

PP AT CAAE FH 8 i & SR G B 73 e s 2 /- WLEK St kP 1] ST R

P

PAF i 2 TC B 4 FL 2 P WL bk (R I TR R Sy 2 R 12 /i

Lease 2 12

4.2.7 netbios-name-server

netbios-name-server ip-addr

B SR
ip-addr SR S HLEInetbios % IR 5 2l

wmeEN
DHCP Hbhik-yh it B 5 5
{E AR

F P AT LA P G A AR IC B 23 IR 45 % S WLIK) netbios 44 IR Attt mEFIRCHE 4 4
netbios % F k455, & ia] 25 K46

P

PR iy AL B o 4h %5 7 HLIY netbios 47l 45 2tk 4 192.168.1.10

netbios-name-server 192.168.1.10
4.2.8 ip-bind

ip-bind ip-addr [hardware-address] [identifier] [host-name]
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~

S
B S ¥R AR
ip-addr FIF-F 305 10 = L
hardware-address | 1Pt 55 IR 7E 5 T 19 WU 5 , BEAFHHE 928001 7 i i Kok X -
00-12-3F-28-AE-35
identifier WP HE 5 ERTE S5 T AR IR LR, SENUAR IR TE A2 45175 HE b Bk 20
R G| SERFEAE
host-name P b 5 BRTE S T I NG TREDE, EMAFRE T2,
®mE
o
wmEN
DHCP Hh ik i it B =
AR

PP AT BAE FH Bt i & R BC B T 2 3 20 BC AR 3t bkt 1 = L A

5l

LR A L E Fah 4 Ae bk 192.168.20.200 S #FHiklk 00-12-3F-28-AE-35 45 .
Ip-bind 192.168.20.200 hardware-address 00-12-3F-28-AE-35
PLF AT E T30 Fe bl 192.168.20.200 5 EHL 4 K aaa-315 45 5E .

Ip-bind 192.168.20.200 host-name aaa-315

4.2.9 hardware-address

hardware-address hardware-address{ type}

2%

SHOAA

hardware-address

T L% ) HLRRE A ko

type

TR LT
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type BN 1, FombLLKM

wERA

DHCP b Jik-yh it B 5 5

f&£ F 15 BA

FIP AT B b i &SR IC B T DL RS2 P LR PRt b, uhibag O8N B S5 2 BRI AL 16

5% ab:cd:ef.gh. a4 AT Fsho 5=

P

PLF A TC & DHCP F-5h 4 Bt Hu bk vib i 44 ik 4 10:20:0¢:13:64:7d

hardware-address 10:a0:0c:13:64:7d

4210 cl

ient-identifier

client-identifier unique-identifier

2

SR

unique-identifier T UL AL % 381D .

RS

2+

DHCP Hbhik-yh it B 5 5

(EdaENEL]
JFHP AT DA iy R PE B T ILRC 2 LI 2 P o 1D, M s ON i L 16 BE %

P

ab.cd.ef.gh. a4 RHTFah0m 7.

DL fir A & DHCP Fah 4 Aotk %5 /2 i ID 4 01:10:20:0¢:13:64:7d
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client-identifier 01.10.a0.0c.13.64.7d

4.2.11 client-name

client-name name

g
BH SRR
name SR LI TR
RE
7
IR
DHCP bk it it 455 X
% F2RA
EH;F' ATLME A & RECE T Fah i s 2 I ENLA . thar S R T T3 By
X .
5

LU i & BC B 7 Be2a & LI LA N test.

client-name test
4.3 DHCPDRYIER S

DHCPD HJiial iy & 45 :
) debug ip dhcpd packet

) debug ip dhcpd event
4.3.1 debug ip dhcpd packet

debug ip dhcpd packet
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(EdaENEE]
FH Fa] LA F Ut A 45k 4T 7 DHCPD %4 315 ). 1) debug JF%.
5

PAR 6241 7% DHCPD %l G 13 145 J2 4t Tk
debug ip dhcpd packet

4.3.2 debug ip dhcpd event

debug ip dhcpd event

{EAER
FH AT LA FH i A 4 5R4T I DHCPD 44145 B 1) debug JF % .
ANl

PLF fir 24T JF%F DHCPD 41 185 B4 th 6.
debug ip dhcpd event
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4.4 DHCPDHIEIE®S

DHCPD {1 B fiy & (45 :

° show ip dhcpd statistic
L] show ip dhcpd binding
) clear ip dhcpd statistic

) clear ip dhcpd binding

4.4.1 show ip dhcpd statistic

B TR S BN EIRES

&£ F 15 RA

MR UM It 2ok B DHCPD IgEiHE e, BRI mBEME s . T
BN o k3

w5

DL A TR 'f'u/j“ DHCPD E’J?}NH*

Show ip dhcpd statistic
4.4.2 show ip dhcpd binding

show ip dhcpd binding {ip-addr}

2% SR
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ip-addr B IRGRE F SR

73=]

BN IR SR E A5
wERA

Br TR S BAMO L EIRES
e tRA

JHP AT LAASE P a8 iy R 2

I IS []
P

DL R4 &7~ DHCPD g8 (s B,

Show ip dhcpd binding

4.4.3 show ip dhcpd pool

B

B TR S LA EIRES

f&£ F 15 BA

7~ DHCPD [ tiht4p e (=, 1P Huhl. fEEERbHE. 455 KA

H e DU b dr 4ok 2 7x DHCPD [ty (58, EARHbibapgs 5. Hikkva s
CrRCHE B H « BN RFE R EOE « AT DTSR BERI e H . T3 1P

HuhEANBE A L o
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P

PLF 4 2~ DHCPD ftbhl b giit(E B,

show ip dhcpd pool

4.4.4  clear ip dhcpd statistic

et AR

FH P a] DS A 4 Skl DHCPD 6 THOCEE M4 iHE S .

P

LT i & Bk DHCPD X TR SCHR M 4EiH 5 2.

Clear ip dhcpd statistic

4.45 clear ip dhcpd binding

clear ip dhcpd binding {ip-addr|*}

S
g B HHAR
ip-addr TR0 S SR kL
* I BT A T 40 2 125 B
7 =)

R 4E E kg e 5 R .
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FP AT BAE F S i & R IR i e M AR E B L

=~

LR 2Bk 192.168.20.210 [f)455E 15 ..

clear ip dhcpd binding 192.168.20.210

LU i 2Bk 192.168.20.210 1 192.168.20.211 fI46E(E & -
clear ip dhcpd binding 192.168.20.210 192168.20.211

LA i & M BR P A IR E (5

clear ip dhcpd binding *

4.4.6 clear ip dhcpd abandoned

g

PP AT LA P Bt i 4R35 BR abandon #57 .

P

PLF i 4-ii % abandon #r&

Clear ip dhcpd abandoned
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#52% DNS Resolverft Bfrd

5.1 DNSREE#®S

DNSR it & #2045

ip domain lookup

ip domain name-server

ip domain name

ip domain list

ip domain retry

ip domain timeout

clear ip host

ip domain primary-server
ip domain dynamic enable
ip domain dynamic period
ip domain proxy enable
ip host limit

ip domain ddns update

ip domain ddns vendor

5.1.1 ip domain lookup

ip domain lookup

no ip domain lookup

WA S B ER T

POE LT DNS 1) 44 Rk T -
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RS EE
ZRBCES
1 52

WG T DNS [ PRl it . ZEHGH T DNS [ frbkidtr, A8 a2 no J&
o

BNt

IR K 0GB T DNS [ 44 Bk bk A AT D e«

ip domain lookup
5.1.2 ip domain name-server

ip domain name-server {address ip-address | dhcp | ppp }

no ip domain name-server {address [ip-address] | dhcp | ppp }

2% SHOAA
Address 578 R G 3842 IR 55 35 () 1Ptk

ip-address

dhcp 1 Fdhcpdi e84 IR 55 %
ppp ¥ F pppii 2tk 44 fR 55 4%

ENLW - RUELY g
LEEES

ERIES
L

B eI A R 5 etk o A5 ZEM RIS A A 55 25 W] F i 4 1 no TR AT DAFRE 2 N384 ik
Fraw, HEZ HAEREND. e RS SRINeal, FERAZIENSEERE
— MRS A . 45 no AN ip-address T BR T 1384 AR 45 4%
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P

TR e A2 IR S5 23R 1P Mtk 192. 168. 1. 3:

ip domain name-server 192. 168. 1. 3
5.1.3 ip domain name

ip domain name name

no ip domain name

2
2 SHULAA
name B4

73

AR A E BRI A o
mHEN

EJRRCES
e tRA

T — BN A o A R — BRI B34 8 T Bt a2 (1 no B, Tl R E — R

A R TE A SRR EHAAAR, AT BB A SRR, BRAIEE A 2 .
=~

N TR E BOA IS4 O aaa.com.en:

ip domain name aaa.com.cn
5.1.4 ip domain list

ip domain list name

no ip domain list [name]

2% SR
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name R4,

RBCE I A HNE
wERR

LRI ES
fEARA

JE SR A HN T . 5 EMIBRI A 5 R0 thdr 21 no JTE . resolver F| H EC & 1513 H 1)
A2 R STE SR FENLLER, resolver TEFRENTIN A BF 2K R 25 R BRI, BHEFKR
FAE R ENLEBIE S TR AR R C . RAFAE— domain list, JBRIAFIRAZ A .
RZ R E /SN 513 o no ip domain list name  FRHFR1 4 name; no ip domain
list TR MIBRIE 4 F1 3 T A 3R 4

P

N TSR E 4N com. en Fil edu. en 34 5138 -
ip domain list com. cn

ip domain list edu. cn

5.1.5 ip domain retry

ip domain retry count

no ip domain retry

2% S
count R UK
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£ 15 RA

il

5.1.6

BCE DNS query FYEE R E. 45 20K R BRI E R BN A F it i 4 1) no JE3. (R A v

1-10

R R R R BN B IR

ip domain retry 5
ip domain timeout

ip domain timeout seconds

no ip domain timeout

2 SHEA

seconds I B A R N (L

AT B R FIERME S 2 (seconds)o

mHEN

EJRRLES

£ 15 RA

=~

5.1.7

BCE DNS query I HUR I E. EAIVER: 1-30.

N R R R I A (KR B e B 3 7

ip domain timeout 3
clear ip host

clear ip host name

clear ip host *
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S
B S ¥R AR
name IR A7 B LA FR
* T 247 L B 423 ML
S tER
(=giiEN
{E AR
MG A B BR E A2 R S bk g 0. &3 ) EN LK B T resolve 2247, BT LLEZEAF
BIBR — AN A5 LA PR S b BRI, %Ay 2 AN I PR RS I B L PR S ok
P
51

TN AT I B 22 A7 R =LA Swww. sina. com. enf FEAL:

clear ip host www. sina. com. cn

5.1.8 ip domain primary-server

ip domain primary-server address

no ip domain primary-server

el
2% SHAA
address A RS AR TP
RE
RFRE FIHA RS
RN
R ES
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£ 15 RA

=~

5.1.9

FRE T4 A AR 55 2% (0 TPk o 5 Bk 3424 R 5% 2 U 456 i 2 FInojE .. HEC B
—A TSRS, WCREEZ A, 5 R E AR S AT .

N R 4R e 32k 4 AR A gs 1 TPHLEE N 192, 168. 1. 8:

ip domain primary-server 192. 168. 1. 8

ip domain dynamic enable

ip domain dynamic enable

no ip domain dynamic enable

f&£ F 15 BA

P

5.1.10

% DNS Resolver U )BN AR BB DhRE . ELRPZNAS B DI REAE FI L A 4 1 no TE .

FH B E0EE T DNS Resolver ¥ IshAS 8 D e

ip domain dynamic enable
ip domain dynamic period

ip domain dynamic period seconds

no ip domain dynamic period
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5.1.

%

SR

seconds

JE I S I A S kR R

S 1 SE sk A S5 kS 2 (R IRTE DY 60 (R,

RN
ZRBCES

e F 1t AR

BCE I BB AL 5 k4058 RN B S B BRI AR I 5 e i 2 1) no T

o

P

IS T AR R B S S s A S bk S e RNy 3600 (D)

ip domain dynamic period 3600

11 ip domain proxy enable

ip domain proxy enable

no ip domain proxy enable
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£ 15 RA

THIRAF A A IR 55 4 A DI RE

BNt

NIRRT R A A IR 55 A B D -

ip domain dynamic enable

5.1.12  ip host limit

ip host limit number

no ip host limit

A OGP L Th RE A F it iy 2 K9 no FE .

g
2% SHOAA
number REZAAT TN H LR
73=]
AR R GEGATH B EHLEH R
wERA
EREES
e AR
WE RGEAF P ENEE LR number. 25 ZLEUH X R G847 W ¥ HUECE R (6
i 21 no . A &E: 0-5000.
P

N TR B R G A I ENLECH EER 9 3600 (4D)

ip host limit 3600

5.1.13  ip domain ddns update

HENZNAS DNS BLEA, 405E THL 1P Hihkfldg 42 .

PEIRES T IR a2 B4 -
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i (BUHZRE) 1% 0 P E 1P HbEAR4 name GE: A —Mi I R Reghe —
NG, B RGRE R4 R A i 5 IR E D)

bind name interface number [singly]

no bind name interface number

st CIOBESE) TP HUALRBRA nane (FE: [l 4 AT LAREBI %4 TP, 38044 i AR
R4 AR D

bind name ip addr[singly]
no bind name ip addr
M kR34 9 name A EHL:

no bind name

S
B S YA
name FRGhE I8 4
number Fegh e 5
ip addr FESRE P HHE
singly [FTEIME—thah i — MR AP, W H S, MIMHER T8k 2 R4 2% LrE
4 namefi e 41
HhE
KYpE
RN

ip domain ddns update: 4> /5l B4

bind: Zh# DNS L& &

£ 15 RA

YT B E a4, e 28 5 52 3 Sh/E B4 RS 4 Bt —ik, (B2
FARFE IREA UP 1%, 5348 RS A S8 A 2 s, w2 S i AR i) -
R T PRIERGHER 14 UP Ja b AT, ANBLHR B 75 5 — IRy M B BRI B B 3 K
—2e X T retry Al timeout [RCE EAE 30 FBh LS HCE A REAERL.

Ak, AR ORISR, ARSI TP bk ) SO 1R 1% h 28 5

A 55 % I AN RE I BB T I — 2 SCRTLIEAE . S AT AR 2 A BN K A
SRIEIR I 5] ASE 24 55 235044 i 55 45 VK A2 1 G A5 N BE 06 R 2 £ 5387
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E3) % DNS FRE A, {5 exit iy 4 AT AR [ 34 R e B 45
]!

TN TR G A AR T, S AL A TP sk
ip domain ddns update

bind inter. edu. cn interface el/I

bind addr. edu. cn 172. 16. 20. 205

5.1.14 ip domain ddns vendor(peanuthull)

ip domain ddns vendor name peanuthull

no ip domain ddns vendor name peanuthull

B SR
name AEE 55 e B S 4

LEES

EREES

et RA

QU — MBS R T IR B S, BEAAEA TR P A E A . A N R e e A U
Fir 2 H) no . (M exit fir & BE AL 58 % o iic B AR 1 B 2 R E A .
PEIRAS T I E A & B4 -

enable

server

port

bind

username

password
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1. enable

RE

Vs CDUHEGE ) WAEA 52 % 7 b e B 52451
enable

no enable

AR s

£ 15 RA

2. server

x

B (BUH) fed5e ka5 a5 449K

server name

no server
g
B SR
name eI SE RS 28 2 R
B®E
7
=R AR
HEedaE —MEETERS s, HJEFRE 7 MeERRGSRA, WRESH 5 E
R BERHT B E XA TR S5 4
3. port

B E AR R S5 A S
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port number

no port
¥
¥ SHLAR
number BRI RSS20 1 5
RE
7
=R ER
25 B8R D6 3 15 R
4. bind
W A ip B I 1S 4 ) I 4 e
bind domain {inter number|ip-address}
no bind
¥
¥ SHLAR
domain FHERIEE
number FrghE 1 5
ip-address 48 1Pkt
RE
o
=R AR

Uit IR REFAEZA ip, RGEATERBETE ip Mk, om0&E ip HhbN A 7% ) i
TEIERN, 4 O ip 80 ip KA, AR e BN

5. username

BEEM 4, M & EA R 4, A Tt e Ml 4
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B
B SHLAR
name FEAE A 7 W il o 175 B 44 B P 44
ReE
7
155 FH 5t RA
o
6. password
BCE Y, VENN R E A R, FEAEA TR E Ml 4E
password psd
no password
¥
B SHLAR
psd FEAE A 76 W il I 1 dnk 42 10 FH P 3 1
ReE
o
155 FH 52 RA
o
5.1.15 ip domain ddns vendor (dyndns)

username name

no username

ip domain ddns vendor
[members.dyndns.org|lwww.dlinkddns.com.cn]

no ip domain ddns vendor
[members.dyndns.org|lwww.dlinkddns.com.cn]

username

username

dyndns

dyndns
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S
2 S Hik AR
username Fi F7ED-Linkffiddns ™t Chttp:/iwww.dlinkddns.com.cn/login) b33 it i A
J14
members.dyndns.o | i J] i Dyndns#A 1548 4 7 IR 55
rg
www.dlinkddns.co | {ii i f1D-Linkd2 At i 5h A4k 44 1 A 4%
m.cn
AR
R ES
{5 A ER
B#—A DynDns 25 5, FF3EN DynDns %7 Snlic BLAS « #5 SL B b A U6 ) otk
T no JE o H] exit dr4HE A DynDns %7 Jii e B ANR 0] 3 2 R AC B A
IRAS N B & iy 204
password
bind
1. password
WCE B, AT ST 7 B A A .
password psd
no password
¥
SH Sk A
psd 7ED-Link[¥ddns™¥k Chttp://www.dlinkddns.com.cn/login) i/ P (1
Y
73

fJH f1 D-Link S0t A3 A8k A42 1 ik 55
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£ 15 RA

R R E M ey, MARFTE T bind iy & 90 138 A4 bk AR AN 2 5 58 ST 31 4 € iR
A ddns iR%5 4 .

2. bind
WA ip = I SR RN IR A R, TN no TSN BUH 46 E
bind hostname {interface number| address ip-address}
no bind hostname {interface number| address ip-address}
¥
2¥ SR
hostname RS ERE R, 1thig & SR e i@ D-Link#9ddns g
(http://www.dlinkddns.com.cn/login) SEMBRMEIAPHZ T
number ReghE 5
ip-address R (K TPH L
RE
x
155 A5t RA

1. bind ¥R 4 B 24 N LRSS &1 ddns Wl EyEM S 2 T, TPk
IR A nohost (FEHZAZL) W R,

2 — MNP ATELEM 2 MR AL, FIEAT PLZ I bind dr &R B M84% 70 bind £ —
AN hE B .

3y =AM R BE bind B — AN EMAE, 20K —ME44 bind B —ANETROHEE D EOBER
JER G0 K B0 HR RO R, — M HuhkEE ] DA bind B2 AN F 54 .

4y 3 R REAAAEZ A ip, RGEATEREELE ip ik, WERA AT AMARIEE S
U2 W TP i, FTELRE bind Mtk BcE N 0, ddns 55 a5 BEROAR I $2 58 BRI TP 4R 3C
H 3R 1P sk

5.2 DNSRE®E®MS

DNSR & H iy > f$5

° show ip hosts
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~

) show ip domain
) show ip peanuthull

) show ip dyndns
5.2.1  show ip hosts

BoREONEA . B A R SR Ser BRI A s kR T

show ip hosts [detail]

e
BH SHEA
detail [FTIE] B 7 o IR A A Z b, 3 BoRA{E R %€ i FIDNSHEBUR) 2 N A
KA E, WIHEID CHal i e At bk ) $R2 i3 A A R ) 552
LR

EHE, 2REES

L]l
N TR T AT ENLAL BRI AR

show ip hosts

5.2.2  show ip domain

LR v E A IR 55 AR A R

show ip domain

B

EHA. 2REES
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P

I AR i 4 s BT AT 3544 IR 55 s -

show ip domain

5.2.3 show ip vendor-dns

BRI AL R SRSB4 DNS kg5, HHT24E4: 58 DynDns 2 7 iz i e B A5

=|

Iy

show ip vendor-dns

ot
HHE, 2REES

w5

N A BRI A Te R S s B ELAE

show ip vendor-dns

5.2.4  show ip peanuthull

BRI AR TE R P s Bl B A

show ip peanuthull

i

SHA. EREES
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1l
T THR A A R P AR AR 5E % P i s B G LA R
show ip peanuthull

5.2.5 show ip dyndns

EIRFTE K D-Link DynDns % 7 s P BCE (S S, FFEFHE— AN P 485E 03842 B e
RS R, s R EEAFE: good-HH I, nochg-1P Hitk# A 421k
nohost-fi NI 42 AFE1E. bad username-4 i i) J' 44 S5 02445

show ip dyndns

et

RN
EHA, 2REES
5
N i 4 s BFrA D-Link DynDns 2 b F G ELA5 B -
show ip dyndns
5.3 DNSRiit#4<
DNSR % # iy & 1 4%
) debug ip domain
5.3.1 debug ip domain

191 (5K DNS BB IRIRThRE . 45 22 5¢ P IR W RE A Y B iy & /9 no K

debug ip domain {packet|query|update|cache|proxy|peanuthull
transaction|peanuthull state|dyndnsjall}

no debug ip domain {packet|query|update|cache|proxy|peanuthull
transaction|peanuthull state|dyndnsjall}
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é\

S
B SR
packet PRIEFDNSHR L 2
query PREXDNSE i1 1E
update PREEDNS T Hi i 1E
cache IR EEDNSZEA7E1E B
proxy FREEDNSAH IR S5 231847
peanuthull state BREFAEAE SRR S s AT RS
peanuthull PREFACA R P 0 A8 LA B
transaction
dyndns FREED-Link DynDns %/ 358 A5 B
all FREF T DNSIZAT 5 &
R
EEA
Pl

NI Ay A K 4T IF DNSR RLER 1 BT R T it -

debug ip domain all
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FoxE IPRSEE ML

6.1 IP Serverfi &4

IP Server fit & iy 2 .45

clear tcp

clear tcp statistics
debug arp

debug ip icmp
debug ip packet
debug ip raw
debug ip rtp
debug ip tcp packet
debug ip tcp transactions
debug ip udp

ip mask-reply

ip mtu

ip redirects

ip route-cache

ip source-route

ip tcp synwait-time
ip tcp window-size
ip unreachables
show ip cache
show ip irdp

show ip sockets
show ip traffic

show tcp
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) show tcp brief
) show tcp statistics

) show tcp tcb

6.1.1 cleartcp
THEBR—A TCP %2,
clear tcp {local host-name port remote host-name port | tcb address}
B
B SRR
local host-name | A = HLIPHLHEFITCPIR I,
port
remote host-name | jmif F=HLIPHILEFITCPES 1,
port
tch address BE R TCPEE KB MR H e (TCB) k. TCB: RS A FEN TCPIEHEH
FRiR, AT LA 4 show tep brieff3 3.
RN
B
5 AR
clear tcp fir4 T E L TIER C LKL 1L/ TCP &R, eI , ) Wi {5 £k 5% b,
TCP #HEdalixt 7 FHE)E, TCP EHZLprEAL% L, HEAHT TCP E#H L —HEHFE
5y RGTCVE S R IX GO, XA LA A clear top @4 M LA ) TCP d4%.
Hrfr, clear tep local host-name port remote host-name port 4 T 2% 1F 48 5 [ A
FEHL 1P Huhk/u 7UFNZE s = AL 1P Huhik/f 112 8] () TCP i#:4%. clear tcp tcb address iy 4
T2 1Ef5 2 TCB ik Frbrii iy TCP &%,
15l

T I FiE % 192.168.20.22:23 (A4th) 1 192.168.20.120:4420 GEii) 2 [& ¥ TCP
#4% . show tep brief #i74 TR T 2481 TCP &3 A MA@ ik FHLE B

Router#show tcp brief

TCB Local Address Foreign Address State
OXE8B5AC8 192.168.20.22:23 192.168.20.120:4420 ESTABLISHED
OXEA38C8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED

Router#clear tcp local 192.168.20.22 23 remote 192.168.20.120 4420
Router#show tcp brief
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TCB Local Address Foreign Address State

OxEA38C8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED

TIH A %R TCB Hblik )y Oxea38c¢8 ) TCP %%, show tcp brief #y4 %o~ | TCP i#
BEI) TCB Hiuhik.

Router#show tcp brief

TCB Local Address Foreign Address State

OxEA38C8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED

Router#clear tcp tcb Oxea38c8
Router#show tcp brief
TCB Local Address Foreign Address State

=P SRy

show tcp
show tcp brief

show tcp tcb
6.1.2 clear tcp statistics

% TCP Guit % .

clear tcp statistics

gl
Zin B SRR T
B
LA
w5
M T 25k TCP geit-HiiE
Router#clear tcp statistics
EPSECY

show tcp statistics
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6.1.3

P

debug arp

P78 ARP ZHAZE, Flank it ARP &R, WH| ARP mi, W3 ARP &R, Kifh ARP
DRI, M SR LR, ALV T ARP S A S, F no debug arp
{?Jtmﬁfu;u\o

debug arp

no debug arp

2 B SRR T

Router#debug arp

Router#IP ARP: rcvd req src 192.168.20.116 00:90:27:a7:a9:c2, dst 192.168.20.111, Ethernet1/0
IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:
00:00:00:00:00, wrong cable, Ethernet1/1

IP ARP: created an incomplete entry for IP address 192.168.20.77, Ethernet1/0

IP ARP: sent req src 192.168.20.22 08:00:3e:33:33:8a, dst 192.168.20.77, Ethernet1/0

IP ARP: rcvd reply src 192.168.20.77 00:30:80:d5:37:€e0, dst 192.168.20.22, Ethernet1/0

S H KR B HE7EE O Ethernet 1/0 LULE|—A ARP 53K, & HigRIIEHL IP
Hbohk N 192.168.20.116, MAC #b ik & 00:90:27:a7:a9:c2, EiF K IP Hihk KN
192.168.20.111 1 F ML MAC Huhit:

IP ARP: rcvd req src 192.168.20.116 00:90:27:a7:a9:c2, dst 192.168.20.111, Ethernet1/0

B EREEY: BREHS/EEE Ethernet 1/1 LUREI—/NKE 192.168. 20. 139 [F] ARP
HihbigsR. B2, WEHES0EORE, XMNMEOHFASERXE EVFTERRKIMNZE E.
Firbh, AIREAE F AR E A IER E%Ha%%ﬁu%ﬁﬁﬁ%*giﬁT ARP ZZ17, HinIfEICI%
AEAE IR0 DR G BCE 7 A A bk i E HLE

IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:
00:00:00:00:00, wrong cable, Ethernet1/1

B AEE R, B SR IR ML 192. 168. 20. 77 (1] MAC Hull, FTULLE ARP Z1E R
TEEASL T —& AN ARP E I, 25Uk 3] ARP RAZSHY FRIE N MAC Holik. ARHERS 32 pm
B, XETHEREERD Ethernet 1/0 F.

IP ARP: created an incomplete entry for IP address 192.168.20.77, Ethernet1/0

FIUKE SR, M H 8L 0 Ethernet 1/0 ok HH ARP &K, A S 2514 1P st
& 192.168.20.22, T%DEI’J MAC HihlJ2 08:00:3e:33:33:8a, FriERAILHL IP Huhl=Z
192.168.20.77. X415 BAEE =415 SR,
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IP ARP: sent req src 192.168.20.22 08:00:3e:33:33:8a, dst 192.168.20.77, Ethernet1/0

BHAEREY, WESIEH D Ethernetl/0 FURE| T 192.168.20.77 K45 H 8845 1
192.168.20.22 f#] ARP Wi, 75415 MAC Hili>y 00:30:80:d5:37:€0. X415 8 2&H
=L DA BAHICH.

IP ARP: rcvd reply src 192.168.20.77 00:30:80:d5:37:€0, dst 192.168.20.22, Ethernet1/0

6.1.4 debug ip icmp

R Internet {5 B (ICMP) IR EHAZ R . i H 44 no debug ip icmp <1t
Fi .

debug ip icmp

no debug ip icmp

f£ F 15 RA

Z A2 AT LLE R RGUCEIAUR I ICMP 453, AT A e o 2% i 380 o 381 PO EE 2 1) . )
RETHE debug ip icmp @ A%HHKTEH S X, 1§20 RFC 792, “Internet Control
Message Protocol”,

P

Router#debug ip icmp

Router#ICMP: sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48
ICMP: rcvd echo from 192.168.20.125, len 40

ICMP: sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

ICMP: sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36

ICMP: sent dst (192.168.20.22) protocol unreachable to 192.168.20.124, len 36

ICMP: rcvd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36
ICMP: rcvd dst (22.0.0.3) host unreachable from 192.168.20.26, len 36

ICMP: sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36
ICMP: rcvd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36

KTH KGRI T
ICMP: sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48
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~

13 iR
ICMP: BRI Internetizs g B ACMP) #HOCIHE B
Sent RIEICMPR L.

pointer indicating

ICMPHR IR, IXAMCMPIRICRTR IR IPIR SR, I 8 Hh R
HERIICMPIR A :

echo reply ([EIRi %)

dst unreachable CHFARAIEIX), M-

---net unreachable (FJ4EANH] EiE)

---host unreachable (FHIAAFIE)

---protocol unreachable (BN Eik)

---port unreachable (¥ 1 ANT] F]3E)

---fragmentation needed and DF set (FZE 4% F, {HDFA#E LD
---source route failed CJ5# f 5060

---net unknown AR %1M%)

---destination host unknown (EZ1EHL

---source host isolated R EHLIEFEED

---net prohibited (5 /%% [FIA{E 24 1)

---host prohibited (5 FHLHEE 2R 10

---net tos unreachable (XF1ERMINRSTEA, PZEAREE)
---host tos unreachable CHERIINSZ M, FEHATRIL)
source quench CJEHIH]D

redirect (Efzla)), 4F:

---net redirect (4R A7)

---host redirect (FEHLE LD

---net tos redirect (X ik5% AW 2% (1) B AL IR

---host tos redirect (i IR % Z8BAN EHLE AL DD

echo (JFIREiER)

router advertisement (i 1% )

router solicitation (% H1#$1#55K)

time exceeded (HERY), .

---ttl exceeded (iR )

-—-reassembly timeout (F4LHBIN)

parameter problem (—SHE), AiE:
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---pointer indicating (f& H#1RS%0
---option missed (#k/>1E5H)

---bad length (K45
timestamp (i ELD

timestamp reply (I B{R%0)
information request ({5 &i%R)
information reply ({5 282

mask request (FEF%iER)

mask reply (H#ERGMZ)

W RGRIPICMPIER, RGN BoRICMPIEEUFIARIL fH{H .

10 192.168.20.124 | ICMPIR A H HHihE£192.168.20.124, X 42 5] #2iX NMCMPHR L) R 14

W HIYE L bE .
(dst was | GliZICMPH LR AHSCIY H bk £ 192.168.20.22,
192.168.20.22)
len 48 ICMPHSC K FE 248771, KA A EIEIPHLKE .

KTHE G BB T
ICMP: rcvd echo from 192.168.20.125, len 40

5] ik
revd W BICMPHE L
echo ICMPHR TR, 2 0] iR KL
from ICMPHR LR HE b 2 192.168.20.125.
192.168.20.125

KTHE =G BB HI T
ICMP: sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

1 we

src 192.168.20.22 ICMPHR L Y AE /2 192.168.20.22,

dst 192.168.20.125 | |CMP4i 3Ly H iy Hbhl£192.168.20.125.

LR ICMP SCRT R, =1 ICMP OC SRR RIS, BUE i
I, 3T ICMP SLBLRIESC, R F AR AT ED:

ICMP: rcvd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36
ICMP: sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36

Horp g — 2= B Eos, URESE E ENL 192.168.20.77 (1) ICMP EHLE L7 I SC, dE
W 192.168.20.26 ik H I ENL 22.0.0.3, ICMP 530K 36 4.
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6.1.5

B AEREEIR, K ICMP ENLEAL MK CH] 192.168.20.124, i H1'e f# FH W 5
192.168.20.77 FiA N1 22.0.0.5, ICMP R KB 36 =14,

XHF ICMP H BJA AT BARSC, SR T 3R (TN :

ICMP: sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36
ICMP: rcvd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36

Hr, F-%FEEXRR, BMEBDLEBBEFEA P T, B L 4 SR8 E 4L
192.168.20.124 %% ICMP H#EHNL (202.96.209.133) A FAR S, ICMP 30K &
36 F T,

BB RRR, BEHZSWE—/N R E FENL 192.168.20.26 ) ICMP #3C, @51 H B FEHL
(2.2.2.2) ATAEE, ICMP 30K 36 =i

debug ip packet

TR Internet 1 (IP) X HAZ S . 84 no debug ip packet 15 1L E 785 E..
debug ip packet [detail] [ip-access-list-name]

no debug ip packet

2 SRR
detail (A3 S IPIROCEE P LS 2, WS, UDP. TCPig%, ICMP
WAL,
ip-access-list-name | (Wlik) g S BMIPYT IR AR RAG R LTS E IPY AR KIPH
SCHE BA S
access-group (Al3e) FFid ks 3 BIPUT R R AR . R 21 € 1PV 3R 1 1Pk
HIME B A W .
interface (Al FFad ol A5 B O 28k, RA W 18 e i O IPHRCC IS B
e pltm .
SRR
EHE
< AA

X Sk AT AR B 1RSSR A B A AR ) 1P SROSCI R, 1 RS K AR T

IR R A
o Wik
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®  WAENTRRR SCEE R O K

o RN FIRRIK

° K% redirect i 3C

® A A YRR LT

® 1 TR IP options 4 4

® JEih

®  KHIRIERCHFE I v, (HiE DF Al B AL
o FRL

o IEIIP A

® AR

o A2

®  RMIERIR TR

® MR EARSTH Y

o EIRCHILIE

® IR ICHLLIE

®  HEHUREPHRM CHRTLAKKD

®  REIMMK

X 2% AT e A KR A S 2, BT DL I A2 % e 2 U2 PR RO I s T 7 )

K E MR GERE. J1oh, RATREM DT MR s, AR G0 R Bom Al B R
S Y-

RN

P

router#debug ip packet

router#lP: s=192.168.20.120 (Ethernet1/0), d=19.0.0.9 (Ethernet1/0), g=192.168.20.1, len=60,
redirected

IP: $=192.168.20.22 (local), d=192.168.20.120 (Ethernetl/0), g=192.168.20.120, len=56,
sending

IP: s=192.168.20.120 (Ethernet1/0), d=19.0.0.9 (Ethernet1/0), g=192.168.20.1, len=60, forward
IP: s=192.168.20.81 (Ethernet1/0), d=192.168.20.22 (Ethernet1/0), len=56, rcvd
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i ]

IP FORRHFAG B RRTIPIRICH .

§=192.168.20.120 | PR CMIEHb LA BIRSCHUHE QAR (AN SRR A A BRSO .
(Ethernet1/0)

d=19.0.0.9 IPHR L H AL AN AR RS D A FR Cn SRt D 1% ).
(Ethernet1/0)

9=192.168.20.1 IPHRSCH T~ —Bk H hal, FIREZMOCHE, WAl Remt2 B ik,

len IPHR ST

redirected FR I A ) X ARSI ENURIEICMP R AL MR . e B A

forward---fR SCHEE K -

forward directed broadcast---#& SCAE € M) # B %k, ROCKHIE K iERE O
LR

unroutable---fit L F 2K, KpiEFT.
source route---J5 4 i .

rejected source route--- 2 4t 4 i AN SCRFIR K B, DR G HE 207 IPYR 6 B e 0 R
Lo

bad options---IPIET A%, I EF -

need frag but DF set--- A& SCH S fr, (HEDF#E N
revd--- R SO AR LRI

revd fragment---US{ B3k 305 o
sending--- & IE A AE AR SC .

sending broad/multicast--- & 2% A< A= B 378/ 2 L
sending fragment--- & 1% 7E AL 73 (9 IPFR 3L .

denied by in acl---# #2 i ORI [l R AE 44

denied by out acl---# & %32 1 (¥ &% 5 0 R HE 4.
unknown protocol---F &1L .

encapsulation failed---WpiE 25280, REF LUK .. HEAEUKMEE N
RIZERIIRSCH TARPEHT RO # E N, RRX&ER.

B ERN, BEEhEHBSAE A IP S, ErEhEE 192.168.20.120, KEHEE
Ethernetl/0 FriZE4:r M B, HRHHEZ 19.0.0.9, IR HEME N RIEE D2
Ethernetl/0, MJcHihl g 192.168.20.1, KN 60 F45. KRILMSCAL H IP
FIJRENEELE R — M b, a2 B 2813 10 Ethernetl/0 AT A4S I, By DA%
ek ICMP S A7 3RS,

IP: s$=192.168.20.120 (Ethernetl/0), d=19.0.0.9 (Ethernetl/0), g=192.168.20.1, len=60,
redirected
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TR, R T ICMP AR RIE, IEHhEE AR bE 192.168.20.22, HIH
ﬂﬁhtmtu&xmz)ﬁﬂﬁht 192.168.20.120, M1 Ethernetl/0 &, BT & EEFAH
(o, T DL G Hb R 2 B Bk 192.168.20.120, ICMP & A7 4R 0K JE 2 56 T .

IP: s$=192.168.20.22 (local), d=192.168.20.120 (Ethernetl/0), g=192.168.20.120, len=56,
sending

BB ERY, P RSN IP R C, o rydEbE 2 192.168.20.120, #E N
Ethernetl/0, # ¢/ B filkZE 19.0.0.9, &K B X, KM FELRIXMROCH
$210 Ethernetl/0, M3¢i& 192.168.20.77, RCKEN 60 77, X% (E B ERIZE RS
ERH ICMP EALAIR LU, R —%E B BRI,

IP: s=192.168.20.120 (Ethernet1/0), d=19.0.0.9 (Ethernet1/0), g=192.168.20.77, len=60, forward

FBIEFEERR, IP EIRE— IP g, JFEbkZ 192.168.20.81, Oz
Ethernet1/0, H ik f& 192.168.20.22, &1L # H#5 % 1 Ethernetl/0 _Efit & 1 —4>
IP i, HRSCK TR 56 774, A,

IP: s=192.168.20.81 (Ethernet1/0), d=192.168.20.22 (Ethernet1/0), len=56, rcvd
/44 debug ip packet detail @74 B4, R BRI ACETI O E S

router#debug ip packet detail

router#lP: s=192.168.12.8 (Ethernet1/0), d=255.255.255.255 (Ethernet1/0), len=328, rcvd, UDP:
src=68, dst=67

IP: s=192.168.20.26 (Ethernet1/0), d=224.0.0.5 (Ethernet1/0), len=68, rcvd, proto=89

IP: s=192.168.20.125 (Ethernetl1/0), d=192.168.20.22 (Ethernet1/0), len=84, rcvd, ICMP: type=0,
code =0

IP: s$=192.168.20.22 (local), d=192.168.20.124 (Ethernetl/0), g=192.168.20.124, len=40,
sending, TCP: src=1024, dst=23, seq=75098622, ack=161000466, win=17520, ACK

2 ik
UbP WLAFR, HIUIUDP, ICMP, TCP% ., HE s MM 5%
type, code ICMPHR L ZE A AN AE
src, dst UDPAITCPHR LIV 1 AN H (3 H o
seq TCPHR LT 5
ack TCPHRILHIFIINS .
win TCPHRITHI A E.
ACK TCPHR TR HI LR P ACK B B Ar, RBIFAINFFS 5 A R HE I 6] Hoky
JESYN, URG, FIN, PSH, RST.

B EERY], WE UDP 4Rk, 52 68, H i - iE 67,

IP: s=192.168.12.8 (Ethernetl1/0), d=255.255.255.255 (Ethernet1/0), len=328, rcvd, UDP: src=68,
dst=67

B AEERY], WEERCC LS Y 89,
IP: s=192.168.20.26 (Ethernet1/0), d=224.0.0.5 (Ethernet1/0), len=68, rcvd, proto=89
BRERRY], EICMP i, #ROCEEN 0, RSN 0.

IP: s=192.168.20.125 (Ethernet1/0), d=192.168.20.22 (Ethernet1/0), len=84, rcvd, ICMP: type=0,
code =0
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GEES

6.1.6

HEIU4AE BRI, Kik TCP o, IR~ 1024, BN 23, 45N 75098622,
A=A 161000466, UK E O ~F A 17520, ACK FrEA#E B AT J= T X Besg 14 3,
% 1L RFC 793— TRANSMISSION CONTROL PROTOCOL.,

IP: s=192.168.20.22 (local), d=192.168.20.124 (Ethernetl/0), g=192.168.20.124, len=40,
sending, TCP: src=1024, dst=23, seq=75098622, ack=161000466, win=17520, ACK

N Fanfrr R v i i 2R . Blin, Bk R EoRIEbEE 192.168.20.125 R SCE B,
B4 DT % abe, W AVEEHibEE 192.168.20.125 ¥ IP #C. RiE, #
debug ip packet iy 4 H 5 12 Vs 1] 45 61 3K

Router#config

Router_config#ip access-list standard abc

Router_config_std_nacl#permit 192.168.20.125

Router_config_std_nacl#exit

Router_config#exit

Router#debug ip packet abc

Router#IP: s=192.168.20.125 (Ethernet0/1), d=192.168.20.22 (Ethernet0/1), len=48, rcvd

b i A5 P R AR AR AE R U7 IR P2 603, T DU ™ e ) )R

AN/
g

debug ip tcp packet

debug ip raw

Eox Internet B (IP) (A2 HAZ E.. 18 no debug ip raw 1% 11 BoR 15 B
debug ip raw [detail] [access-list-group] [interface]

no debug ip raw

g SR

detail CATEE) i IPHRSC B I MU B, P S, UDP. TCPii S, ICMP
WormsE,

access-group (A[i%) AHFibyEs i E B IPT R A H . R W LR EIPT R M IPH
XIE B A 2wk .

interface CAlide) FFid i s B D 2Rk . RA WL E5m 0 RIPHRSCHIE R
Ao o

B
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£ 15 RA

=~

X 2k TT AR B 1 AR NS Y R A 2R ) TP RO R SR LA

FLA) S A o

IR R A

3

WA E N RRAR OB FR SR K
B I AR R

3% redirect 3¢

T VR R I TR A 4
T4 1P options #H 44
U5 2% H

A ARIRCTHF LS Fr, {HZE DF Ao B AL
EE S

ez 1P 2y

RIERL

-3 REiTEZ

A A AR ST R I
ASHAE AR SO

N EIE S BURY
BRI IE

B E BRI CRBRT BRI
AR AL

TR R AT

X KA ST RES A REISHEE, I LR RS o B W i, 50

K= L R SUIERE .

S EEISY

5 debug ip packet —%, #g.

AN, RATREAE Vs Ir i pE AR e s F P ORI
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AXaL

debug ip tcp packet

6.1.7 debugip rtp
RS R4 1A HAS . 8 no debug ip rtp 1% 1L BRAE R
debug ip rtp {header-compression|packets |rtcp}
no debug ip rtp {header-compression|packets |rtcp}
S
2 SHAA
header-compress RTP/UDP/IP=L ¥ JE 45 A
packets RTP/UDP/IP 3k & 46 A8 HA G
rtcp TCP/PH e 48 28 HL AR o
AR
RS
£ RTEER
XA A AT LATE Bl 1 AR Sk 0 4 5 B HAR I R
X KA T RES A REM G S, I DA 7R 38 LU BT IR s, 5 0
W P H R RGEVERE .
w15l

router # debug ip rtp header-compress

2002-1-9 21:36:42

21:32:05: RHC Seriall/0: new connection, conn 0,

2002-1-9 21:36:42

21:32:05: RHC Seriall/0: output uncompressed, conn 0, cksum 0x0000, seq 7078, Gen =0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0: output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7079, Gen =
0

2002-1-9 21:36:42

21:32:05: RHC Serial1/0: output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7080, Gen =
0

2002-1-9 21:36:42
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21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Serial1/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall1/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Serial1/0:

2002-1-9 21:36:42
21:32:05: RHC Seriall/0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall1/0:

2002-1-9 21:36:42

21:32:05: RHC Serial1/0:

0
2002-1-9 21:36:42

21:32:05: RHC Serial1/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall1/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall1/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall1/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7081, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7082, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7083, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7084, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7085, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7086, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4024, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7087, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4025, Gen =0

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4026, Gen =0

: output uncompressed, conn 0, cksum 0x0000, seq 7088, Gen = 0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7089, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4027, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7090, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4028, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7091, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4029, Gen =0

output uncompressed, conn 0, cksum 0x0000, seq 7092, Gen =0

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4030, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7093, Gen =
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2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall1/0:

2002-1-9 21:36:43
21:32:06: RHC Seriall/0
2002-1-9 21:36:43

21:32:06: RHC Seriall1/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall1/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall1/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0

2002-1-9 21:36:43
21:32:06: RHC Seriall/0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall1/0:

2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

0
2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

2002-1-9 21:36:43
21:32:06: RHC Seriall/0
2002-1-9 21:36:43

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7094, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4032, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7095, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4033, Gen =0

: output uncompressed, conn 0, cksum 0x0000, seq 7096, Gen =0

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4034, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7097, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7098, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4036, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7099, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4037, Gen =0

output uncompressed, conn 0, cksum 0x0000, seq 7100, Gen =0

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4038, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7101, Gen =

: tossing error packet

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7102, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4040, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7103, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4041, Gen =0

: output uncompressed, conn 0, cksum 0x0000, seq 7104, Gen =0
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21:32:06: RHC Seriall1/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall1/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

0
2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4042, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7105, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7106, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4044, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7107, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4045, Gen =0

output uncompressed, conn 0, cksum 0x0000, seq 7108, Gen =0

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4046, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7109, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7110, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4048, Gen =0

EoRAERHERIPML (TCP) MR fEE . M no debug ip tep packet {5 1275

no deb all
6.1.8 debug ip tcp packet
debug ip tcp packet
no debug ip tcp packet
g
PANRSCEEE £ EES i
RN
(ELIEN
15l

Router#debug ip tcp packet
Router#tcp: O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659460

102



0 2% B A BE B i &>

tcp:

tcp:

tcp:

tcp:

tcp:

tcp:

tcp:

tcp:

DATA 1 ACK 3130379810 PSH WIN 4380

| ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 3130379810

DATA 2 ACK 50659460 PSH WIN 16372

O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659461
DATA 50 ACK 3130379812 PSH WIN 4380

O FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 50659511
ACK 3130379812 FIN WIN 4380

I FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659511 WIN 16321

I FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 WIN 16321

I FIN_WAIT_2 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 FIN WIN 16321

O TIME_WAIT 192.168.20.22:23 192.168.20.125:3828 seq 50659512
ACK 3130379813 WIN 4380

I LISTEN 0.0.0.0:23 0.0.0.0:0 seq 3813109318
DATA 2 ACK 8057944 PSH WIN 17440

tcp: O LISTEN 0.0.0.0:23 0.0.0.0:0 seq 8057944
RST
1 bi::3u
tep: FRXTTCPIRCHIE .
o RIETCPHC.

ESTABLISHED

TCPEEM LIRS . XKTTCPERREMNH L, 2 Mdebug ip tcp
transactions#ir 2t 1 .

192.168.20.22:23

WL YR HE £ 192.168.20.22, i /223,

192.168.20.125:38
28

oK H bk £192.168.20.125, H i 123828,

seq 50659460

WILHIFF A5 250659460,

DATA1 SO A RO U
ACK 3130379810 | 4 ififiik 523130379810,
PSH S ) U RE H PSHE B A
e EEH I H ACK, FIN, SYN, URG, RST.
WIN 4380 S B R T3l k] Bl B B AR X R, H AT 243807

PR TCPIR L.

IR PRSI A M E BoR R, BRI A TCP RS iZIR A A 3UE .

BXaL

debug ip tcp transactions
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6.1.9 debug ip tcp transactions

BRI (TCP) WEZEAZHAFZE, #lin TCP EHARAE S LS. H no debug ip
tcp transactions 15 1k 2R,
debug ip tcp transactions
no debug ip tcp transactions

¥
Zn 2B SRR T

RN
B

5

Router#debug ip tcp transactions

Router#TCP: rcvd connection attempt to port 23

TCP: TCB OXE88ACS created

TCP: state was LISTEN -> SYN_RCVD [23 -> 192.168.20.125:3828]

TCP: sending SYN, seq 50658312, ack 3130379657 [23 -> 192.168.20.125:3828]

TCP: state was SYN_RCVD -> ESTABLISHED [23 -> 192.168.20.125:3828]

TCP: connection closed by user, state was LISTEN [23 -> 0.0.0.0:0]
TCP: state was TIME_WAIT -> CLOSED [23 -> 192.168.20.125:3827]
TCP: TCB 0xE923C8 deleted

TCP: TCB OXE7DBCS8 created

TCP: connection to 192.168.20.124:513 from 192.168.20.22:1022, state was CLOSED to

SYN_SENT

TCP: sending SYN, seq 52188680, ack 0 [1022 -> 192.168.20.124:513]
TCP: state was SYN_SENT -> ESTABLISHED [1022 -> 192.168.20.124:513]

TCP: rcvd FIN, state was ESTABLISHED -> CLOSE_WAIT [1022 -> 192.168.20.124:513]
TCP: connection closed by user, state was CLOSE_WAIT [1022 -> 192.168.20.124:513]

TCP: sending FIN [1022 -> 192.168.20.124:513]

TCP: connection closed by user, state was LAST_ACK [1022 -> 192.168.20.124:513]

TCP: state was LAST_ACK -> CLOSED [1022 -> 192.168.20.124:513]

TCP: TCB 0XE7DBCS8 deleted

1 ik

TCP: FRERTCPAEOER.

revd  connection | g% 123 (telnetii (1) [EH K.
attempt to port 23

created

TCB  OxE8BACS | A:pl—/METAUTCPEyEMIb, HARiHHOXEBBACS.
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state was LISTEN | % g TCP %k & #H W R & M LSTEN # F
-> SYN_RCVD SYN_RCVD.
A REITCPIRASA:
LISTEN---Z5453k B F i EHU M TCPIEREE K .
SYN_SENT---& HERAE R AR R TCPER I, IEAESARN T HINZ .
SYN_RCVD---UR E%t 77 FiE e R I L N, R E T B SrERiER,
IEAEEE RN 7 HERE SR .
ESTABLISHED---R/REE VLTS, & THIRAEIEN B, vTck LEM
FH %8
FIN_WAIT_1---E & [xd 77 R R ZRE R, SR kil CUES 7
I RS K.
FIN_WAIT_2--- L& [ 5 & HE B K LIE R, RIS 7 L, B
RN 7 BERE IR .
CLOSE_WAIT-- U Bt J5 R & IETE K, KA, IEAESAAM A X%
MG, —HH P EREHER, R R EIERZIRER.
CLOSING---B £ [a Xt 5 & HEE &R R, B0 7 & & kil Rk 3+
KRN, IETESERERT 5 X A HE 2 15 SR A .
LAST_ACK--- D&Y BN} 77 (&R & b iF R I, R HERLIER,
TESFREMIA
TIME_WAIT--- IE 75 25 A5 2 05 B I 1) DURR 2 6 7 UCB) 1 AR b X e FO R 24 1k
TERIARIA,  CASATOAE P9 28 FR AR 1 S AN R SCEIE H a2 4
E5.
CLOSED---F R &R A EHIE RO AT &K
SR BE TR R VEANINAE K, i 2 W RFC 793, TRANSMISSION CONTROL
PROTOCOL.
[23 > | fERRS

192.168.20.125:38
28]

B (23) FRAMTCPHO.
AN (192.168.20.125) FoRizmiIPHibE .

E=AME (3828) FKonizui TCPuE .

sending SYN

R —MNEBE RIS (TCPHRLIEHI LR SYNE LD . HEMTCPE
il LR FESYN, ACK, FIN, PSH, RSTHIURG.

seq 50658312

KRS 7 7145 450658312,

ack 3130379657 KRS A S 93130379657 .
revd FIN B ILE R (TCPHR % L H I FINE A7)

connection closed
by user

TR ERSCHTCPIER:
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connection  timed | %5 I B O H
out

AXaS

debug ip tcp packet

6.1.10 debug ip udp

TR P EAEHR ML (UDP) M HAE B fH#r4 no debug ip udp 1% 1L 2R,
debug ip udp
no debug ip udp

Y
2 B SRR T

mLHEN
LR

5

Router#debug ip udp
Router#UDP: rcvd src 192.168.20.99(520), dst 192.168.20.255(520), len = 32
UDP: sent src 192.168.20.22(20001), dst 192.168.20.43(1001), len = 1008

i3 ik
UDP: FRIX S AS B KT UDPHR I
rcvd WCEHR L
sent KA.
src UDPHR S ({351 PHbE AIUDP i 11 o
dst UDP#R LI H P HEEFTUDPY [ .
len UDPHR LK S

Bk, 45 Byt s —4 UDP #f3¢, kE 41 192.168.20.99, i1y 520, H
bl & 192.168.20.255, H [ & 520, oK BN 32 F5.

BB R — UDP R0, Atiibl 2 192.168.20.22, 12 20001, HE
Hidk 2 192.168.20.43, H i 142 1001, LK JE N 1008 7.
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6.1.11 ip mask-reply

FORBEHAERR 2 O ERIB P HibEHEAG K . W R ESC X T RE, {EH] no ip
mask-reply.

ip mask-reply
no ip mask-reply

default ip mask-reply

2T WA SRR R T

AN P b iE K .
DR
BOMES

P

|
interface ethernet 1/1

ip mask-reply
!

6.1.12 ip mtu

WBBOR BN P ST R RESRTT (MTU) KB, {5 ip mtu f74. 0 52 &
I MTU G418, /4 noip mtu 7 4.

ip mtu bytes

no ip mtu

&¥ SHULAA
bytes DA A5 T S RTIP R AR
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HhaE
MR FE VB RS, R0 O B KA R E (mtu) AHIA. /2 68 75,
R
BORES
fsEF 1 AR
WP K EHITEORER IP MTU, BEHEEIIR D . T EE R —F AN
JRE R, RAZ B EAHFE R MTU A GeiB 5. MTU {H GEEE DR E M4 mtu &%
B M IP MTU . 3 IP MTU A1 MTU {EAHRE, 242638 MTU 151, 1P MTU )
B2 AR H N MTU . k2, 502 IP MTU {EA2 520 MTU {H.
IP MTU S/ MiE R 68 41, s KEA BT OB E R MTU,
51
THIFr AR 1) IP MTU # 200:
!
interface serial0/0
ip mtu 200
!
e SRS
mtu
6.1.13 ip redirects
Ri% IP ICMP E 1A ST, AR ICMP AT, F#r4 no ip redirects.
ip redirects
no ip redirects
S

WA S H R T
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73=]

—RAE T, 1P ZALFR SR BRE PR IER) . B, WA RN ERE TR
HIBF M X ITh RERE B B 3% T HL,  n R DUJR FA %0 6 e s PSR T B A BT

RIThge A= BT T,

B

HORES

£ 15 RA

P

6.1.14

2 ER A LR HE AR OSCIN BB 5 BT AE B 3 R VRSB SO AR R, 1y FL R 364 5L
A BB EIEAERX AR DR Z AR M 2 ERiE, RAEPG e UK H —A ICMP ZAL[H
3L, AN AL E AR B AV BIRSCH R RO, T AR X

L&
INRE R E T AR BR B I, ROE 1P BAL AR BE R EURCE K.

N A2 7EE: 1 ethernetl/0 B3I k% ICMP &A% m i SC I I RE :
!
interface ethernet 1/0

ip redirects
!

ip route-cache

FERE 1 B B R 1R SR VR i ph S A7 R B K IP 3L ] no ip route-cache iy

FH 8 B 2247

ip route-cache

no ip route-cache

ip route-cache same-interface

no ip route-cache same-interface

SAEIEAE

2% SR

same-interface FEVFIPH SO P A e H B8z 1
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RE
FERR I b fovrtRig e e, ZEIE TR —3% MRS ST e

RN
OMES

= A tER
P B 2R A7 TR Rk H bbb 7 RS AT SR R A1
FOVF I IR AF 2> B i % bR A AR SO R VERE o (HUR BRI A% (64K BUEEAR) b, 8% M
AL B AT
H P LA 4 ip route-cache same-interface S0¥F[E—#: D) IP YUz, BI4R0cEE
FURIAGEFE AR Sl HEOL T, WA R IX —Zhag, BRIt as i) = A7 R D e
MR MR PE D AEEIEERMES, Flantih gk, 7T CAFENT P4k DT 8 X 0T
o BlnNE di#s A, B, C HLEM e — At 4k s, (2345 A—B 1 B—C [k, A
C HEfFE 441 B . A—B—C, B MHHH—/> DLCI W] A (30, SRJE XA
—# 1% 55—/ DLCI Ki%3%] C,

15l
N A SOV IR — 42 T R 5 46 -
ip route-cache same-interface
N A P AT, B[R] R R A He:
no ip route-cache
T A R AR IE[R] 3% R DUk A
no ip route-cache same-interface
N E RG R BIGRETCE (RVFIRIESSH, ZEIER 8 DR POEA )
ip route-cache

Hxae

show ip cache
6.1.15 ip source-route

OV HH A AL T 1P Y % FHIE T 1P Tlii WA EESR % FH AR 5 AT 1P % g T
1 IP #&, f# /7 no ip source-route 4.

ip source-route
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no ip source-route

FAIESFEEE S (EPS o

P

A i A EORAL PR 1P RS I 1P 4R

ip source-route

Hxd&$
ping
6.1.16 ip tcp synwait-time

BCE M AR SRy TCP E R T B I I 6] o n SR L [l RISk E I A], A no ip tep

synwait-time 4.
ip tcp synwait-time seconds

no ip tcp synwait-time

e
Y SRR
seconds DARD A B (I TCPIE B AR 1] . A B AES ~ 300Fp 2 ], R4 758D,
wma
75 b
IR
LR ERS
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6.1.

£ 15 RA

L g ke TCP Ry, WIRIE TCP SRR 8] 2 5 AT & R Th, %
A ICNER R, R — 45 BRI RN IREE. P L E TCP e fiE i
SLARINIIRTE], SRR 75 Bb. IXANEIN G L0t Bt S R 1) TCP MR, MR
5 s ANLE TCP iERA K.

SR HIE S, A4 ip tep synwait-time 2, 7875 155 [P B R M RTE .

5
TS TCP AR IN (A B 30 £:
Router_config#ip tcp synwait-time 30
Router_config#ip tcp synwait-time ?
<5-300>[30] seconds -- wait time
17 ip tcp window-size
WE TCP &R, R R 2|4 {E, {FH no ip tcp window-size 74 .
ip tcp window-size bytes
no ip tcp window-size
e
B SH AR
bytes LA N B B LR R JR655355 41, B /£ 2000515 .
75=]
2000 775
HOER
ERAiCES
=R ER
BRAE B AE A A RS EE, BWAER G SR, R ERE S ATE, a4
ip tcp window-size ?, fE£77 ¥ 5[] B A2 A A
w15l

AT TCP & MRS #Ey 6000 745
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Router_config#ip tcp window-size 6000
Router_config#ip tcp window-size ?
<1-65535>[6000] bytes -- Window size

6.1.18 ip unreachables

BCE H AR A ICMP ASET BTA R L U AR BRI H 4345 11532, i no ip unreachables

AN
TR

ip unreachable

no ip unreachable

G 2B S HEE KT

3% ICMP unreachable 2 3.
wERA

BEOMES
£ A UtER

H A AERR 1P ROCIIHGE, WTRE RIS R TP R il SBURCCRE S, X,
H A T LA AL H ICMP AR BEIR L, lEIJR BN 1600, DUEIR L&
KBVER, IFTHEIE.

w5

T 45 F- 15 B AEHE 1 ethernet 1/0 F %1% ICMP ASa] Bk 5
!
interface ethernet 1/0

ip unreachables
1

6.1.19 show ip cache

R HT 1P HRIE A ) i h 22 A7 o

show ip cache [prefix mask] [type number]
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w5

6.1.20

B SR
prefix mask (ATage) ORISR I H bR 5 s A48 52 BT 4R AR D AR UL IE i) 35
i
type number (AT R R I Rk H A 2 BT N Fi € 14 1 28R 4 5 AR U IE 1
EUR
rsvp (i) RE/RS5RSVPAHRKINEI, BHIILERSVPIEEH
=
FHE
I THI B S B 1A
Router#show ip cache
Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 Seriall/0 2.0.0.124
192.168.20.124 192.168.30.124 Seriall/0 2.0.0.124
2.0.0.124 192.168.20.125 Ethernetl/1 192.168.20.125
1 iR

Source P,

Destination H st .

Interface -arSARIUESSLE I RE

Next Hop X S Ht L o
] o B bk AN SE HT AR UL BC R % 22 A7
Router#show ip cache 192.168.20.0 255.255.255.0
Source Destination Interface Next Hop
2.0.0.124 192.168.20.125 Ethernet0/1 192.168.20.125

TN T R T SR R IR T A S R4 1 SR AR MRS DT I 1Y) B D2 A
Router#show ip cache s1/0
Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 Seriall/0 2.0.0.124
192.168.20.124 192.168.30.124 Seriall/0 2.0.0.124
show ip irdp

.7 irdp protocl {5 B,

114



0 2% B A BE B i &>

Y

By QB SR T
mLHEN

LA
P

xuhao_config_e1/0# show ip irdp
Async0/0 ICMP router discovery protocol(IRDP) : OFF

Ethernet1/0 ICMP router discovery protocol(IRDP) : ON
Advertisements occur between every 450 and 600 seconds
Advertisements are sent as broadcasts
Advertisements valid in 1800 seconds
Default preference : 0

Ethernetl/1 ICMP router discovery protocol(IRDP) : OFF

Nullo ICMP router discovery protocol(IRDP) : OFF

Loopback?7 ICMP router discovery protocol(IRDP) : OFF

Loopback10 ICMP router discovery protocol(IRDP) : OFF

6.1.21  show ip sockets

&7x socket 135 B,

show ip sockets

¥

ety A AT SR T
RN

EH
ANl

Router#show ip sockets
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Proto Local Port Remote Port In Out

17 0.0.0.0 0 0.0.0.0 0 161 0

6 0.0.0.0 0 0.0.0.0 0 513 0

17 0.0.0.0 0 0.0.0.0 0 1698 0

17 0.0.0.0 0 0.0.0.0 0 69 0

6 0.0.0.0 0 0.0.0.0 0 23 0

17 0.0.0.0 0 0.0.0.0 0 137 122590
13 ®

Proto (#}80 IPPri5. 17:2UDP, 67ETCP.

Remote (z¥fi) ik .

Port (311D T3 3 1]

Local (A<ih) Atk .

Port (i 1) A

In (4O N E 2R PSE i O

Out (Ki%) RIBFA

6.1.22  show ip traffic

BoR IPESIHER .

show ip traffic

¥

ety A AT SR T
RN

EH
w5l

Router#show ip traffic
IP statistics:
Rcvd: 0 total, O local destination, O delivered

0 format errors, 0 checksum errors, 0 bad ttl count
0 bad destination address, 0 unknown protocol, 0 discarded

0 filtered , 0 bad options, 0 with options

Opts: 0 loose source route, 0 record route, O strict source route
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6.1.23

0 timestamp, O router alert, 0 others
Frags: 0 fragments, 0 reassembled, O dropped
0 fragmented, 0 fragments, O couldn't fragment
Bcast: 0 received, 0 sent
Mcast: O received, 0 sent
Sent: 230 generated, 0 forwarded
0O filtered, 0 no route, 0 discarded
ICMP statistics:
Rcvd: 0 total, 0 format errors, O checksum errors
0 redirect, 0 unreachable, 0 source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies
0 time exceeded, O router solicitations, 0 router advertisements
Sent: O total, O errors
0 redirects, 0 unreachable, 0 source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies
0 time exceeded, O router solicitations, 0 router advertisements

UDP statistics:
Rcvd: 28 total, 0 checksum errors, 22 no port, 0 full sock
Sent: 0 total

TCP statistics:
Rcvd: 0 total, O checksum errors, 0 no port
Sent: 3 total

IGMP statistics:

Rcvd: 0 total, 0 format errors, O checksum errors
0 host queries, 0 host reports

Sent: 0 host reports

ARP statistics:
Rcvd: 8 total, 7 requests, 1 replies, O reverse, 0 other
Sent: 5 total, 5 requests, 0 replies (0 proxy), O reverse

g iz:pry

format errors G0 | #jOCHE EER,  FIA0IPHR Sk AC B HE R

Hig)

bad hop count(TTL | LR RIRSIET, RIARSCHITTLE B REI0. HTHpE E7.
R

no route (A M H1) | % R 2 A FH S R IR

show tcp

BRI TCP AR EE B
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P

show tcp

gbt.
RS
<
o
W
&
=
it
K
P2
%

Router#show tcp

TCB OXxE9ADCS8

Connection state is ESTABLISHED, unread input bytes: 934
Local host: 192.168.20.22, Local port: 1023

Foreign host: 192.168.20.124, Foreign port: 513

Enqueued bytes for transmit: O, input: 934 mis-ordered: 0 (0 packets)

Timer Starts Wakeups Next(ms)
Retrans 33 1 0
TimeWait 0 0 0
SendwWnd 0 0 0
KeepAlive 102 0 7199500

iss: 29139463 snduna: 29139525 sndnxt: 29139525 sndwnd:

irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380

SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms
minRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):
Rcvd: 102 (out of order: 0), with data: 92, total data bytes: 81396
Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

17520

i iR
TCB OXE77FC8 TCPEHAE M P A HBAR IR o
Connection state is | TCP4 4 F kA . TCPER LT FAHME—IRE:

ESTABLISHED
LISTEN---%543K H AT &z i LML TCPIEREE K .

SYN_SENT--- K HEBAER G, SSRxS 7 IR

IEAE SRS T B R R -

SYN_RCVD---Y B3 75 FEEE RIF R A, WA I T B CMERER,
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ESTABLISHED---F R R @ R, A THIREENEL, w7 Lok _LER
PR KR .

FIN_WAIT_1---E & X} 77 R L RE R, e kil CURS T
HER TSR .

FIN_WAIT_2--- D& [axf )5 f th R RiE K, FFICEIXT 7 A, IEAESE
FEXT 5 AR .

CLOSE_WAIT-- U Bt J5 IR & RS K, KA, IEASSAM A %
MR, — B EREER, REG R HERELZILER.

CLOSING--- & X 75 & i 4 b id sk, WSR3 7 iR 4 13 R IF
RHHRIN, IETESERERT 5 X A ML 2 15 SR A

LAST_ACK--- B &Y B Xt 77 PGB & B ER I, K HEIERELIRER, E
TEERFIA

TIME_WAIT--- 1F 75 2543 /2 05 [ I 18] DUR 52 X 7 R T A e e i e 2% 0k
R B

CLOSED--#R e & A R H B O A e 2K M

SR EE TR VRIS B, i 2 M RFC 793, TRANSMISSION CONTROL
PROTOCOL.

unread input bytes:

L TIRTCPALT ST LIRS LRI, (A2 B RN IR SAT B Bl

Local host: AHIPHIAE
Local port: AHTCPIRH o
Foreign host: s 1Pk
Foreign port: 5 TCP .

Enqueued bytes for
transmit:

FOEAFI R AT, AL O RREIE SR BOR 5 B A B AL I &
I KA -

input: BSOS T B T4 XSS 2 1 R S A R R R
mis-ordered: B RS T B T HONROCHL, X e N AU A H e ) — e i R )

A BN HE N RSB S L2 S . fltn, WieEikoCL, 2, 4, 5716,
RSCLURI2F] BLHENFEWATY, H524, S5HI16 X Beitk N AT P AFI A5 4R S0 31 2
k.

A o HATER A E N S SO0, O E N 48 R S IRA, R IS I A BN E
I BT UGB (KIS TR] (O o sg I 8% 4 AT AN B AT ) o REASEESRAD AL HTARAL (1 5E I 4% o
SE I & B IR OB — BN T RE I R R B8, RO eI T i RE b A T e B .
i, HRE I SRS AT I R GUCERX T X T AR BRI A, ERCE N SRR IR EAT .

Timer Starts Wakeups Next(ms)
Retrans 33 1 0
TimeWait 0 0 0
Sendwnd 0 0 0
KeepAlive 102 0 7199500
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15 e

Timer JE I 2544 TR o

Starts SE I &% R B I

Wakeups S IR 25 PRI AR 2B

Next(ms) SE I 2R EE S R ORI I ] (LAY BT ), OFom & N 28 A FEIZAT -

Retrans FREME, ATFMERIRER. &R SERISEIREWEES, R
5] Py AR AR A, U R R

TimeWait IR S AFE I 3%, T OR R WS B & 1R SR A A

Sendwnd RIEEAER 3, HATHRRZEE DLETCPHINE R FIREBIIER X
.

KeepAlive TREFESE S 3%, 0 DR 155 Bl 5 1E 5 A 7 (73 1A AL FEE R IRAS e ke i

FMRARSC i, DG (5 FE BRSO 7 IRZS

P BoR TCP A P45 . TCP e 815 SR ARIE P S84 PP i A% . At
2t 3 AR ARG PP 3715 SR BEAT T 2 ) AN AR A

iss: 29139463 snduna: 29139525 sndnxt: 29139525 sndwnd: 17520
irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380
15 iR

iss: WA RIEFF IS o

snduna: EARIRE IR B A BRI 77 HiA B EHR 2 — A TR R IE 51
sndnxt: LU R I BUE 3 — DN R P A5 .

sndwnd: i EALTCPE DR~

irs: WIEUT 55, Watiem s EHLMIMH Kz 55 .

revnxt: HILHHINRHESUT 515

revwnd: A EHLITCPE O~}

BB WoR A B NS SR AU 8], Z8 48 AT DURRYE IX L 40305 1 8 % Gt DLIE AN R R R 245

SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms
minRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

s faik
SRTT: STV AL B E B AR I A
RXT: AL I I 1]
RTV: AR N [ FR AR A
MinRXT: TR BN AL R
MaxRXT: VIR AL R
ACK hold: TEIR TN A — A2 A 126 (1 K A AR B ]
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6.1.

GEES

24

w5

Datagrams (max data segment is 1460 bytes):
Rcvd: 102 (out of order: 0), with data: 92, total data bytes: 81396
Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

b v
max data segment | %38 fo v O B B
is
Revd: A ENAE XA E BT R BN R SCE, DR A IR S
with data: (AN e INE '8
total data bytes: WO ALA R R
Sent: A N A RS R APORIE IR H, PR R RO
with data: (AN G e INE '8
total data bytes: WP ALE R T R
%
show tcp brief
show tcp tch
show tcp brief
7R TCP R ] 245 8.
show tcp brief [all]
¥ Sk A
all CFTI%) Bon Ao 1. WRAE N R, R R TLISTEN
AR 35
=3
FHE
Router#show tcp brief
TCB Local Address Foreign Address State
OXE9ADCS 192.168.20.22:1023 192.168.20.124:513 ESTABLISHED
OXEA34C8 192.168.20.22:23 192.168.20.125:1472  ESTABLISHED

i g
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TCB TCPER N HFRIN .

Local Address A IPHEFITCPS H .

Foreign Address T IPHLE A TCP;

State HEHDIRAS . VEAIULYIZ Wshow tep i 4
X<
show tcp

show tcp tch
6.1.25 show tcp statistics

7R TCP St 43 .

show tcp statistics

¥

G 2B S HEE KRR T
YRR

B
P

Router#show tcp statistics

Rcvd: 148 Total, 0 no port

0 checksum error, 0 bad offset, 0 too short

131 packets (6974 bytes) in sequence

0 dup packets (0 bytes)

0 partially dup packets (0 bytes)

0 out-of-order packets (0 bytes)

0 packets (0 bytes) with data after window

0 packets after close

0 window probe packets, 0 window update packets
0 dup ack packets, 0 ack packets with unsend data
127 ack packets (247 bytes)

Sent: 239 Total, 0 urgent packets

6 control packets

123 data packets (245 bytes)

0 data packets (0 bytes) retransmitted

110 ack only packets (101 delayed)
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0 window probe packets, 0 window update packets

4 Connections initiated, 0 connections accepted, 2 connections established

3 Connections closed (including 0 dropped, 1 embryonic dropped)
5 Total rxmt timeout, O connections dropped in rxmt timeout
1 Keepalive timeout, 0 keepalive probe, 1 Connections dropped in keepalive

15 i
Revd: T B AR BRI G Hodls .
Total LIS @sE
no port W BIAR S H RS H AR AR SCHL

checksum error

WAL B S B B R R AR SO K

bad offset BRSO S B AR A IR OCHL

too short BRI BEAN T R N R BE R RO
packets in sequence A% PO B R SCH

dup packets R E T RS

partially dup packets

R 8 23 B RO H

out-of-order packets

=g e e

packets with data after window

WACE A S A B 2 R AR S

packets after close e SNk e 8
window probe packets R B BRI SCHL
window update packets WSRO H
dup ack packets B B S R AIROCEL.

ack packets with unsent data

e R BN AR B IR i (4R S0 E

ack packets

el N 978

Sent KT B2 R ARSI GE T B -
Total RS
urgent packets RS 2R

control packets

RHEEE] (SYN. FINE{RST) R CH.

data packets R B R SCE
data packets retransmitted R IEAER .
ack only packets R RS A R SCEL .
window probe packets R BRI SO E
window update packets KR TR S
Connections initiated IR H R L FE R
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Connections dropped in keepalive T Keepalive # W T (13 B 5
X<
clear tcp statistics
6.1.26  show tcp tcb
RIRFA TCP B HPIRS(E B
show tcp tcb address
¥
2 SR
address 2R M TCPIE R LI (TCB) il . TCBE RGN X TCPIERM
FRiN, AT LU fiv4 show tep brieff3 2.
mLHEN
(ELIEN
=~

connections accepted I35 HE PR
connections established A S EER
Connections closed A A

Total rxmt timeout HRBIEEL

Connections dropped in rxmit timeout BRI SRR E R T4

Keepalive timeout

KeepaliveifH ] £ .

keepalive probe

& I Keepalive R TR %

THERH R U2 I show tep i .

Router_config#show tcp tch Oxea38c8

TCB OXxEA38C8

Connection state is ESTABLISHED, unread input bytes: 0

Local host: 192.168.20.22, Local port: 23

Foreign host: 192.168.20.125, Foreign port: 1583

Enqueued bytes for transmit: 0, input: 0 mis-ordered: 0 (O packets)
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Timer Starts Wakeups Next(ms)

Retrans 4 0 0

TimeWait 0 0 0

SendwWnd 0 0 0

KeepAlive +5 0 6633000

iss: 10431492 snduna: 10431573 sndnxt: 10431573 sndwnd: 17440
irs: 915717885 rcvnxt: 915717889 rcvwnd: 4380

SRTT: 2812 ms, RXT: 18500 ms, RTV: 4000 ms
MIiNRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):

Rcvd: 5 (out of order: 0), with data: 1, total data bytes: 3
Sent: 4 (retransmit: 0), with data: 3, total data bytes: 80

EES RS

show tcp

show tcp brief

6.2 RIFIREEGS

U 7] 51| R T B iy A B4
° deny

° ip access-group
) ip access-list

) permit

) show ip access-list

6.2.1 deny

7E 1P 5 1 914 e A28 o ) B i TR A5 L, A 1P 371 8102 B deny
M, 74T no #i%t.

deny source [source-mask] [log]
no deny source [source-mask] [log]
deny src_range source-begin source-end [log]

no deny src_range source-begin source-end [log]
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deny protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

no deny protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

deny protocol src_range source-begin source-end dst_range destination-begin
destination-end [precedence precedence] [tos tos] [log]

no deny protocol src_range source-begin  source-end dst_range
destination-begin destination-end [precedence precedence] [tos tos] [log]

X T BB R SO (ICMP), 0] DA DU R

deny icmp source source-mask destination destination-mask [icmp-type]
[precedence precedence] [tos tos] [log]

deny icmp src_range source-begin source-end dst_range destination-begin
destination-end [icmp-type] [precedence precedence] [tos tos] [log]

XHF Internet 20 FEHML(IGMP), ] LU DL A)3::

deny igmp source source-mask destination destination-mask [igmp-type]
[precedence precedence] [tos tos] [log]

deny igmp src_range source-begin source-end dst_range destination-begin
destination-end [igmp-type] [precedence precedence] [tos tos] [log]

XFF TCP, Ay A BAF )92

deny tcp source source-mask [operator port] destination destination-mask
[operator port ] [established] [precedence precedence] [tos tos] [log]

deny tcp src_range source-begin source-end [src_portrange port-begin port-end]
dst_range destination-begin destination-end [dst_portrange port-begin port-end]
[established] [precedence precedence] [tos tos] [log]

X TR B (UDP), ] LU LA Ak

deny udp source source-mask [operator port] destination destination-mask
[operator port] [precedence precedence] [tos tos] [log]

deny udp src_range source-begin source-end [src_portrange port-begin
port-end] dst_range destination-begin destination-end [dst_portrange port-begin
port-end] [precedence precedence] [tos tos] [log]

B SHAA

protocol WA FERIPHML S . BRI LU SR Ficmp. igmp- igrp. ip. ospf. tcpak
udp, HATLUERIPYMLS OFI255/)— 4. T ILEEAT A Internetlr il
(BLF5ICMP. TCPAIUDP) i Fll Sct Fip. F-eeth il ik —BRE, W F
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source WL ENLS . A PA TR B R 3200 —iHEHI%, YA MBa Rk
BRI~ i I8 Fany{F250.0.0.0 0.0.0.0F VR AYRHFEIDZ4E S .

source-mask VEHBHE P 2 RS . i T 554 -any{F 250.0.0.0 0.0.0.0KIE VB ML 45 5 .

destination HARM & E BN T . B A ILETEE:
A5 PO A i B 16 i B R o 1 324 — i3kl 4
fd ] ¢ any fF 90.0.0.0 0.0.0.0f1 B AR A B AR 9455 .

destination-mask H pr bk P 25 89 . {37 568t sFany{F 290.0.0.0 0.0.0.01 H ARkl Al H A7 tth
WS .

precedence (AT3E) B AT LA AR S g g, FHOBITMI 745 € o

precedence

tos tos (PT3k) FdE T LAl RS E i uE. %70 — 1548 5¢ .

icmp-type (FTIE)ICMPELTT HICMPHR SCR AL UE . 28784 & 47051255,

igmp-type (PTIE)IGMPELFT FHIGMPHR SCR A sk e i . RAZ0F| 1515+ .

operator (AT %) Eb iR El B Anss . BREALIEIRCN T, gtk T), eq(®T), neq(R
ST, IR FF I e source flsource-maskZ 5, B4 B W AL KL IX A
S o SR A 7 CE destinationFldestination-mask 2 J& , A4 e DA 2 VL T
H Ara o

port (FT3E) TCPELUDP; I+ 3 il B 7 8 A R - i 1145 /& — /M0 %1 65535 1%L
Fo TCPuti & FITE “MER 4" #ar. MiLIETCPRES, 7 LLRFEHTCP
M8 . UDPG I ZFKBAITE “MIFH B #5r. MidIETCPRES, W AlffiF
TCPi 14 . HidyEUDPR, WA FHUDPIH 14 .

established (AT A TCPYMYL, Fom —A DR % . IR TCPAUR IACKERST
AL R, HILULE. JEVCECAIE DR WML TCPEEIR, LU — N iEH .

log (AT3ge)mr LIEAT H il 5%

Source-begin JEME R HhE .

Source-end ZERYR AL .

Destination-begin Ja s H il .

Destination-end £ H 1k,

Port-begin Ja 4G v

Port-end gE R,

wSER
IP Ui [n 31| 3R I B 2
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£ 15 RA

=~

R CAASE FH 7 T 2 42 ) A 32 1 PO i, R DL 2% i 24 56 D T L R A it 3 45 EC
M. LA VURIEIEEY RITIRER. 2BOIP &, MARYGEL SLAHE
T3 R KD 1P ) RN 3™ FR ATy 1) 2 FH T4 1 75 1) ok DA 24 i 2 B o R 1 i by 0 39 BT

MINZS, ALUCEE TCP Y R4S E SR A B R A e R

EE:

ARSI —MEIARE | (HUREAMNIRES(FTsE R RENNE T IZRAIEED.

PAR Sos T B i 15 1) TCP i 44 . Z2E 4ATHI 705 RFC $RBIZEEM A 5%
2%, HIX SO R o 1 5 B T BOE I BLE N — A7 B 15 175 5k T4k

® bgp

° ftp

° ftp-data
° login

[ ) pop2

[ ) pop3

° smtp

o telnet

° WWW

PATN s T 8 i 15 () UDP i 44 . 28 4TI 70 BC S RFC KB LE WA R
%, IR O R i 1 5t AT DS BLEN— A7 8 5 1005 2R F 3K

® domain

° snmp
) syslog
L] tfitp

N R FIZE 11 192.168.5.0 X AR B :
|
ip access-list standard filter

deny 192.168.5.0 255.255.255.0
!

EE:
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IP i5iE)ZREH— N2 RAY deny MIMILEER.
Hxes

ip access-group
ip access-list
permit

show ip access-list
6.2.2 ip access-group

R T FEHIVT A AN O A ip access-group 43 S & a2 A T IHIBRIX N6 58 17 1) 41,
{5 F no #8 XA 4.

ip access-group {access-list-name}in | out}

no ip access-group {access-list-name}Xin | out}

S
B SR
access-list-name PiERL ., XE— N0 IG5,
in TEHERE VB 5 1] 310 5R
out 7 3 B 5 1] 310 5R
Bk
BORES
fEEF B

Py SR BE T HAE O Wl AN D . METARAEMN D5 RS2, ERRBIa s,
Xof RV 1) Z) A A AL R . X T RV IR A3, % gk A H Arsbdik . 4R
ViR AR VFiZtL, B A GRS PRz . AR VT HIRA R VR ZML, 2GR
FHaR Al —> ICMP EHLAAT ZAHR L.

X FRAE R T I R A RSO B e — SR fR 1 DS, B IR R S R e A
FdE bt . XT3 ROV IR, B Sk A DT 1) 3R o I SR 7 ] 2R S VR IZ A
IR IRV HPIRA R VF iz, AP BEGER AN EIFR A ICMP EHLATT
BRI

WA RE VT R FIRAATAE, BT AR v .
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P

TEIE DR 0 AL H T B F 81E filter:
!
interface ethernet 0

ip access-group filter out
|

GBS Ay

ip access-list

show ip access-list

6.2.3 ip access-list

A& ), BEAR 1P U7 R SR EAE A AERCIRAS T AT LASE AT R U7 (e R . i

4 exit & [FIAC BRES o
i H] no B4R, MIER 1P D71 313
ip access-list {standard | extended} name

no ip access-list {standard | extended} name

S
B SR
standard T 2 bR e R 513
extended 62 NP B VT W B2
name ViR F 4. Kt — MR K20/ 755 .
Hha

BAT 1P 5 ) 5 R E Lo

LR
EREES
1 R

Rt A RN 1P U5 FIRECE R, 72 IP U5 5IRE B, AT LA deny B¢

permit iy 4 KA & 15 i
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P

PATF B9 1l & — AR T [ 51
!

ip access-list standard filter

deny 192.168.1.0 255.255.255.0

permit any
!

XL

deny
ip access-group
permit

show ip access-list
6.2.4 permit

£ 1P s I F1 2 e B AR G bl s ] it ai & BC B S VYRR, AN 1P U5 iRl 5113 A iHBR permit
M, FEAT2HITIN no A2

permit source [source-mask] [log]

no permit source [source-mask] [log]

permit src_range source-begin source-end [log]
no permit src_range source-begin source-end [log]

permit protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

no permit protocol source source-mask destination destination-mask
[precedence precedence] [tos tos] [log]

permit protocol src_range source-begin source-end dst_range destination-begin
destination-end [precedence precedence] [tos tos] [log]

no permit protocol src_range source-begin source-end dst_range
destination-begin destination-end [precedence precedence] [tos tos] [log]

it T BB 43 R S (ICMP), AT L T DA A

permit icmp source source-mask destination destination-mask [icmp-type]
[precedence precedence] [tos tos] [log]

permit icmp src_range source-begin source-end dst_range destination-begin
destination-end [icmp-type] [precedence precedence] [tos tos] [log]
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%I T Internet A& TR (GMP), 7] g DL A) -

permit igmp source source-mask destination destination-mask [igmp-type]
[precedence precedence] [tos tos] [log]

permit igmp src_range source-begin source-end dst_range destination-begin
destination-end [igmp-type] [precedence precedence] [tos tos] [log]

XHF TCP, AT LME B A)i:

permit tcp source source-mask [operator port] destination destination-mask
[operator port ] [established] [precedence precedence] [tos tos] [log]

permit tcp src_range source-begin source-end [src_portrange port-begin
port-end] dst_range destination-begin destination-end [dst_portrange port-begin
port-end] [established] [precedence precedence] [tos tos] [log]

St T E AR R P (UDP), B LA A LR )3

permit udp source source-mask [operator port [port] destination
destination-mask [operator port] [precedence precedence] [tos tos] [log]

permit udp src_range source-begin source-end [src_portrange port-begin
port-end] dst_range destination-begin destination-end [dst_portrange port-begin
port-end] [precedence precedence] [tos tos] [log]

2 SHULAA

protocol P FERIPTML S . ] DL SeHE Ficmp. igmp. igrp. ip. ospf. tcpaEk
udp, WA LLZRIPYML S FI0FI 2550 — A4, v T VLELAE A Internethh il
(BLFEICMP, TCPAIUDP)ffi it Fip. FLPpL RVt —bRE, i FH#

source VEM B EN T . APPSR EIR: 32060 ZgF AL, AU R Tk
MR R . K H T any/E250.0.0.0 0.0.0.0/ IR FIFHEAL4E S .

source-mask PEHLIE RIS . fd FH SGHE anyE~0.0.0.0 0.0.0.0/ P A JEHEIL 45 o
destination HARM s NS . AR ETEE

{5 FH DY s B T B3t s AR R f 324 — gk il 4k
1§ F 8t =7any/E 790.0.0.0 0.0.0.01 H A% A1 H ¥ (046 S

destination-mask H bRtk 254D . FH B Sany/£50.0.0.0 0.0.0.00 H Axihl A1 B Frits

HHHERD SRS o
precedence (T3 ) B mT LA S Rt 08, OB 7RI B4 € o
precedence
tos tos (FT3E) BdELw] DML RSS2 k. (-0 — 1545 € .
icmp-type (FIIE)ICMPELTT HICMPHR SCR AL . 28R 457051255,
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igmp-type (F3E)IGMP A] FIGMPHR SCR AL sl iR e i . BALR0F| 151407

operator (AT3) FL Bk H A 1o 3B EAERCNT), gtk T), eq(®F), neq(fs
ST, W EARAE FF i e source flsource-maskZ 5, B84 B W AL KL X A
¥ 0. W SRR 75 AR destination AT destination-mask 2 J5, B84 B LA ILED
H bty o

port (AT k) TCPERUDP [ A+ #EHI 7 B2 R . 3 1145 /& — N0 5165535 /1) %1
Fo TCPuG I AFITE “MEHITE” . M JETCPRF, AT LU TCPg
H Rk, UDP I ARKBAILE “fEFH LR 5y, MidJETCPR, HArfiiH
TCPi 4. 4idyEUDPIY, S AT i FHUDPS F1 44 .

established (M) AR TCPHML, Fom — ALK& . WERTCPAUERACKERST
PR ERT, HILVLHS. JEULEC T DR VI TCPE MR, LI l— M.

log (FT3E) AT AREAT H Bl .

Source-begin Ja iR L

Source-end gL

Destination-begin Ja 45 H B bk .

Destination-end £ H 1k,

Port-begin Ja 4G v

Port-end gE R,

wSERN
1P 7 17 1 R Be B A&
fsE 15 AR

R CAASE FH 7 1) 2 42 ) £ 3% 1 PO i, R DL 228 i 2 56 7 T L R A it 30 45 E
A . (EDLRC R A LUR bR B R T i 3R

SPBUIP L, TIASRYIAREE LR EEATY RN 1P U7 R 5 R I R R Tz Uy
i) R DL 24 i 2 B PR ) e R R 6 BEORT RO N 2, AL LR TCP e 1 AR S5 EL SRR Bt
L SEAL o

EE:

EIREY— AR | (AR IIAE(FTRER RN N EETIRAIESD.

PN SR T B i 15 1) TCP i 44 . ZE 4ETHI 05 RFC $RBIZLEM A 5%
2%, HIX e O R o 15t T DS BLEN— A7 B R 115 177 5k T4k

L] bgp

[ ftp
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P

PSS

F'P/?\

6.2.5

) ftp-data
) login

[ pop2

[ pop3

° smtp

o telnet

° WWW

PAN s T 8 i F5 (1 UDP i 4. 28 4 ET 0B S RFC SR BIXLE P LA %
2% . HIXEEP U R A 5 R w] DUER B —A> 7 8 15 175 3R T4k

® domain

® snmp

syslog

° tftp

R FCYF 192.168.5.0 3X AN B :
!
ip access-list standard filter

permit 192.168.5.0 255.255.255.0
!

EE:

IP i7iRZRE— MRS HT deny HINEEER.

deny
ip access-group
ip access-list

show ip access-list
show ip access-list

BN METN 1P Ui 53RN %, £ show ip access-list fi7 4.
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show ip access-list[access-list-name]

S
et SHLER
access-list-name PilR4 ., X2 M K200/ E .

75=]

SR T AR AERI AT R 1P U7 IR 413K
RN

A
= ALEA

show ip access-list & fFLVFURTE E — M€ I VT I 513K
w5

DL 2 ANTE B 4 I show ip access-list Ay 4 17~ % H -

Router# show ip access-list

ip access-list standard aaa
permit 192.2.2.1
permit 192.3.3.0 255.255.255.0

ip access-list extended bbb
permit tcp any any eq www
permit ip any any

DLF 2R ViR 4, show ip access-list iy & 7 4 Hi -

ip access-list extended bbb
permit tcp any any eq www
permit ip any any
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