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copy

copy

delete

dir

download cO
eraserom
more

upload c0
download

upload

RAEHWL

i copy fir 4 FT LA TFTP I 55 @ B2 OCC A 2 2%, thon] DORE i R 2 S0P R 48P 2
NAFER] TFTP 5545,

BE U SRR 2 h 2550 TRTP g as, thrlRs TRTP [ ss a3 mis dies S R 4t
RSS2 U i

Copy ({tftp<:filename> | flash<:filename>}

<blksize>

Copy { flash<:filename> | usb<:filename>} {usb <:filename> | flash<:filename>}

Copy {tftp<:filename> | usb<:filename>}

<blksize>

{flash <:filename> | tftp<:filename>}

{usb <filename> | tftp<:filename>}

&H

SR

titp<:filename>

BHEAENE —ANSHIT RN M tip AR 5 8 5L DO 1ENE A5 R
Nt AR 4588 5 S0 Filenameg BIMIRI S5, HERETRE, copy
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A PAT SR IR H PR SO N

flash <:filename>

HEAE N — DS HUNS ORI 88 A TP RO s AR NS AN S5
For ik R NS M. Filenamefs IMIRI M4, F5ATEE,
copy i & PAT SRR AR R S B RN o

usb <:filename>

BEAENE AN SEIS FR NUEL D BB AR NS A S HIN 2R [
U 530t Filenamedig BIFHM IS AEA, HBCATRE, copyfr &7
JE R R RSO -

blksize

e E thtpfE Rl BRI PR

M ATEAEE flash: RIS, RS A DAVLECH SO EA% . e

copy flash : s ? $ATJEKE A1 FH 7 4878 A H SR BLFRE “s” 4T kBT LSO 44

flash : startup-config flash : sample

FIP AT EALE usb:ja BN usb SO (A 4 AR BRI AR R AR € U B E BRI ST

% A A —3 USB R H LA U BEHT, usb SCAF) 4% 45 Wi/usbO/path/filename T

o

% g A P E USB R H LT AR Al A U BEE, BT ERS S SERTIY U B4R 15N usho,
$EJ5 098 usbl, usb SO 4 645 i /usbO/path/filename Fll/usb1/path/filename 253 5,

copy flash: startup—config tftp: config. txt 600 ¥ & il [N A7 H i) A4 : startup—config
3 tftp RS2 b, FEHEA A config. txt. [EINHEELRIKIBLA /N A 600bytes.

copy flash:router. bin usb:/usb0/r.bin &l NFEF I SCH: router. bin 2FRIA A usb0
FIUR L, FHFEHBZ N . bin.

copy tftp:router.bin usb:/usbl/r.bin 2.2.2.2 1024 E#l tftp RS 2% L
router. bin F|FFiHJy usbl 1) U #it b, FEHEAZ N r.bin, FIRHEE tftp IREGAFHNES
2.2.2.2, fEEE /NN 1024bytes,

cd /usb0
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copy flash:router.bin wusb:r.bin

ZHIERT od %S YHBIEFYRE T /usb0 T, FHENKZFNEDTH
router. bin EHIZIFRIRJ usb0 B U BHREFT, HEBZ A r.bin,

Hx&Hsd
o
1.1.2 delete

fi i delete & w] LA ER— A>3 fF.

delete file-name

2% SHOAA

file-name T4 K20

et

1.1.3 dir

i dir A& SR A E A4

dir file-name
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file-name 4 (20N F5E) .
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o
RN

AR TS
=R EER

o
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1.1.4 download cO

EHREE T H Ay 4 download cO 7] EAM console 1 N# 30

download cO filename

2

SR

file-name

A4

it A A i & T

B Sl ZMODEM R #00F
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51
monitor##tdownload cO router.bin

1275+ speed[9600]?115200

e, BHuERIy 115200, HPrEHE, MR g4 (2 b 0 50 %A S (1 A0k
AE

MAHE SR, I E R
ZMODEM:successfully receive 36 blocks ,18370 bytes

Hx&ms
ot

1.1.5 eraserom

Xt 1721 37 Ff BOOTROM R AAE 26T+ 2%, thm 4 T T2 BOOTROM fliAS

eraserom

1.1.6 more

AR

S
ol

o
>

{8 more
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more file-name

2%

SR

file-name

A (RR20M 1),

£ 5 RA

USRS AN AT BoR 455, ASCI RS B, 75—k 5 2R

X<
I
1.1.7 upload cO

A iy 4 FSRE I FHEAE P zmodem MRS INAE B 4L 1

upload cO filename

2

SR

filename

AHU A P SO A4
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HAP#AmY A, RGP RPN O EE,

Router#upload cO router.bin

#i7R: speed[9600]?115200

R, BHUEHRTy 115200, BBEHSE, MR g4 (2 m 07 50 PRI B IR
A

AR R, BB T AR

Zmodem send process completed.

PSS

N

oA

1.1.8 download

A iy A P SRIE I H @S P zmodem M EALHE U SCHE B RGN A7

download cO filename

S SRR
filename I N A RS

SER B EL T

ol
=
&r

f&£ F 15 BA
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M BANG2 IR, R T A R

Router#download cO router.bin

#oR: speed[9600]?115200

SRIG, IBHGEEAN 115200, HOHTERG, IEPHEHE M A b (Lo B ML 15 A 1) K% 5L
4

SRS A, R B TR R

Zmodem receive process completed.

Hx&ms

1.1.9 upload

Aty 4 S F OkE ik B RS P zmodem MRS A A7 R EI ML E.

upload cO filename

s S ¥R AR
filename AH TN AE A (1) SO 44

=~

FPRBANGAIE, RGP S\ 1,

Router#upload cO router. Bin
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#x: speed[9600]? 115200

W, BUGEFRN 115200, FFHERE, RGN (Km0 HRIGEE b i
WesCp

XA R, A B R E R

Zmodem send process completed
PSS
5
LETH A A
1.2 BERKRZEEDS

B R G Mot dE:

) boot flash

° cd

L chram
o date
° md

° pwd

° rd

) rename
) reboot
) alias

) boot system flash

) help

® history

° job

) debug job
L] jobd

® show alias

) show tech-support
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1.2.1 boot flash

IR P A4 boot flash 7 LLF: T M F 5 X 5 3

boot flash filename

S
S8 SRR

filename g5 4
o=

o
RN

s
EJERLA: ]

FH PN EORE G, F boot flash iy 4 7] 3 515 %%
Pl

monitor#boot flash router.bin
Hxd&$

dir

1.22 cd

WEORAS T 4 od ] LAXAS 2415 H 5% .

cd directory|..
S

e SRR
directory Hx4 (&K201N7F).
F—Z%HZ .
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monitor#cd my_dir

GEES T
pwd
1.2.3 chram

i chram 7540 DME S A7 24

chram mem_addr value

2% SR

163 ] A7 bE, JERI0-0x01FFFFOO

value 163 N EEE .

N Ar 4, AHEE

-11 -
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1.2.4

A
P

]

533

P

GEES

1.2.5

date

i H date 74 W] DL E FR G040 I 1]

off

R

2

EHSE ERIES

A

il date 4w LABEE REES 1], USRS RIANAE, U5 22 50 it

config#date

The current date is 2000-7-27 21:17:24
Enter the new date(yyyy-mm-dd):2000-7-27
Enter the new time(hh:mm:ss):21:17:00

e

N

x

md

M md A& @A H.

md directory
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o
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RE

%
M
&

£ 15 RA

pwd

1.2.6

1A pwd 1

73=]

f&£ F 15 BA
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HX®S
x
127 rd

i rd dr MR — A H 3%

rd directory

2% SHIEA

directory Hxg (mK20M755).

£ AR
WMARZEFART, 2R, MRZEHFAEE, BRRZE R,
XL
7
1.2.8 rename

i rename iy 1B U4

rename old_file_name new_file_name

S
B8 SRR
old_file_name JR SISO 44
new_file_name B4

-14 -
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73=]

f&£ F 15 BA

reboot

1.2.9

i reboot iy 4 5 i % H & .

RE

&£ F 15 RA
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1.2.10 alias

alias /2 FIR B E dr 2044, I Zar 41 no TR a0 44

[no] alias [alias_name command_line]

g
2H S ¥R

alias_name Jytn &, FHRARB a1

command_line Nt & A4 AE B 4T
®RE

7
wERA

Jic B 74
fEAERA

PEAT BN R IR M dr AT, AR alias SKik € a0 44
P

Router_config#alias c copy tftp:router.bin flash:router.bin 192.2.2.1

PSS

show alias
1.2.11 boot system flash

f#1H boot system flash 41 LARE R40 /8 SN HUAT I RS HAZ S, 84 no boot
system flash i 2 >R M 5 A I AC & -

boot system flash filename

no boot system flash filename

&% SHIEA

-16 -
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filename NIREMA, U KA 20D 74T

f&£ F 15 BA

IR POREEE B A&, RGUEHAT NS RGPS — D REGE . IR i
BT 2502, RGERTPITIE NGB, RS SE RRAETR,
BEPATF A FHEHAEI, REHNRIRE.

5l
config#boot system flash router.bin

GBS A

1.2.12 help

Afin & e R B s T B R 4

help

-17 -
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£ 15 RA

w5

x

MPBENGT2JE, Sonik s R 5

Router# help

Help may be requested at any point in a command by entering a question mark '?",1f nothing
matches, the help list will be empty and you must backup until entering a '?' shows the available
options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument(e.g.'show ?")
and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to
know what arguments match the input (e.g. ‘interface e?'.)

X<
7
1.2.13  history
AR FRAEF P LS, %A 41 no JEUMER 7 s fir 4

[no] history [ + <count> | - <count> | clear]

B SHIEA
+ <count> Mk B R B Rcount<1-20>% B 11 S dr &
- <count> MEF) K B R count<1-20>% H (7 s 45 4

WS s A FOA I 20, MK E R4 ER; R Py a5 20, MACKE R
WoR L 20 2607 4

-18 -
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£ 15 RA

PEHLAL I Has R B 2 W] LAORAY 20 260 S %, P AT AT [ A R D5 i g 3 4
i< HH B g A B A

w5

LRI RNEE PRGAZE 5 Sl 97 il sk

Router#history - 5

config

intel/l

no ip addr

ip addr 192.2.2.49 255.255.255.0
exit

EES
e

1.2.14 job

Afir LA IR GE I B job BITRAEEIAT, A% 1) no JE 2B E 3L job.

[no] job {[interval fireinterval | one-shot] |sleep sleeptime |stop jobname}

¥
B SHEA
exec jobname LRI HAT—Nob
jobname definaton & L —1 job
restart jobname B E—Nob
schedule jobname W E job W B FEBIAT
at firsttime W E job7Ejobd 5 3l 5 5 — IR BUAT I AT
interval fireinterval 15 E job B IR AT [ 18] B
one-shot % Ejob R #AT—Ik
sleep sleeptime Ve B AR )
stop jobname 1% b4 i £ f¥job
[7.5=1
7¢ job & X

-19-
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job & —BUHAS, & T ESATH LA E, JFHLIBE job I $AT, LLHATHIE

e o

T RE LT — shutdown T4 3 11 job:
job shutall “int s1/0;shut;int sl1/1;shut;int s1/2;shut;int s1/3;shut”

TG E LT —A no shutdown i ¥ [ ) job:

job noshutall “int s1/0; no shut;int s1/1;no shut;int s01/2;no shut;int
s1l/3;no0 shut”

N 7 B B B B S R4 T shutdown A no shutdown 4

job schedule shutall at 100 interval 60
job schedule noshutall at 130 interval 60

(BB , #£ jobd J53 100 #f5 , shutall X4 job [53f) , k8 60 MWEBER ; EIKHE=RE5 130
#bJF , noshutall shutall ;X4 job 25 , 58 60 M EBER. )

gnSREHE shutall #1 noshutall AYNREFHT , FTLUXHEE FABEE :
job reshut “job exec shutall ; job exec noshutall”

job schedule reshut at 100 interval 30

SNER shutall ATESLHEERT , FUTT— 1@< (REREE ):

job shutall on-error next

SOSRHAT noshutall : (ARAT#H1T job AYEEIFIEA)

job shutall on-error exec noshutall

MBI A job %

job stop shutall

RGN ) job HOFTR A |

job restart shutall

EESR

jobd

-20-
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show job

debug job
1.2.15 debug job

ER I job FTE AT 5L .

£ AR
FTHF job PHIRIZ EFF XS5, %tk job PHEE. $ATIH M.

w5

config#debug job

JOB : <showver> fired

JOB : job <showver>, cmd “show ver” is parsing

HXGFL:
job
jobd
show job
1.2.16 jobd

Afir & FORJG BT job IS4 BERE . F A fir 4 (1 no AT 4 Uk job (7 47t AE .

[no] jobd

-21 -
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LR ES
(EdaENEE]

job [HHAT 7522 jobd KiH BT, job FIHRAT IS (]2 AR jobd [ E BN A N EEERT . FIA
q, Q #i# Ctrl+Shift+6 7] % 1} jobd.

P

N 2 s e fE 3 jobd

Router_config# jobd
Job daemon started. No commands can be entered.End with g,Q,or Ctrl+Shift+6

X<
debug job
job
show job

1.2.17 show alias

A i & PSR 75 BT A Jall 4 B 18 0E 1O 44 o

Show alias [<alias name>]

¥
2 S ¥R AR
alias name fir A4

% = alias name=command line &R T H A4 .

-22.
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RN
BHENELES

f£ F 15 RA

=~

N 5 R B i R G P T R 4

Router_config# show alias
hualab=date
router=snmp

PSR
alias
1.2.18 show tech — support

At R TR R EENEE.

show tech — support

RN
BHENERES

f£ F 15 RA

oiF
iy

WRRGHR N EENEE, W H SR SR 55 2RI T %A & 5

-23-
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1.3 HTTPECE®S

HTTP fic & dr & f.4:
° ip http access-class

® ip http port

) ip http server
1.3.1 ip http access-class

T WRIRIESZ YR E I HTTP 33K, A ip http access-class 4.
ip http access-class string

no ip http access

g
¥ S
string 8 2 HOBRAE VT 15U 4,
R
ZJRMES
1 At AR

i FHAS i 2 1T 58 U BT B R R RORRHE D ] 91 3%
no HISREUHIZ T M FIZAS HTTP i 5515 K K R il o

w5

router_config# ip access-list standard http-acl
router_config_std_nacl# permit 192.2.2.37 255.255.255.0
router_config_std_nacl# exit

router_config# ip http access-class http-acl

RS

ip http server

ip http port
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1.3.2 ip http port

i H ip http prot it & #ir 4 K48 &

ip http port number

el
B SHAA

number http /i 25 14 1 55 3 11

73=]
BT ERBRINM HTTP IR %35 10 %5 80.

wERA

2 RNE S
fEALAA

http port v 2HATLUG, 7 http RS 2830, B 5e o< W I, FA A 48 5 i
G Zam VAR 5D SRESZ htp IR&-1EK; (B4 http IR AJE 30, Witk 4 CERD
X FL A R

w5

T hitp Ak 553 HABRAE (1) 80 504 90.

router_config# ip http server
router_config# ip http port 90

Hx&ms

ip http access-class

ip http server
1.3.3 ip http server

NTJEE HTTP RS, M ip http server $47 4.
ip http server

no ip http server

-25.



A

HFeAlic

EN
e

EREES

f&£ F 15 BA

{8 F AR iy 4 1T LA FH 2% 7 38 2 R0 14252 HTTP ARSSTESR, AR ER 1200 3R I 1) 0 W 2% 3R [A] &b
HER,

P

router_config# ip http server
BX®e

ip http access-class

ip http port
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2.1 TelnetftB®4

Telnet fit & iy & B4
) telnet
) ip telnet

° ctrl-shift-6+x

® where

® disconnect

° resume

) switchkey

) switchmsg

) sequence-char
) clear telnet

) show telnet

) debug telnet

2.1.1 telnet

A7 telnet S 1E Ay 4% U T -

telnet server-ip-addr/server-host-name [/port port][/source-interface interface] [/local
local-ip-addr] [/debug][echo/noecho] [/script scripthame] [/ts-block | /ts-discard]
[/info information] [/source-port sourceport]

SH
e SR
server-ip-addr 12637 R 55 45 DA 03 k| 2R B 1P b o
server-host-name T RS A BN, TR Hip hostan & AT HLE .
port 376 31 iR 45 2R fikteIne t AR 55 13 11 .
interface RitdtelnetE R A 1 .
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local-ip-addr KilttelnetiEHE 1 A HLIP AL
/debug FII7% 7 imidebug T 5%, 3T EEET fHM R 7E
echo/noecho FIIFIE A E ., 548 noecho.
scriptname AT HBE SR A LR
Its-block WE A telnetiE AL T /5 & I P ZEtelneti® 2
Its-discard B M A telnetE AL T /5 £ I 2 Fitelnetii ST
finfo T E tenetZEHE /T (M AH AT EIE B
Isource-port P B telnetiZ 22 (1 A i 11
Irouter-id BEAT % 125 IDIAE

f£ 15 FA

F P a] DS AT dr A% Nz — R S8 R 8 5%
telnet server-ip-addr/server-host-name

FEIXAMEOL T, R 2 B [ i IR 55 4 1) 23 3 UK telnet JE1E R, BTl At
ip 3t R DA R4 it b 2 P 2 31 F) 28 06 i de A ) ip MLk

telnet server-ip-addr/server-host-name /port port

BRI, SRR )X ) port B 1% HY telnet i BETE K

telnet server-ip-addr/server-host-name /source-interface interface

I, R AR {8 FH 2 interface b (1) ip HibibE A Huth o

telnet server-ip-addr/server-host-name /debug

vbisf, SRR TR i debug 158, KRR P i b HOE R R P R R
telnet server-ip-addr/server-host-name echo/noecho

USRI, N FHREFPAT IR AR o S H GO, AL LR ORI, [l AR th AR5
aeim e i. RAEMRSTas i A DT LRI, AT I A B B C

telnet server-ip-addr/server-host-name /script scriptname

PATREIEA 1 B 3 5 5k 4 i Z25EH] ip telnet script fir & HEAT AL B

R BN, RS 8% F VA MM K routeras BiE, 244K telnet AT E &
Ab3 H % B T Its-block Bi/ts-discard 40T, WA K B RS A EdE, BB Loy
% telnet 2547 K4 4k bytes FI%E, T U0 RIEEE, B a8 R E LL R B AP S .
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(1) Wi E T ts-block, NIPHZENR 528 A R EEHE, EEA telnet EHAB ARG
AR BRI 7 eV R 45 s 4k 4 R % iR 5
(2) Wk E [ hs-discard, W EFFEEE, HEA telnet EHA R & AL .

telnet server-ip-addr/server-host-name /info information

EIXMEN T, MARFSCITE A E K information, 2R 5 4 1A i IR 55 8% & H
telnet E4EiEK .

telnet server-ip-addr/server-host-name /source-port sourceport

TEIXFPIELL R, R T2zt i Ak 5525 1 23 3 F R H telnet EBETESK, FrHA
Huf tep s H A PTG & 1 sourceport.

CL by &S B ARG

LS IE RS A I RE . HP AT UMER] o 8, B QEoRATINEH, FE
547 10 PP LUJE I IR H

f e F P 248 telnet S A2 885 B 1P Hhhi 4y 192.168.20.124 AR 2% b, HiZh & #84%
fit telnet R %% (3 M4 23 F1 2323, AHLA N1, e1/1(192.168.20.240) Fil
$1/0(202.96.124.240). H /= AT LA FH 40 R fir &A% 20K 56 RO T2 5 5% .

(1) telnet192.168.20.124 /port 2323

EXFEDLR, telnet J A% 3 () 2323 i N EST. telnet 32, X o Fir WL A< Hb ip
M4 192.168.20.240

(2) telnet 192.168.20.124 /source-interface s1/0

FEXFPEILT, telnet H Rt (1) 23 3 (10T telnet 3432 . 63 T WL RG4S it ip B
4 202.96.124.240.,

(3) telnet 192.168.20.124 /local 192.168.20.240

FEXFHEDLR, telnet BRI i ) 23 i &5 telnet &% . it BT WL A H ip B
3y 192.168.20.240.,

(4) telnet 192.168.20.124 /debug
TEXFMEOL R, telnet W4T ED H A v 23 v L7 te I net IEZ BRI FE
(5) telnet 192.168.20.124 /echo

FEXFPEOLT, telnet F3T I AL BT OC. By, WA IR Ssasim bt AT [ &, B
AN [ 5 7 3

(6) telnet192.168.20.124 /script s1
4409 s1 15 R AT B3 & %
(7) telnet 192.168.20.124 /info aaaaaa
FERXFMBESOL N, PUATIX A 2 K 28 61T H H "aaaaaa™F B .

(8) telnet 192.168.20.124 /source-port 601
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EXFHBEALR, telnet B4 F0%T 5 K 23 I 47 telnet 34, A 1) top i
9 601,

(9) telnet 192.168.20.124 /router-id /p 10000

FEXFESL R, telnet K5 RIXT 3 ) 10000 it T ST teInet 42, I HEERE TG
X BodkAT B A% 1D AIE. BRI TR EAEX i (aaa SRR E LT Fr ) HEATH
2 INIERS H1 8% 1D G E .

2.1.2 iptelnet

A K telnet 21 (I IC & A 4% X

ip telnet source-interface interface

ip telnet access-class accesslist

ip telnet listen-port start-port [end-port]

ip telnet script scriptname ‘user_prompt’ user_answer ‘pwd_prompt’ pwd_answer

ip telnet server-port server-port

S
S SRR

interface Ak fdtelnetfiiz M .
accesslist AR R, SR HbhE AT BRI UG I SR AR
start-port FA P 48 T sy 11 X3k ) AR 4 s 15
end-port FA P 48 S T sy 11 X3k 1) 485 B o 1 5
scriptname TSR A 44
user_prompt telnetii 548 [FlIE I 7 B 1R fE B
user_answer B e s (1 7 8 NS S
pwd_prompt telnetfii 5548 [A13% 1) 7 #5055 5
pwd_answer B i P AL 1) B B A S

&
"

SR
2REES
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FPAT LA IR T i &SR BE B A H R telnet S5 4% 11 .

ip telnet source-interface interface

EXMERT, WEIAERKER telnet EEEHMHZED. ZEEEGSE telnet
source-interface interfac %4 RXUER , (HANBTLE telnet 44 J5 48 11 S8, YEERC &
THO, XAE telnet iy &R IS H, UG & BT 82 1O HE,

FH P AT DA A0 iy 2 SR AC B 6 A B2 52 telnet FERCBEAT U 17 51 2 IR 1 51 2 44 7R

ip telnet access-class accesslist

FERXFMELLN, BJEIRSS 252 T telnet JERLIT, FEeAG & 1) iR 413
FIP AT EAE A0 T i R BAE SR B I 115 (23) LA 1B, 2% telnet iE 4% .

ip telnet listen-port start-port [end-port]

VLI W RANHE e g ot 5, DUAE R — AR 1 B T o 8 e AT i iy 11 0O
A 16 4, Houm DR ##)7E 3001—3999 2 [H] .

FUP AT AE A 0 T i oK AC B telnet S HIA

ip telnet script s1 ‘login:’ router ‘Password:’ test

Y-

PHTHAEER , BRRRR. NE , B, NEHemExelti , THIEER
NMEEXOANE |, RAERLIINERSIS (" ) REPHI-—TERERIR , KE
ZHITEIER.

EE:
LA EPUgRan< I RTLAER No BUSRAFREGHIRE.
FP AT LAAE P A0 T i 2 R AZ T telnet A0 3 11

ip telnet server-port serverport

PEEA:

FAIta S AT LAYE telnet BOfR0fT iR I 25003F 23 im0,

R

) XKEHSEERNITRONER , SRR OAFTE teinet EZEE ;
2)  {EFEERAY default sF<SEILAS telnet {ilfTim OWRE R 23 In M ;

3)  EFBHENZAT no ARt telnet AMMI{EEimO , BIERER=RTESK telnet ARSSRRINRE.
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(1)

)

3)

(4)

ip telnet source-interface s1/0

FERXMIELLN, BE I A RE R telnet IERIS A s1/0 #:111

ip telnet access-class abc

FEIXFE LR, MG A #3211 telnet HERIY(E A1 413 abe #E4T Vi in 41| & ka2 .
ip telnet listen-port 3001 3010

BT 23 SR ITLA4L, 3T LAZE 3001 ) 3010 2 8 BT A 3 1 _E#2UK telnet 3445
ip telnet script s1 ‘login:’ router ‘Password:’ test

BLE 4N sl MEFHA, P43 A login:, BZA router, it RN
Password:, M% A test .

2.1.3 ctrl-shift-6+x (3EfE HaitelnetiZEiE)

FER P iR 24 T telnet JE 2

ctrl-shift-6+x

et

mHEN

7E 2411 telnet 2 A IOIE RN AL

£ 15 RA

PP AT CAAE S DR B A 2 7 i R S AT HH ) telnet 4%

w5

RouterA>telnet 192.168.20.1
Welcome to Multi-Protocol 1700 Series Router

RouterB>ena

RouterB#(3% ctrl-shift-6+x)

RouterA>
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F M (E%E S RouterB ()24 77 telnet 21 F13% ctrl-shift-6+x 5, 23] RouterB [r)iZEHz,

[ 3 RouterA F12480IRAS .

2.1.4 where

R i B AR A E R telnet 21F:
where

2
¥

7 =)
¥

wStER
SREES

£ AR
FH P e] DA e S E % i BSR4 ATEE A AN telnet iEd:. BoRHIE BAERF
S, Srumdhhb . w0 AHbHhhE . AHbIR
HE:
where #5<F0 show tenet S RB XN, BIERAEZFin LFER , BRAIRIELRAY telnet
&z RERERSSERER | ERASEND telnet ZEZE

ANl

RouterA>telnet 192.168.20.1

Welcome to Multi-Protocol 1700 Series Router
RouterB>ena
RouterB#(}% ctrl-shift-6+x)
RouterA> telnet 192.168.20.2

Welcome to Multi-Protocol 1700 Series Router
RouterC>ena

RouterC#(3% ctrl-shift-6+x)

RouterA>where
NO. Remote Addr Remote Port
1 192.168.20.1 23

Local Addr Local Port
192.168.20.180 20034
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2.1.5

2 192.168.20.2 23 192.168.20.180 20035
H F 75 RouterA %1\ where, EoRH RouterA & HHEde i rE B,

resume

FE% o B AT HOEFE D 1 telnet 218

resume no

&% S ¥ A
no it wheredir & 547 2 ) LT B itelnet X iH K 75

EREES

et RA

w5

P AT LAASE P b i #6250 i L VKR 2 BT R (17 A0 telnet 3E4%

RouterA>telnet 192.168.20.1

Welcome to Multi-Protocol 1700 Series Router
RouterB>ena
RouterB#(}% ctrl-shift-6+x)
RouterA> telnet 192.168.20.2

Welcome to Multi-Protocol 1700 Series Router
RouterC>ena

RouterC#(i% ctrl-shift-6+x)

RouterA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

RouterA>Resume 1
[Resuming connection 1 to 192.168.20.73 . . . ]

(%)
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RouterB#

H 7t RouterA L#i A\ where, S/xH RouterA iEHIFEHEREENEERE, BN
Resume 1, FHE5E M P RER TiER: 1, H4ELUE, HIL RouterB (a2 2R o

2.1.6  disconnect
TR by _E 5 R AT R & 1 telnet 215
disconnect no
S
S SRR
no jBidwherety 426 21 L RTHEAL Fteinet = W& 75
r =)
"
SRR
2RES
fEE Rt ER
FH AT DA FH ey & 75 8 7 i s BR 2 ar EE R 1 [ 4M P telnet 7E 4% .
ER:
disconnect d5<>F clear telnet i S 2B X BV, BIE REEFin L H JEFRIVEELAY telnet
&R FERERSSEWER | BRIIBEND telnet ERE
51

RouterA>telnet 192.168.20.1
Welcome to Multi-Protocol 1700 Series Router
RouterB>ena
RouterB#(3% ctrl-shift-6+x)
RouterA> telnet 192.168.20.2
Welcome to Multi-Protocol 1700 Series Router
RouterC>ena
RouterC#(3% ctrl-shift-6+x)
RouterA>where
NO. Remote Addr Remote Port Local Addr Local Port
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1 192.168.20.1
2 192.168.20.2
RouterA>disconnect 1

23 192.168.20.180
23 192.168.20.180

{Closing connection to 192.168.20.1> <y/n>y

Connection closed by remote host.

RouterA>

20034
20035

H 7t RouterA L#i A\ where, Z7xH RouterA &SR IFEHEREENERERE, BN
disconnect 1, Ff#m44e~H 21 X 2| RouterB [1iE+:, FIZY J&, ERELH.

2.1.7 switchkey

£ line i & 2 i 1 s K 200 F -

switchkey key cmdalias server-name

S
B SHAA
key A DAL etrl-a—ctrl-z, {ERASRERC Ectrl-h,
cmdalias connectr 2 M54
server —name s EALIAHR, 4 HIE D3RR (5 BRI g s

HEN

line Fic & A =X

e AUt RA

FIP AT EAAE F b i & AE line 5 B 28 i D7) 46 B X L BTS2 ) i - 93] 44 A8 i =L A4 K o

ER:

4) cmdalias SE g E—5%1EREAY connect 455,

5  key BEAR

ctrl-h

6)  server - name SEUGHIEIRIRREBFITIHESEB S,

7)  TElL line EABEECE autocommand , BZRRTIIRINEEL
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RouterA>switchkey ctrl-a cona ServerA

fic & D)t ctrl-a, {FHG45A4 cona, VI#TIRRS 7S ServerA .

2.1.8 switchmsg

fE line _E 0 B2 75 2 i Do (5 B I i 4

switchmsg enable/disable

e
S SR

enable fii HH S D RN AE B
disable i R SRR S AN S

RE
disable

IR
line i & 151

155 FH 5t RA

FIP Al DG L A A 1E line _BACE S 2&0m VIS, 275 VI R & 8

w5

RouterA>switchmsg enable

A& D), i UIEERE R .
2.1.9 sequence-char

£ line i & 2 i 1 s a2 00 R -

sequence-char key charl char2 char3 ...

B S ¥

-37-



SRl B a4
key "] LAEKctrl-a—ctrl-z, VERSAERC Ectrl-h.
charl char2 chars ... R IR AT K (I R A A
73]
o
RN
line Fic & 50
15 At EA
FH P AT DA iy A 7E line b TC B 2 3 1) i % EL I sxt I 1) 283 7 R 91
R
1) key BEURRER ckh
2) FRFSHEEMAZREX  BEUUBIEZRFMER .
3) FRIFFISEWIE 16 HiblE , BLL X FL , FSFRFZELSIEEX S .
1l

RouterA>sequence-char ctrl-a Ox1b 0x21 0x38 0x51
Jic & Vet ctrl-a 117477 414 0x1b 0x21 0x38 0x5

H& alias. async i 216 Z B KE B B .
52 F 2451
HE AL E T -

interface Seriall/l
physical-layer mode async
no ip directed-broadcast
async mode interactive

linetty 1

switchkey CTRL-U cona ServerA
sequence-char CTRL-U Ox1b 0x21 0x38 0x51
switchkey CTRL-V conb ServerB
sequence-char CTRL-V 0x1b 0x21 0x39 0x51
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2.1.10

switchkey CTRL-W conc ServerC
sequence-char CTRL-W 0x1b 0x21 0x31 0x30 0x51
switchmsg enable

alias cona connect 192.168.20.1
alias conb connect 192.168.20.2
alias conc connect 192.168.20.3

YA A E e ORI S R LA, FT T 2, bRt A S ILY) S, B N CTRL-U
Ja, RANYIHE] ServerA (R4 H 4 ATHTE ML SereverA FIHE G5, H
AN CTRL-V J5, &% & sh{E:H 1 b= )3 3] ServerB (Ja] I 4 1 24 5 B £ =41 SereverB
IR RER), 8 CTRL-W 5, HIWEDFFEL ]33] ServerC ([ %y H 24 5 P78
M1 SereverC FIHRE B D). TEARMEIAE, H AN CTRL-, 2754175 440 U138
B, JFTEMATATER S 285 0 <7,

DU ZH B CTRLE 1 7R

Terminal Switch Menu

1) CTRL-U ServerA *
2) CTRL-V ServerB

3) CTRL-W  ServerC

R

1) ESNEERRBRED  MRNEP—MNERPRE (AR% ), URGEHE—
ERFAZREER  FREREIE—NENNRE , IRF—NEESRE , Wi
BNERIFASRER , FRREEISE N EIRIRE.

2)  TERTBWSETRLIE  AEISEHIH T ZONER | EFENRERANSNAE
XA,

3 FHHUERRKBERUZHE, RFFAEGRHF—E

4 REFEEREPBEHEMNEE  RIFRETINR  SRERIEETRLE  BX
R,

5)  ERIRTIEHNEITISIESD | @iT ctrl-shift-6+x BOIEEERCT IR S IHEEISHEELE,
clear telnet

TEMRSS 230 bR te Inet £3 1 1 4% 2N F

clear telnet no
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no Fshow telnetE s telnet & i 1 75

P AT LAASE FH bt s 4 6 1 55 9 B i B telnet 2 i

w5

1. clear telnet 1

HPERES SR FFE N 1 1 telnet 23F (192.168.20.220:1097)
2.1.11 show telnet

R R4S #s v telnet 235 ) dr 2 # 2an F

show telnet

HEN

Br TR B BAMO L EIRES
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£ 15 RA

FH P AT DAfSE FH ot i 2 2R 27 i 55 28 B 1) telnet 231« Wos MG EVELFE T 5. Wtk X3
Uigd s ARHbHbAE . A H g .

51
1. show telnet
F P BoR IR S E N telnet 25 (EE ., AT T
NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.220 1097 192.168.20.240 23
2 192.168.20.180 14034 192.168.20.240 23
2.1.12 debug telnet
telnet £xi% 1 debug #r & F:
debug telnet
S
"
HhE
G
WSEN
ERA
EJERL: ]
FH a7 LU A i A 2R 4T T telnet () debug 5.
BRI, BT A A telnet 215 1§ ik #2450 4T EIAE debug i % 11 1. iy 4547 debug
ZH 1 telnet Ay 2 BFIX BIAET: BT 25 H RS # i A1 telnet 21511 debug 15 5.,
Jo R L R P KR ) telnet 2215 ) debug 15 &
51

debug telnet
H T HHEN telnet 2215 (1) debug JIk 5545 i 1 -
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2.2 RloginBt B 44

rlogin FH 3k 37, 55 i it iR 55 2% 2[R ) rlogin =i . rlogin —f%H T 5 Unix R 482 7] 1 2
B BUNHIIE 7T FEERFARN, FrUATEHATIETIR . rlogin 23T
FH P B FEML 1P ik Rl T8 55508 ol 5548 1 FH P 44 SR AT 558 Rk S5 TELNET f K
ANF) S AET AT DO 7R A 55 2% L& IR, B P RIS SR N D

2.2.1 rlogin

HENL rlogin ik A% AT

rlogin server-ip-addr [-I Username]

B SHIEA
server-ip-addr 20 3 i 45 4 LA 23— 238 1) 2R 1Ptk
Username R PRt i 454 LRI %0 R KRIEN=1TAF4F

At AT AR E IR B

RN

Z AR,

£ 15 RA

PP AT LU R0 P a4 32— R e BZ AR 6 oK
L] rlogin server-ip-addr

FEXFPIEOLT, BHRER = B Je il o] F - (s FH P 44, SR JE A MR =l v 5 iz
iy FR) T4 o

L] rlogin server-ip-addr - Username
BRI, R ELRTT A6 22 O S i Y %
FE5 e R 55 a2 T B R b, P R] U P A R R A i 2
®  Ctrl-S: g4t ik m) % /- vy
®  Ctrl-Q: g & 7% ) i oy

EE:
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Ctrl-S 70 Ctrl-Q FEEIRSZ BN L& K5ThY
®  TRATIFSAEA “77 R1 “.” ML TH, AR,
®  [fiFf ctri+shift+6 £, BH 2%,

w5

e H P EAE R rlogin S 2 & sk 2 1P skt A 192.168.20.124 (FAk 45 %% &, B P I7E %
R4 %% LR P 428 guest, P RT DA FH a0 R P by 4% 22— R 58 Iz R B ok

(1)  rlogin 192.168.20.124

FEIX A /ﬁﬂ:, rlogin K i 17 i 7 IR B i ik 55 s TP 44 0 AEAS 2Z I 44
Ja, AIha sl 5 imn ik 55 A g R . a2 P FI T

router# rlogin 192.168.20.124
username: guest

Try to connect server .
P8 N B2 AR R IR
(2)  rlogin 192.168.20.124 | guest

FERXAEOL T, rlogin i L% Sl 3L 5 128 b I 55 4 (AT R %

2.3 RigfiEGS

2 i i B A 2 R0
° attach-port

[ ] autocommand

[ ] clear line

L connect

) disconnect

) exec-timeout

([ ] length

) line

° location

) login authentication

() monitor

) no debug all
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L] password

® printer enable
® printer start

L] printer stop

° resume

L] script activation
L] script callback
L] script connection
L] script dialer

L] script reset

° script startup

) sequence-char
) show debug

° show line

) show tty-status
) switchkey

{ switchmsg

) terminal-type

o terminal monitor
® terminal width
) terminal length
° where

° width
2.3.1 attach-port

45 telnet i W s 1 Al line vty 5, 48 2% 53 2145 5 it 1 1) telnet R 1% IR 48 2 7 5 AR il vty

[no] attach-port PORT
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port

telnet/li 5525 IO 3 15 (3001-3999)

REME

x

HEN

LRERIC ELAS

P

s 3001 il i 1052 ) line vty 2 3.

Router_config# line vty 2 3

Router_config_line#attach-port 3001

2.3.2 autocommand

BUE 7 B R B2 20 A SIHAT I A& o % & PAT S8 U R T

autocommand LINE

no autocommand

BY
2H YA
LINE BRI ML
RN
Ll B A
Znt]l

Router_conf#line vty 1

Router_conf_line#autocommand pad 123456

P B3I G, 2 E5) PAD 3] X.121 Huht>ly 123456 (1ML,
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2.3.3 clear line

TRERIAE L o

clear line [aux | tty | vty] [number]

w15l
Router#clear line vty O

2.3.4 connect

EHE telnet IR 4552,

connect server-ip-addr/server-host-name {[/port port][/source-interface
[/local local-ip-addr] [/ts-block | /ts-discard]}

interface]

B3
B SHULEA

server-ip-addr/server-host-name | A 422 IPHubE 5 IR %52 M1 44

port ¥iig 5

interface R IR 4 R

local-ip-addr R AR (A Hh P b

/ts-block W E M A telnetiEHe b T 5 & i BH ZEtelnetiE #

/ts-discard W E M A telnetiEHe b T 5 & 1 Z Fitelnetii 3T
wEIRRA

FrABLES

w5

Router#connect 192.168.20.1
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A

e

£ 15 RA

%t T-/ts-block. /ts-discard %, &% telnet 774

2.3.5 disconnect

MER DL R telnet 21 .

disconnect N

SR

z

CEE MtelnetiE 4 5 .

mHEN

AR ES

w4
Router#disconnect 1

2.3.6  exec-timeout
e £ ity 1) i K 2 PR BT

[no] exec-timeout [time]

S ¥ A

time DARD U5 /0 25 PRI TA]

®EE
0 CJC time-out fEH])
RS b

LRERIC ELAS
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BNt

R 2k i) S PRI AL B 1/

Router_config_line#exec-timeout 3600

2.3.7 length
T 28 e i — BEIIAT L
[no] length [value]
¥
B8 S5 AR
value 0Z512/A Il . OFRRAE .
HREE
24
LS
e gL BB
2.3.8 line
BN ES
line [aux | console | tty | vty] [number]
¥
2 SRR
aux | console | tty | | aux.console. ttyfivty5) YLk 357 , AUXST R T4H BhZ: % , console
vty X WP LB, tty X TSAB kB, VTY RS TTelnet. PAD.
Rlogin% fE L2k #% .
number DNZBILE B (4R 5 . T ConsoleflAux, J# R —MR50.
wEIRR
ZRMES
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P

HENVTY (1) 0 £ 10 5L AL B 4.
Router_config#line vty 0 10

2.3.9 location
TR Y ET 2R S IR

location [LINE]

no location
SH
B8 SR
LINE TR BRI IR S
R
2 e B A 2

2.3.10 login authentication

BUE S SINIES K.

[no] line login authentication [default | WORD]

S
B SHR A
default BEE NEAE GIE T 2
WORD INIEB 3 [ 4 5
HoHR
LRI ES
51

Router_conf_line#login authentication test

KZ L HIES R BN test.
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2.3.11 monitor

i RS AT U i Y R

[no] monitor

LR

g E A

w1l
Router_config_line#monitor

2.3.12 no debug all

V24T VTY A R .

no debug all

w1l
Router#no debug all
2.3.13 password
BCHE A0 2.
password {password | [encryption-type] encrypted-password }

no password
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default password

2 S ¥

%Lk LB E, AP (plaintext) JEREIA, ZIDKRE R
% N30f7.

encryption-typeR /R B INE 128, HATFAT A SCREPIFR: O
7, OFIRAINE, J&TH encrypted-password B34 N\ 265 1 B
[encryption-type] 3, XA 7RIS fnencryption-type il B 44 A password 2 £ [
encrypted-password TrERCRARE; TR — A A R 3 B EREAT I,
J& T A encrypted-password 75 B4 N\ 0% J5 S % 50, XA
SCAT LA Ah 26 £ 25 PR T B SO TR

Password

Je T AL N 25 e f5A] 22117 service password-encryption 74l enable password 4

IR o
RN
LI E &S

=~

Router_conf#line vty 1
Router_conf_line#password test

B VTY 18R O4 50N test,

£ 5% FA

no password K/ ATEEE, Y7F aaa FTEE 1 line FAET I, W UAEEEFKIZL
PR ECE EIR 2R NN E S

default password /K ZHEALE, RI%I5 87, 27t aaa FRELE T line AIAE 7 =,
ANAT DL SR 2R B B (R Z B PN A

2.3.14 resume

R 2R telnet 21 .

resume N

B SHR A
N O ftelnet 1G5
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PR B E &
w5

Router#resume 1

2.3.15 printer enable

TR P BT BN BE
printer enable[disable]

¥

B SHEA

enable T line b H ST EIHLT) e
disable KHlline b H ST EIHLT)BE

REE
disable

RN
LI ES

w15l
fE line tty 1 _EFTIT EIESTEIHLIIRE -
Router_config# line vty 1
Router_config_line#printer enable

2.3.16  printer start

Be BT URFT ENH) A5 FP 4
[no] printer start charl char2 char3 ...

e

B SHEA
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charl char2 char3 ... THBSTENI R 5, BAUNI6ERIE, BLOXTT Sk, R (8] LL
st T
no WKL TFURFT BN 45 731 )9k 44 {E0x1b 0x5b 0x35 0x69.
REE

Ox1b Ox5b 0x35 0x69

SR
Ll B A
i

fE line tty 1 FRCEFHRFTEDFRIFF.
Router_config# line vty 1
Router_config_line#printer start Ox1b 0x5b 0x30 0x69

2.3.17  printer stop

e B 45T BN 775 P91 o

[no] printer stop charl char2 char3 ...

S
% L5
charlchar2chard .. | ZAUTENS ARSI, IFUNI6HHIN, DAOXTFk, 452 Lk
e S3
no VAT T AT B4 914544 0K OXSb 0x34 0X69
REE

Ox1b Ox5b 0x34 0x69

RN
L E S
5

7E line tty 1 _FJC & 25T BN £ P41

Router_config# line vty 1
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Router_config_line#printer stop 0x1b 0x5b 0x31 0x69

2.3.18 script activation

2.3.

e B B IS RS

script activation WORD

g
el S ¥
WORD A K.
wERA
LLBR I B A
il

Pic B 26 BRI (K I A 44 9 scriptd .

Router_config_line#script activation scriptl

19  script callback

A EIE /gt RN

script callback WORD

-l
¥ YA
WORD B
RN
Ll B A
Nl

fic B 2 45 [ 4R B 1 B4R 44 )y scriptls

Router_config_line#script callback scriptl
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2.3.20  script connection
e B T A ST LA
script connection WORD
g
2 S8R
WORD JHiA A4 B
wERR
LERBCES
P
e B % $2 g ST I AR 44 D scriptds
Router_config_line#script connection scriptl
2.3.21  script dialer
TiC 5 4R L BN PR A
script dialer WORD
2%
&% SR
WORD AL FR
mLHEN
g E A
=~
Hic B 4k H I B A seriptd
Router_config_line#script dialer scriptl
2.3.22  switchkey
Wi B 2% i 1 e Bt
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switchkey key cmdalias server-name

¥
B SR

key A (CTRL-A—CTRL-ZFEJFCTRL-H)
cmdalias Lty P AT R il 44
server-name oA il 5 T IR ) IR 9% 2 44 P

RN
LRI E S

15l
Bt & A ctrl—a ¥ @i con_sco #r 4% scol 45 as.
Router_config_line#switchkey ctrl-a con_sco scol

2.3.23  script reset

e 2 i 11 S I AL AS
script reset WORD

BH

B SHEA

WORD JIA A4 FR

IR
LI ES

w15l
e B it 1 SIS B JAIAS O seriptd
Router_config_line#script reset scriptl

2.3.24  script startup

e B R 508 S A .

script startup WORD
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2 S ¥
WORD A 2R
HEN
LRI B A
=~

2.3.25 s equence-char
T B A4S LTI [ 24358 1 5 1) 5 4 P 41
sequence-char key charl char2 char3 ...
S
S SRR
key L.
charl char2 char3 ... Bl B 45 551
LR
LRI ES
1l
Bic 5 ctrl—a HEAT U4 i ) 23 |51 5 245 /7 41 Ox1b 0x21 0x38 0x51.
Router_config_line#sequence-char ctrl-a 0x1b 0x21 0x38 0x51
2.3.26  show debug

e B #5008 s KA 44 9 scriptl.

Router_config_line#script startup scriptl

TR HT VTY STIF R S

show debug
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RN
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w15l
Router#show debug
Generic IP:
IP packet debugging is on
Frame Relay:
Lmi debugging is on
2.3.27  show line
TR HHTA B LIRS .
show line {[console | aux | tty | vty] [number]}
g
WERASH SHOR SR T 240 U LIRS -
HASHH € L 54 line —3,
mLHEN
FEHE
2.3.28 show tty-status
ST tty BN S A 1 ERAS
show tty-status N
SH

e S ¥ A

N line tty 1575 -
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P

W tty 1Pt I A g B EARAS

Router_config# show tty-status 1

2.3.29  switchmsg

F

5!

i o

W B 2 D) B 2 15 oo

fll

switchmsg enable

switchmsg disable

2 SHIEA

enable Ao P SRR E R .

disable 28y B N [T TR N = s

LRRIC B A
P

o B 2Pl BoRiRn(E e .

Router_config_line#switchmsg enable

2.3.30 terminal length

i terminal length iy 4 238 417 2 B BF 2R AT 40 12280 #hz i HL3R1S . rlogin
P % S H0E AN i UNIX L. 8 a4 19 no a0 2 s 18 .
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terminal length length

no terminal length

2% SR

B RAT L

a

length

A AN YT &AM, SRR, KumEittk k.

1l
router#terminal length 40
Hx&s
line
2.3.31 terminal monitor

78 200 Lo Bon ARG X R GERER, AT terminal monitor @4, F k@41
no e i i 15

terminal monitor

no terminal monitor

73=]

A4 E 1 (console) SR NITI, Hee Aumlg NKRH .
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2 O AT A R MR R, Zmd itk %k,

=~

router#terminal monitor
Hxd$

line

debug

2.3.32 terminal width

BB EAR, A2 R AT 80 N1, W B AR LR & R, RA] T
B GSHATHE BN . A4 terminal width 7] 1% B 64T 125580, 1H R b ay
41 no LUK R H a1 .

terminal width number

no terminal width

e
B SR
number BT
RE
FHAT 2R 80 NFAF.
RN
R ES
£ RTEER
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router#terminal width 40
EES
line
2.3.33 terminal-type
W 2

[no] terminal-type [name]

2% SR

name KR4 TR H ORI SCRR & 287 2 B 5 : VT100. ANSI. VT100J

2 e AR

2.3.34 where

PR P i b B AT AIE 1 1Y telnet 23 i

where

AR ES

w5

Router#where
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2.3.35 width
VCIE 2t 1) 28 3 B8
[no] width [value]
S
SH SR
value 0% 512[Affl . 0FRAHIAT.
REE
80
YRR
2 B A
2.3.36  debug line
i 3 2 8 P R A AR
[no] debug line line [lineno]
Y
B ek
line £R %287, aux/console/tty/vty/tty2console
lineno LRBR T
REE
WA ]
RN
I
= ALEA

debug line aux/console/vty/tty2console B 7 console 11 F 4T B H AR R 28 2% f RS .

debug line tty lineno ¥7E vty EFTEIH tty lineno fIiR1E 2 .
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3.1 SNMPEEHS

SNMP B¢ & iy &4

) snmp-server community
) snmp-server contact

) snmp-server host

° snmp-server location

° snmp-server packetsize

L] snmp-server queue-length
° snmp-server trap-source
° snmp-server trap-timeout
) snmp-server view

) show snmp

debug snmp
3.1.1 snmp-server community

5 4 R e B AR A 2 snmp-server community % € 5t V15 11 SNMP B3 A7 9]
TR Za A no FEAMIBR$E & B A 777 5

snmp-server community string [view view-name] [ro | rw] [word]

no snmp-server community string

¥
2 SR
string BT B A5 (1 ST 17 SNMP B A7 75 B
view view-name (T SEmtE UMM AR 2 EIE ST 0 R ZIIMIBR R .
ro (T #8E REAUR . BB B 3 AR H AR MIBYS & .
rw (T $RE -SRI . BB S B AR u 7T DAL EAIE MIBXS B o
word (FTH%D, $87E FvFE A B S4F 5 17 19 SNMPACEE R 1P 3Bk 17 17 1) % 44
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73]
I, SNMP 5 56 T 5 B fuvr R AR .
HLBR
R ES
£ AR
WRATATATSEL, ¥ dHBTA BRI E (S B
w5l
THE R 5 comaccess 4MtZ: SNMP, for R s el 348 & IP 1714513 allowed
AT LU AR 75 e
snmp-server community comaccess ro allowed
N R R E  gr L4y SNMP, R VRS Ui 1] 44 7 restricted (AL R 6 4
shmp-server community mgr view restricted rw
N BB T FfA"comaccess”.
no snmp-server community comaccess
PSR

access-list

snmp-server view

3.1.2 snmp-server contact

14 FH 4 JR e B A 5 A 4 snmp-server contact 13 B & T SR A5 5 (sysContact).
8/ no Bk LR NG R

snmp-server contact text

no snmp-server contact

B SHIEA

text FORTRIBRARNME BRI 7478
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ARENRIRARNE R
B

EREES

5 system 4 MIB %5 & sysContact 1 X b .
Pl

=N P YN SN iR

snmp-server contact Dial_System_Operator_at_beeper_# 27345
GBSy
F DM 32 2R 51 sl 2 AR 25 R B A 0
3.1.3 snmp-server host

i 4R B A 248 E SNMP B BIFERAE 3RO . (T Z a1 no TRk £ 48 5E
I EEML

snmp-server host host community-string [trap-type]

no snmp-server host host

Egl
B SR
host FHLHI 4 FR Bk Internethbdil.
community-string SRR R AE L R I A T 1 [ (R o5
trap-type (AT IS A HR ARG, 1 EHUR IS A Rap .
authentication VR RIENEES R A BB o
configure FVF R 1% SNMP-configure 2 4 [ ki Bk .
snmp FEEFRIEFTE SNMPRB AR

-67 -



Ffhfc E dr 4
73]
BRE N 1Z AT 2 TOR . AKIEAEATRERE . R A N R 1 2, BB N RIEFTH
V]t
RN
2R ES
£ AR
R A%\ snmp-server host iy un L WAL R 2 T e B B 48 R k%% SNMP Fa B,
W Z5UA% FH snmp-server host v 4. RN T A ﬂﬁ%’ﬁé% trap-type a4, WS 1%
U KRR . an iR A\ iy S8 trap-type B A<, W) W80 512 %88 A S B B
BERAL, v DUAREAS EHLE A2 38 e 2 PR,
i Al —EHLI 5 4 snmp-server host di 41, S4HRAE fi-4 o 1 B #5244 5 R B2
HPERIERNZFENL SNMP FEBHE S . OT-[Fl— F UM A 757 5 S Geic & —Fha B
HKA
trap-type 17635 ) AT FH PR ARG T % FE 4SS B AN 2 8 b 2 SCHE FR S E R PR
w1
NI 7RI Ki%E RFC1157 & X ff) SNMP [&BE#HhE %y 10.20.30.40 {1 EHL. AT
5E XN comaccess.
snmp-server host 10.20.30.40 comaccess snmp
B 2 A R 75 H public 1] 3241 10.20.30.40 Ak T B FEBE .
snmp-server host 10.20.30.40 public
N F H A authentication FEBFAT 2, 7T LA IS 341 bob.,
snmp-server host bob public authentication
Hx&Hs

snmp-server queue-length
snmp-server trap-source

snmp-server trap-timeout
3.1.4 snmp-server location

4R B A 474 snmp-server location ¥ &1 & TEA B/ . ZG4S 1
no IR ENL B T .
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snmp-server location text

no snmp-server location

g
&% SHEA

text TR RTEAL B AT
[73=]

ARE N RPTERLE AT
wERA

LB E A
e tRA

5 system 4H MIB 25 & sysLocation KB} .
L]l

MR BE SCT g RSB

snmp-server location Building_3/Room_214
XSS

snmp-server contact
3.1.5 snmp-server packetsize

18 FH 4= R BC B A R Ar 4 snmp-server packetsize, & X SNMP JI 45 2& e sk 557 A=
N K SNMP #8846 R~} . snmp-server packetsize byte-count.

no snmp-server packetsize

S S5 AR
byte-count MABAEN17940TH L I HE S 4T . B4 (E H3000F 75 .
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3000 =¥
B

EREES

5 system 4 MIB %5 & sysLocation [KJE X} .

P

MRS T KK 1024 A R HE i

snmp-server location Building_3/Room_214

Hx&ms

TPELS

snmp-server queue-length

3.1.6  snmp-server queue-length
fi 4 R B4 snmp-server queue-length AREANBEBE NI EH S BAF K
-8
snmp-server queue-length length
¥
BH SRR
length A AT AR B 1 B B 34 2 (1~1000).
7]
10 A
wEERRA
EREES
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£ 15 RA

22 € ST BB ENLE BB EE . — BRI AR RGP S, B SRS
BASI

w5

T B SN T DA R DY AN SR R R B A

snmp-server queue-length 4
PSS
snmp-server packetsize
3.1.7 snmp-server trap-source

{2 Rl B A=A 4 snmp-server trap-source 18 — AN 10 H T B Fa Bk Js
hko 8 HZ a2 no TR X B — AN

snmp-server trap-source interface

Nno snmp-server trap-source

BH
S S HH A

interface SNMPABE 2 045 11 o 2 B et s T & Wk 0 43 L R R
o]

AEEEN.
mEIRR

ZRMES
{5 A ER

2\ SNMP JIe 55 25 4 H SNMP BB, Toil B AERANE DU, E#0E — RS
hke G RABHIZRE B AT R ER, AT Z A 4.
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TH N E LAK N 1/0 5482 11 bk A 4 B A B B s btk
snmp-server trap-source ethernet 1/0
N 4R E PAK I 170 2 U P kAR 4 BT B s b
snmp-server trap-source ethernet 1/0
XL

snmp-server queue-length

snmp-server host
3.1.8 snmp-server trap-timeout

5 FH 4 Je e BS54 snmip-server trap-timeout 72 SCE P B B AR {E .

snmp-server trap-timeout seconds

g
2 SRR
seconds SR R RV ST 5 (17 A Sy B ey b ] (DB P B % (1~1000).
RE
30
IR
A JRRCER
=R AR
2Bt 8 IR B R A Bt 1, e BB B bR R . WERBCA B, BB
FRFIH . 54 server trap-timeout #5E T 5 K HIAIRE
w15l

T E 20 B EIRE, 1 R R AE 5 A LI R R S

snmp-server trap-timeout 20
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snmp-server host

snmp-server queue-length

3.1.9 snmp-server view

{5 4 JB i B A A4 snmp-server view 1)@ 505 B MIB #8& . f8 FHiZ a2 no a0
MiBx SNMP AR 4%2% 10— HLE .

snmp-server view view-name oid-tree {included | excluded}

no snmp-server view view-name

S
2 S8R
view-name ST E A A A E AR .
oid-tree MR Db 2540 35 BEHE R IASN. LW 0 AR IR AT« FRiR T,
e — MFEEFE TS, W1.3.6.2.48— T4 Insystem.
T2 N FEMIBR FR AT DR B4 7
included excluded WEZAL, W4 Eincludedslexcluded.
HE
o
SRR
2 RhE A
{E AR
R T SNMP 4 FHE—ANEENSE, [ ZG 4008 — A EDRE A ix
SNMP 4 HISH. BN T, AT RIASE R, P LLE BTG X % (FH2
F Cisco TiiE X #I everything #LED . i Zar4x X EFTaeE 2R 4.
ANl

N7 A MIB-I -3 T 5 S AL

snmp-server view mib2 mib-2 included

N A L EE system 4R 1 BT KR ARIE .
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snmp-server view phred system included

R A T AT system b T A X R ALK, EHERR T &4t 7 (sysServices.7)
I ETA N SRR O H 1 SH AP RETE RN 4.

snmp-server view agon system included
snmp-server view agon system.7 excluded

PSR
snmp-server community

3.1.10 show snmp

{4 show snmp YA SNMP fg A f#r HE giit, BFEdEERRFRRE L H, iR
TR B .

f# Fl#ir4 show snmp host &7~ SNMP [&5EEHLE .
14 FH #r4 show snmp view &7~ SNMP #1115 ..

show snmp [ host | view ]

S
S SHEA
host WRSNMP FERIFENUE S o
view HRSNMPALEE B .
HhaE
o
SRR

I, 2REES
(EdaENEE]

1§ F 44 show snmp, %1 SNMP i A F%HE 48t
a4 show snmp host, # &8 SNMP g ENE S .

14 Fil 74 show snmp view, ¥ 7% SNMP HLEIE & .
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e

BNt

TR 5 SNMP SR ST

#show snmp

37 SNMP packets input

0 Bad SNMP version errors

4 Unknown community name

0 lllegal operation for community name supplied
0 Snmp encoding errors

24 Number of requested variables

0 Number of altered variables

0 Get-request PDUs

28 Get-next PDUs

0 Set-request PDUs

78 SNMP packets output

0 Too big errors (Maximum packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors

24 Get-response PDUs PDUs

13 SNMP trap PDUs

SNMP Agent Y&k LG THE B & 808 R R PR

ExER BX
Unknown community name ANEEH R Ak 44
lllegal operation for community name | JEyE#E:A(E
supplied
Encoding errors Yl iR
Get-request PDUs Get-request L
Get-next PDUs Get-nextfi 3¢
Set-request PDUs Set-requestfit 3¢
Too big errors Wi SR SCR K, o2 AR i AR SC
No such name errors AAFTEF 72 52
Bad values errors g [H R R
General errors — MR
Get-response PDUs Get-responseik
Trap PDUs SNMP trap#i 3¢

T REER SNMP (@Bt E R,

#show snmp host
Notification host: 192.2.2.1 udp-port: 162  type: trap
user: public security model: v1
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TR R SNMP A EIE B

#show snmp view
mib2 mib-2 - included permanent active

GBS Ay

snmp-server host

snmp-server view

3.1.11 debug snmp

P78 SNMP F4E foCkIE . BBOE A A S B .
debug snmp [ error | event | packet ]
no debug snmp @45 1EERE S,

¥

B SHHAA

error FTIHF SNMP (5 BRI ¢
event FTIF SNMP A AR IT K
packet FTIH SNMPHi N\ i H H SC I %

RN
B

£ AR
FT7F SNMP {5 B FF )5, firth SNMP F4E, ok, HBod MM ES,
F 347 SNMP iz i .

1l

TG T L SNMP W RSB T :

Router#debug snmp packet

Received 49 bytes from 192.168.0.29:1433

0000:3082002D 02010004 06707562 6C6963A0 O..-.....public.
0016: 82001E02 027D0102 01000201 00308200 ..... S 0..
0032:10308200 0C06082B 06010201 01030005 .0....+.......
0048: 00

Sending 52 bytes to 192.168.0.29:1433
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0000: 30820030 02010004 06707562 6C6963A2 0..0.....public.
0016:82002102 027D0102 01000201 00308200 .L.}.... 0..
0032: 13308200 OF06082B 06010201 01030043 .0.....+....... C
0048: 03 00 F4 36 .6
Received 51 bytes from 1192.168.0.29:1434
0000: 308200 2F 02010004 06707562 6C6963A0 O../...public
0016: 82002002 026B8402 01000201 00308200 ...Kk..... 0..
0032: 12308200 OE06 0A2B 06010201 02020102 .0...*.......
0048: 01 05 00
Sending 62 bytes to 192.168.0.29:1434
0000: 30 8200 3A 02010004 06707562 6C6963A2 O0...... public
0016:82002B 02 026B8402 01000201 00308200 ..+.K...... 0..
0032: 1D 308200 1906 0A2B 06010201 02020102 .0....+.......
0048:01040B 45 74686572 6E 657430 2F 31 ...Ethernet0/1

2] iR
Received SNMPHHE 3L
192.168.0.29 VR IP il
1433 Jg bk v 1
51 bytes FMER K

3082002D 02010004 06707562 6C6963A0 | SNMP ASNZ LS 3R 5

82001E02 027D 0102 01000201 00308200
10308200 0C06082B 06010201 01030005
00

0..-.....public. PR SCIIASCITS % 75 . REASCINTL
..... }orrnn . TR 2 R

Ot

sending SNMP & 45

192.168.0.29 H 1P Hi b

1433 H fo k3 11

52 bytes IR SO K

30820030 02010004 06707562 6C6963A2 | SNMP ASNZ LS 3R 5

82002102 027D 0102 01000201 00308200
13308200 OF06082B 06010201 01030043

03 00 F4 36

0.0.....public. RIEHCNASCITGR 7 . A EEASCIIEF
L doen D AR P B

0....+....... C

.6

N R T R SNMP SHAE RS TE
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Router#debug snmp event
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipReasmFails.0
SNMP: Response
>> ip.ipFragOKs.0 = 1
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipFragOKs.0
SNMP: Response
>> ip.ipFragFails.0 = 0
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipFragFails.0
SNMP: Response
>> ip.ipFragCreates.O0 = 2

18 R
SNMP AT R Z SNMP R
GETNEXT request SNMP getnext %3k
RESPONSE SNMPU 3
- FllR 3L
>> RIEIRL
ip.ipReasmFails.0 R V7 1A FIMIB OID
ip.ipFragOKs.0 = 1 i AIMIB OID J iR [Fl{H

3.2 RMONEEHS

RMON P¢ & iy 2 0.4 :

) rmon alarm

° rmon event

) rmon collection stat

) rmon collection history

) show rmon
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3.2.1 rmon alarm

rmon alarm index variable interval {absolute | delta} rising-threshold value
[eventnumber] falling-threshold value [eventnumber] [owner string]

Bio B —A> rmon 5 R,

2Y
S SRR ghiESEE
variable X R RSN X 4 oid
interval HURF: 1) o B[] 1~ 4294967295F)
value 214 ] 2 -2147483648~ 2147483647
eventnumber | iAF|EIIE 31 R 10 FLEET) 1~65535
string R H AL B FR K 1~127
[75=)
eventnumber & A% E
WiRA
A REC B TR E Zar S, TR EX RAME, 1% M8 B N ok 48 € 1)
HF
5
BCE—MEERI , WIS ifinOctets.2 , ENFFEIMRATIEIA 10 , EFHEE 15 BI5IREH 1, T
B 25 if5 RS54 2
rmon alarm 1 1.3.6.1.2.1.2.2.1.10.2 10 absolute rising-threshold 15 1 falling-threshold 25 2
owner aaa

3.2.2 rmon event

rmon event index [description des-string] [log] [owner owner-string] [trap community]

BioE —A> rmon FHAFR I,
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FAhiL E 4
S
B SRR HUEEE
index PE I ST 1-65535
des-string AT IR AT R KE1~127
owner-string e KpE1~127
community A plitrap e 1 144 44 Bk KE1~127
73]
o
AR

Fo & — rmon SRR, B
5

Bie E —A> rmon FFR I, 51N 6, HRFAFH N example, filt i SF{FH7E log KL
winZH, LA public M4 4K trap.

rmon event 6 log trap public description example owner aaa
3.2.3  rmon collection stat
LIRS
rmon collection stat index [owner string]
Bt & rmon 4iitThfe
BH
B S ¥R BESEE
index BETRIZ S 1~65535
string WHHEFRH TR ERKEL~127
RE
o
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PR

w5

AL B FRCEL, T (e 2 gt

TEPGE LUK M1 8 FAERESL T DIRe .

intf 0/8
rmon collection stats 2 owner aaa

3.2.4  rmon collection history
&k
rmon collection history index [buckets bucket-number] [interval second] [owner
owner-name]
Tie B — AN P s 4% 2R I
S
B S ¥R BESEE
index =l 1-65535
bucket-number | 75 74 1% [ 5 10 345 ] R S (M £ | 1~65535
1, fiTbucket-numbersk % I 75 L 57
second RNENEE 1~3600
owner-name WHHEFRH FREBRKEL~127
RE
bucket-number $t44 >4 50, second #i4 Jy 1800.
iR
i AR R TG E, T 1 i se 2 i) 3 v g o — 2% 3R Wil
1l

FEPRIELUKRIEEC 8 HIEINFSEEHIERIN , (RIFERIE 20 METREFRRIZTHEUE | S0 EEER
207

intf0/8

rmon collection history 2 buckets 20 interval 10 owner aaa
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3.2.5 show rmon

show rmon [alarm] [event] [statistics] [history]

o~ rmon AL E

RE

Si=1:]z]
B8 rmon Bt &

3.3 PDPEE®HS

) pdp enable

o pdp holdtime

) pdp timer

L] pdp run

® show pdp traffic

L] Show pdp neighbor

3.3.1 pdp enable

pdp enable
no pdp enable

£ a5 PDP,
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73
# 0 ERE3h PDP

i FA
E}zDP fEARREESTIRORESHARZ, RAESREESHSI T PDP, KardAH
KMo

P

fEB: O F 55 PDP,

intel/l
pdp enable

3.3.2 pdp holdtime

pdp holdtime second

no pdp holdtimes

Hi & PDP {r B 48 {5 B [A] .

S
2 SHRER HESERE
seconds {5 B4 1) 10-255
75=]
180
WiRA
P
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P
i & holdtime Jy 90s.
pdp holdtime 90

3.3.3 pdprun

LR
JE i A% L PDP Tfg.
pdp run
no pdp run

g
x

BRE
7

P

Ja B ALY PDP Thig.

pdp run
no pdp run

3.3.4  pdp timer

fic & PDP % i% PDP L% .
pdp timer seconds

no pdp timer

SH SHR A

BESEE

seconds JRIE B VBT [ (6] B

5-254

>

e
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RE

60
L

I TADRAAE 0o {5 S S A
=~

fic B & A HE i B TR] [A)BE 30 D .
pdp 30

3.3.5 show pdp traffic

‘R PDP i, AsgiitE .

show pdp traffic

i FA

P

router#sho pdp traffic
Packets output: 0, Input: 0
Hdr syntax: 0, Chksum error: 0
No memory: 0, Invalid packet: O
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3.3.6

RE

1 AR

P

show pdp neighbor

B E IR R .

show pdp neighbor [detail]

show pdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater

Device-ID  Local-Intf Hldtme Port-ID Platform Capability
2610 Fas0/0 154 Eth0/0 cisco 2610 RT
c25 Fas0/0 149 EthO cisco 2509 R
GK-C36 Fas0/0 123 Fas1/0 cisco 3640 RT
cMR Fas0/0 167 Fas0/0 cisco 2621 RT

show pdp neighbor detail

Device ID: 2610

Entry address(es): IP address: 192.168.20.204

Platform: cisco 2610, Capabilities: Router Trans-Bridge
Interface: FastEthernet0/0, Port ID(outgoing port): Ethernet0/0
Holdtime : 123 sec

Version :

Cisco Internetwork Operating System Software

I0S (tm) C2600 Software (C2600-1S-M), Version 12.2(7), RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2002 by cisco Systems, Inc.

Compiled Tue 15-Jan-02 23:58 by pwade
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advertisement version:2
Duplex: half(00)

Device ID: c25

Entry address(es): IP address: 192.168.20.115

Platform: cisco 2509, Capabilities: Router

Interface: FastEthernet0/0, Port ID(outgoing port): EthernetO
Holdtime : 178 sec

Version :

Cisco Internetwork Operating System Software

10S (tm) 2500 Software (C2500-I-L), Version 11.2(4), RELEASE SOFTWARE (fcl)
Copyright (¢) 1986-1997 by cisco Systems, Inc.

Compiled Mon 10-Feb-97 12:28 by ajchopra

Device ID: GK-C36

Entry address(es): IP address: 192.168.20.156

Platform: cisco 3640, Capabilities: Router Trans-Bridge

Interface: FastEthernet0/0, Port ID(outgoing port): FastEthernet1/0
Holdtime : 152 sec

Version :
Cisco Internetwork Operating System Software

IOS (tm) 3600 Software (C3640-A3JS56I-M), Version 12.1(3a)T1, RELEASE SOFTWARE
(fcl)

Copyright (¢) 1986-2000 by cisco Systems, Inc.
Compiled Sat 29-Jul-00 03:21 by ccai

advertisement version:2
Duplex: half(00)

Device ID: cMR

Entry address(es): IP address: 192.168.20.22

Platform: cisco 2621, Capabilities: Router Trans-Bridge

Interface: FastEthernet0/0, Port ID(outgoing port): FastEthernet0/0
Holdtime : 136 sec

Version :

Cisco Internetwork Operating System Software

I0S (tm) C2600 Software (C2600-A3JK9S-M), Version 12.2(10a), RELEASE SOFTWARE (fc1)
Copyright (c) 1986-2002 by cisco Systems, Inc.

Compiled Tue 21-May-02 12:50 by pwade

advertisement version:2
Duplex: half(00)
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FAE fPHRATE@S

41 MEMATR&HGS
SR N R SR
) ping

4.1.1 ping

WP RS A AR A 2 DK AL AT BRI 2% (@ . I k0% ICMP [ R K
WAL XETT, IRJE SRR T [ ICMP (3] SR R S

ping ip-address

el
B SR

ip-address BrP k.
BRE

%
WERRA

W
{55 PR 1588

A4 H I EHLRIE 4 48 FIEURIRGC, 565 2 B, AR R ORI
=~

monitor#ping 192.168.0.100

Reply from 192.168.0.100 : data=48, time=10ms, ttI=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttI=128
4 packets sent, 4 packets received

round-trip min/avg/max = 0/2/10 ms
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ip address

4.2 WREZHHS

4.2.1

RS W A 2 L3
) logging

) logging buffered
) logging console
L] logging facility
° logging monitor
) logging on

L] logging trap

L] service timestamps
) clear logging

° show break

° show controller
) show debug

) show logging

logging

14 /il logging #ir 4K H &45 it 3¢ 3 syslog k%2 L.

logging A.B.C.D [ vrf vrfname]

no logging A.B.C.D [ vrf vrfname]

o SR
AB.CD syslog/lk 5545 ¥ IPHEL o
Vrfname V& ik
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73]
AR R %A% L.
RN
R ES
£ AR
logging 74K H &5 Bl %k 248 € [ syslog k5548 b LM A ML 2K, fiE 24
syslog JIg 55 % .
i
logging 192.168.1.1
logging 192.168.1.1 vrf aaa
EPSEY

logging trap

4.2.2  logging buffered

¥/ logging buffered @4, 7 LUK HEAE BICRAERSHES KA.

logging buffered [size | level | dump ]

no logging buffered

¥
SH SRR
size WAREAE R/, 3t 40965 21474836474 .
level e B A7 A7 H &5 B9
dump HARGRAEREN, BUATAETHEREFERINET, REEHEINEMN
RS
7]
A BN A AT
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f£ F 15 RA

Adr 4 HEME RICRAEH A KN AF G b . AP SR

M, HE RS EEENEE.

BN IC AL B & 0 A G P i H S

AR NAE, BONARE 2GR A A KK

* 4-1 HEFERRHES!

5K, {#ifH show logging #i14

TG, Prelfr s

255 b Syslog & X

emergencies 0 System LOG_EMERG
unusable

alerts 1 Immediate LOG_ALERT
action needed

critical 2 Critical LOG_CRIT
conditions

errors 3 Error conditions | LOG_ERR

warnings 4 Warning LOG_WARNING
conditions

notifications 5 Normal but | LOG_NOTICE
significant
condition

informational 6 Informational LOG_INFO
messages only

debugging 7 Debugging LOG_DEBUG
messages

PSR

clear logging

show loggin

4.2.3 logging console

ffH logging console @14, w] LAl o~ s D HE B &
ffH no logging console @4, 25104 HERE BERERED .

logging console level
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no logging console

g
2 SR
level A5 F B (5 8 R TE i O B R4,
73
5
iy SR
2R ES
155 FH 5t RA
REFN G, FERXFN B LN Zon 15 B B Bl e 1 b
i show logging 714, AJ LA/~ H &L 3K 24 a0 i & 200 B Mg -5 2.
* 4-2 BFRIEENEH
] ik Syslog EX
emergencies 0 System LOG_EMERG
unusable
alerts 1 Immediate LOG_ALERT
action needed
critical 2 Critical LOG_CRIT
conditions
errors 3 Error conditions | LOG_ERR
warnings 4 Warning LOG_WARNING
conditions
notifications 5 Normal but | LOG_NOTICE
significant
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging LOG_DEBUG
messages
1l

logging console alerts
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logging facility

show logging

4.2.4  logging facility
81 logging facility 4 kEC &M —FERE B atiidsk. S local7, fH no
logging facility #y4 .
logging facility facility-type
no logging facility
¥
B SRR
facility-type facilityz 7,
RE
local7
RN
SRR E A
155 A5t RA
K 4-3 facility $8!
i) i::pu
auth Authorization system
cron Cron facility
daemon System daemon
kern Kernel
local0-7 Reserved for locally defined messages
Ipr Line printer system
mail Mail system
news USENET news
sys9 System use
sys10 System use
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sysll System use

sysl2 System use

sysl3 System use

sysl4 System use

syslog System log

user User process

uucp UNIX-to-UNIX copy system
15l

logging facility kern

e

logging console
4.2.5 logging monitor

f# /1 logging monitor 4, A LS| BoRE &Lk FRIE R =

{#/H no logging monitor fy4,

logging monitor level

no logging monitor

2B H S R BREA IR .

S ¥

S5 SR e A 2k A5 B

¥
51
level
73
debugging

EJRRCES

f£ 15 FA

* 4-4 BF

MESRAVR 5

il

ik

Syslog & X
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emergencies 0 System LOG_EMERG
unusable

alerts 1 Immediate LOG_ALERT
action needed

critical 2 Critical LOG_CRIT
conditions

errors 3 Error conditions | LOG_ERR

warnings 4 Warning LOG_WARNING
conditions

notifications 5 Normal but | LOG_NOTICE
significant
condition

informational 6 Informational LOG_INFO
messages only

debugging 7 Debugging LOG_DEBUG
messages

5
logging monitor errors

Hxes

terminal monitor

4.2.6 logging on

{fH logging on s & k= HlE R (G L%
{iH no logging on k&5 1EAT A Tid % .
logging on

no logging on

logging on

EREES
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Router_config# logging on

Router_config# "Z

Router#

Configured from console 0 by DEFAULT

Router# ping 192.167.1.1

Router#ping 192.167.1.1

PING 192.167.1.1 (192.167.1.1): 56 data bytes

--- 192.167.1.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/4/10 ms

Router#IP: s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84,
sending

IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: $=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: $=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: $=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: $=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: $=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

Router_config# no logging on

Router_config# "Z

Router#

Router# ping 192.167.1.1

PING 192.167.1.1 (192.167.1.1): 56 data bytes

---192.167.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/4/10 ms

BXaL

logging
logging buffered
logging monitor

logging console
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4.2.7 logging trap

{#F logging trap 74, A PA¥EHIIE* 2] syslog IR% %% LHIE =,

{fiF] no logging trap k2 IE4E45 Bid % 2 syslog k45 %% L.

logging trap level

no logging trap

¥
¥ SHEA
level ¥ BB BRI Lk B A5 BH .
Informational
RN
S RIEAS
£ AR
% 4-5 BFRIEEMEH
&5l R Syslog EX
emergencies 0 System LOG_EMERG
unusable
alerts 1 Immediate LOG_ALERT
action needed
critical 2 Critical LOG_CRIT
conditions
errors 3 Error conditions | LOG_ERR
warnings 4 Warning LOG_WARNING
conditions
notifications 5 Normal but | LOG_NOTICE
significant
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging LOG_DEBUG
messages

-97-



SRl B a4
5
logging 192.168.1.1
logging trap notifications
Hxae

logging

4.2.8 service timestamps
1§ /il service timestamps 14, FCE RSifE debug Bt % H LA B BRI k.
{#F no service timestamps 74, BN &% debug 10 5% H EAS BN Ik a2 .

service timestamps [log|debug] [uptime| datetime]

no service timestamps [log|debug]

S
B SRR
log fElog = S AT B e [A)EX .
debug TEdebug E B /T B Al .
uptime I 1) 38 A 2 A 85 20 B I AE 9 I ]
datetime P ] A X, ST s 4o 1]
73]
service timestamps log date
service timestamps debug date
wSIRRN
R ES
£ RTEER

uptime % 20 (B EE /R 8 HHHHIMM:SS, 26 B %t 2% /5 50 2 BLCE O 1] o

date % =it E] Bk 5~ N YEAR-MON-DAY HH:MM:SS, 3% B SIZi 4]

-08 -



FeAtic B

3]

EN
e

A

il
service timestamps debug uptime

4.2.9 clear logging

P BRI AE P 72 H 64

clear logging

logging buffered

show logging

4210 show break

i/ show break 54, oA HWiER .

show break [map-filename]

e
BH LY
map-filename 145E B O A 4
B®RE
x
RN
EHA
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show break iy & i FR K i &5 5 5 F 45 02 o P DARIE P o A 1) S AT

Router#sh break
Exception Type:1400-Data TLB error
BreakNum: 1 s date: 2000-1-1 time: 0:34:6
r0 rl r2 r3 r4 r5 r6
00008538-01dbc970-0054ca18-00000003-80808080-fefefeff-01dbccal-
r7 r8 r9 r10 ril riz r13
00000000-00009032-00000000- 7ffffff0-00008588-44444444-0054¢190-
ri4 rls rl6 r17 rl8 r19 r20
000083f4-000083f4-00000000-00000000-00000000-00000000-00000000-
r21 r22 r23 r24 r25 r26 r27
00000000-0000000a-00000001-00000000-00000000-004d6ce8-01dbd15c-
r28 r29 r30 r31 spr8 spr9 ip
00000002-00467078-00010300-00000300-00000310-00008588-00000370-
Variables :
00008538-44444444-01dbd15c-01dbcaac-00000002-00000000-004d6ce8-
0ldbcal8-

00008538 --- do_chram_mem_sys_addr---bspcfg.o

0001060c --- subcmd---cmdparse.o---libcmd.a

000083e4 --- do_chram_mem_sys---bspcfg.o

0000fb24 ---  lookupcmd---cmdparse.o---libcmd.a

0000f05¢c --- cmdparse---cmdparse.o---libcmd.a

003e220c --- vty---vty.o---libvty.a

00499820 --- pSOS_qcv_broadcast---ksppc.o---os\libsys.a

A BRI ] Ly N AN 7
(1) ERROR:file function.map not found

ARG BRR RAAR L function.map, B RS HIHAT .
2R function.map AIRRA S 5 # 8 IZAT AR S5 AFF,  SRIRRRCAATT .

(2)  Exception Type— 35t [K1+7N 2k il g i+ 57 H 1 44 F
(3) BreakNum

ERRAMAENR T ERRNEIE— N5, HTRGAER A
S KL ]

(4)  FATAINE

FIH TR WA AR A
(6) ZEK

B AR T A

o JaTH
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(6) HHIFHMR R

IR R GEARSE map S, R BoRedott . WR3RE T map SCfF, MG E
AR R R4 .0 SUIF A RLa SCE4 .

EMRIRARRE NN T2 E.

4.2.11 show controller

i/ show controller #74, S L EH BRER.

show controller [interface]

S8 SRR
interface feERE LR,

f£ 15 FA

show controller iy 4 & il & L3 HI AR SR ERF B . SR E MR %, WL
JE A o B HL R B e A R A SR AL

=~

Router#show controller s1/0
Interface Seriall/0
Hardware is PowerQUICC MPC860T
SCC Registers:
General [GSMR]=0x68034:0x22, Protocol-specific [PSMR]=0x3000
Events [SCCE]=0, Mask [SCCM]=0xcf, Status [SCCS]=0x3
Transmit on Demand [TODR]=0, Data Async [DSR]=0x7e7e
Interrupt Registers:
[CICR]=00e49f80 [CIPR]=4000c006 [CIMR]=48000000, [CISR]=00000000
Command register [CR]=0x6c0
SICR=0900002c, BRG=00000000:00010288:00000000:00000000 (aux=0)
Statistics: scc4, port3
int 751229 bad_first 0 too_long 0 drop O
tx_count 1 bk_countOh_Q81s QO
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Port A [PADIR]=0000 [PAPAR]=53c3 [PAODR]=0000 [PADAT]=fefe
Port B [PBDIR]=00021001 [PBPAR]=00001020 [PBODR]=0000 [PBDAT]=0001e3be
Port C [PCDIR]=0000 [PCPAR]=0008 [PCSO]=0438 [PCDAT]=0fe7 [PCINT]=0008
Receive Ring
rmd(fff02320): status=9000 length=0000 address=01155f58
rmd(fff02328): status=9000 length=0000 address=01156¢c90
rmd(fff02330): status=9000 length=0000 address=01156b18
rmd(fff02338): status=9000 length=0000 address=011569a0
rmd(fff02340): status=9000 length=0000 address=01156828
rmd(fff02348): status=9000 length=0000 address=011566b0
rmd(fff02350): status=9000 length=0000 address=01156538
rmd(fff02358): status=b000 length=0000 address=01156f80
Transmit Ring
tmd(fff02360): status=0000 length=0000 address=00000000
tmd(fff02368): status=0000 length=0000 address=00000000
tmd(fff02370): status=0000 length=0000 address=00000000
tmd(fff02378): status=0000 length=0000 address=00000000
tmd(fff02380): status=0000 length=0000 address=00000000
tmd(fff02388): status=9000 length=0051 address=01156df4
tmd(fff02390): status=0000 length=0000 address=00000000
tmd(fff02398): status=2000 length=0000 address=00000000
SCC GENERAL PARAMETER RAM (at Ox{ff03f00)
Rx BD Base [RBASE]=0x2320, Fn Code [RFCR]=0x15
Tx BD Base [TBASE]=0x2360, Fn Code [TFCR]=0x15
Max Rx Buff Len [MRBLR]=252
Current Rx(2) State [RSTATE]=0x9000, BD Ptr [RBPTR]=0x1156b18
Current Tx(5) State [TSTATE]=0x9000, BD Ptr [TBPTR]=0x1156df4
SCC UART PARAMETER RAM (at 0xfff03f30)
Maximum idle characters 1
Break Character 1
Received Parity Error 58445
Received Frame Error 65261
Received Noise Error 39256
Number of break conditions 22595
Last Received Break length 1524
uartl 63220 uart2 1
Transmit Out of sequence 0
cc[0] = 4011 cc[1] = 4013 cc[2] = 8000 cc[3] = 4011
cc[4] = 4013 cc[5] = 8000 cc[6] = 9¢80 cc[7] = 7051
rccm = cOff rcer = bf28 rlbc = a6fe
RxBufSiz 254 flow 1
flag=00000120, size=00000008, X=11, Xoff=13

DCR_B3#
AR AT LS L LA 4
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(1) HEemdlac, 8,
iX B /& MPC860, SCC
(2) FHEHISBITRES.

i . RS S

RIS A
(3)  ERBRESK
BHHBNE
FEHI B RS
WEHUSHL.
(4)  Bolg. K% BD MRS

FIH T BD MIKEZ, RE. 485
AT, Ki% BD MA B ALIRES

4.2.12 show debug

fiiH] show debug 4 o it B &8 A 1T A I 00 .

show debug

P

Router# show debug

Crypto Subsystem:
Crypto Ipsec debugging is on
Crypto Isakmp debugging is on
Crypto Packet debugging is on

GBSy

debug
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4.2.13 show logging

i} show logging T4 &7 logging (syslog)ikzs.

show logging

£ 15 RA

show logging 4 &7~ logging (syslog)iR#s, 3% console 1] logging, monitor ]
logging #1 syslog K7 logging & ..

P

Router# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 12 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 4 messages logged
Trap logging: level informations, 0 message lines logged

Log Buffer (4096 bytes):

2000-1-4 00:30:11 Configured from console 0 by DEFAULT
2000-1-4 00:30:28 User DEFAULT enter privilege mode from console 0, level = 15

XL

clear logging
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