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1.1.2 show clock
IR
EE LR ARLRE
SH
o
RE
p
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1.2 R&HZE

1.2.1 show logging
i L ik
EEXBRNERBAERER
S
p
RE
o
LN
FRAE T
Rt

Switch#show logging

1.3 #mA%it

1.3.1 show interface
iy S ik
EBEFIHARXFIHER
S

show interface [im 0 type PORT_LIST] statistics
i [ type: GigabitEthernet H+JkA
XGigabitEthernet  //AJkO

PORT_LIST: imMA%I3R, ¥ 1/1-48. 1/1. 1/1-2,3,5-8 ZHR;

BRE
e
RN
FHURR
A5
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Switch#show interface GigabitEthernet 1/1 statistics

Switch#show interface GigabitEthernet 1/1-3,28-32statistics

NEE 1. 28 SimORXFEITHER

1.4 BFF LACP k&

14.1 show lacp neighbor
in Sk
E lacp RHMRES
SH
T
RE
T
RN
AR
il

Switch#show lacp neighbor

1.5 BF STP K&

15.1 show spanning-tree

GRS T
&

BHEARFIRTS

o

FHURR
EAHSERN

Http://www.tg-net.cn Page 10 of 101

WESEFMH_VA. 2.1

400-088-7500



TG-NET

7
Rt
Switch#show spanning-tree active
15.2 show spanning-tree interface
i SR
BE S B RIHODRES
2%
7
BRE
x
RN
AR
=l

Switch#show spanning-tree interface GigabitEthernet 1/45

1.6 BEHLLDP 4B

1.6.1 show lldp neighbors
i Sk
EHE Idp SPEER
S8
o
RE
o
SN
U
5l

Switch#show lldp neighbors
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1.7 EE_BHEAESE

1.7.1

show mac address-table

EERERR
2%
p
BRE
It
RN
R
Gt

Switch#show mac address-table
Switch#show mac address-table static
Switch#show mac address-table count

Switch#show mac address-table learning

WESEFMH_VA. 2.1

Switch#show mac address-table interface GigabitEthernet 1/45

Switch#show mac address-table vlan 1

1.8 ERIFBEFIPRS

18.1

Http://www.tg-net.cn

show loop-protect

i S ik

ERRBFRIPRTE
BRE

e
wEA

R
Gt

Switch#show loop-protect status
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F2E RHEWEMS
21 IPECE
IPEREEMSH:
ip address

ip address dhcp

show ip interface brief

2.1.1 Ip address

Sk
Ip address, ELERX#HZFEOEE ip

no ip address A.B.C.D, & rflf&#Z0 ip A.B.C.D

2%
I
BRE
BRimO
weER
vian #OE SRR
et
Switch(config)# interface vlan 1
Switch(config-if-vlan)# ip address 192.168.255.200 255.255.255.0
2.1.2 ip address dhcp
i S ik

ip address dhcp, EEERMRHEIE ip (vianl) A EFFKEAR ( WML dhep
server T A XM vian 1 #EO S E—1 175 ip)

no ip address dhcp, RTFZEHER ip dhep 2, BIFHBRSESEAR
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£ vian #EOREER
=l
Switch(config) interface vian 1
Switch(config-if-vlan)#ip address dhcp
S5300(config-if-vlan)#no ip address dhcp
2.1.3 show ip interface
i L ik
EFEZEOMiIpRE
S
7
RE
BREwO
SN
FRAE
Rt

Switch#show interface brief

Switch#show interface vlanifl

22 HEESE
HEEREMS
logging on
logging host 2.2.2.2

logging level warning

2.2.1 logging on

i
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2.2.2

2.2.3

logging on, FF/E2 HERREHB[IER
No logging on, ZH logging AR % 2F1E

2%
p
RE
p
LN
EJDLEM
=l
Switch(config)#logging on
Switch(config)#no logging on
logging host
LS
B E HEBRSS =% ip Hedlk:
2%
Hostname  //73 HEBRSS 281825k ip ik
BRE
7
RN
EJSLEFN
Gt
Switch(config)#logging host 192.168.0.1
logging level
B R
B E E 1% HERR S5 85 HAE R A
2%

Error | warning | info  $8iR/ZEHMEE
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BRE
7
weER
EJSLEFN
A5l
Switch(config)#logging level error
23 APkE
RAREE®SH:

username name
show user

FE: name, RTRAPA, mAXE 18 NFHF; password RNERS, mAZE 184

FH
2.3.1 username name
CLECE T PUN
username name privilege level password none|encrypted|unencrypted
password

HE—TRAPSER— 1 EARPHEBRSRIEL—IEBRFHERIIR. i
B— 1N EFAPHERBINEENR;

level RIFAPRAI, &FEA 1-15 (1 RTIFRREENR, 15 RTESEEN

PR
no username name, FRMBE—NEHF;
SH
x
B®E
x
R
EJSLEEN
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Switch(config)# username test privilege 15 password encrypted test

Switch#show running-config  /iZ &S AIEEZIFFERRKS

=l
IFTER P test, HEHEA: test, MRA:
Switch(config)#no username test
2.3.2 show users
i L ik
EERBRINSERMEAREERSR:
S
7
RE
p
LN
FRAE T
Rt
Switch#show users
2.4 NTP ECE
ntp Ft & 21
ntp
ntp server

show ntp status
24.1 ntp
i S ik
ntp , /B ntp ThEE;

No ntp, ZH ntp Ih&E;

BRE
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p
wTER
EJOLEFN
il
Switch(config)# ntp
Switch(config)# no ntp
2.4.2 ntp server
i Lk
ntp server <index_var> ip-address { <ipv4_var> | <ipv6_var> | <name_var>}
BLE ntp AR5 25t oy g &
index_var 4 1-5, X#F 5™ ntp BREE
no ntp server index_var , fIER— ntp AR 525tk
S
p
RE
p
wER
EJOLEFN
i
Switch(config)# ntp server 1 ip-address 200.194.203.55
Switch(config)# no ntp server 1 ip-address
2.4.3 show ntp status
i S ik
TE ntp server EBEE
2%
7
BRE
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p
RN
PR

TP

Switch(config)#show ntp status
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$IE wmARE®S
31 ImAOEE
imOREWSH:
duplex
speed
flowcontrol

shutdown

3.1.1 duplex
i
duplex {auto | full | half }
no duplex
WEImAMNITER. T8 MXHREX, FIBEEUHOERERN, HE

B A LB = S0 O IEFRE.

SH
S8 SR A
auto EFNIYE
full LT
half 2T
73—}
FrEiHOZA auto, XOMNITERZEENEWNI (ful) K.
wEER
EORSER
NG

Switch(config)# interface GigabitEthernet 1/1
Switch(config-if)# duplex full

Switch(config-if)# no duplex full
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3.1.2 speed

SR

speed {10 | 100 | 1000 | 10000 | auto }, & Eif [ HYEE

no speed
¥
ZH SR B
10100 | 1000 | 10000 BEE Vi 13035 24 10M. 100M. 1000M. 10000Mbps
Auto T G I H B
RE
BOZKIAEmE (auto) , XOFIKBER, FHIEOZ5EH 10000M;
SEN

EOREER
7E: 1EORY speed E38%] 1000M FA5EH] 10000M.

B OAZE auto, 10M, 100M, 1000M

i
Switch(config)# interface GigabitEthernet 1/1
Switch(config-if)# speed 1000
3.13 flowcontrol
i Lk
flowcontrol on/off, F/ig. XMlimARIEINEE
B
p
RE
RIEREENART B, FRAORIFRIZEE
SN
BEORERR
i

Switch(config-if)# flowcontrol on
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Switch(config-if)# flowcontrol off

3.14 shutdown
f itk
shutdown, Xm0
no shutdown, F/EimH
S
p
RE
im A BA TR
LN
EOREER
i
Switch(config-if}# no shutdown
3.2 imAMRE
3.2.1 pvlan isolation
i LA
BLEim O, KBRE— vian Hin Q2 &S
2%
pi
RE
7
g
BEOREERR
A5l

Switch(config)# interface GigabitEthernet 1/1-5
Switch(config-ify# pvlan isolation IIERE 1-5 OAABERS

Switch(config-if)# no pvlan isolation /BGE 1-5 O ABERS
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3.3 imOHEE

3.3.1

3.3.2

Monitor destination

monitor destination, & 5515 B aYiH O

no monitor destination, &% B #ixm O

S
/"
RE
T
weER
EENX
BNl
Switch(config)# monitor destination interface GigabitEthernet 1/1
Switch(config)# no monitor destination
Monitor source
i LA
monitor source, BLEHE &R
no monitor source interface GigabitEthernet 1/2, BUE$R&Rin D& &
B
monitor source { { interface ( <port_type> [ <v_port_type_list>])}|{{both|rx]|
tx }
port_type: 4 GigabitEthernet 2 XGigabitEthernet;
Both/rx/tx: ARG A, FRRESKIRSGORSEFNT B/ R/ E 8 ETE
RE
7
N
EFEEN
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=l
Switch(config)# monitor source interface GigabitEthernet 1/2 both
Switch(config)# no monitor source interface GigabitEthernet 1/2
3.4 ImARE
34.1 access-list ace
SR
access-listace, BLEiHAREREEHE
2%
T
RE
T
RN
EJDLEM
et

Switch(config)# access-list ace 2 action deny frame-type ipv4 ip-protocol any

logging shutdown

3.5 ImAKEE
351 access-list rate-limiter
A

access-list rate-limiter, EE acl 5 5= bR &l 5 B

<RateLimiterList : 1~16> pps <PpsRate : 0-131071>
RE

7
weER

EREN
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A5l
Switch(config)# access-list rate-limiter 4 pps 100000

IIBEE ACL %R ID 4 HIPR#I{E 7 1000000 pps

Http://www.tg-net.cn Page 25 of 101 400-088-7500



TG-NET

F4E SLEESS

4.1 BREE

41.1

BEREREGSH:
aggregation mode

aggregation group

NEREEENSH:
lacp
lacp key

lacp port-priority
lacp role

lacp timeout

WESEFMH_VA. 2.1

aggregation mode
RS RN
aggregation mode {ip | smac | dmac | smac dmac | port }, BLEILR & EEE
no aggregation mode, ELEICEHAHEE X REEHKIANE
SH
24 SR B
ip IR LT ip address
smac B8 A 24T source mac address
dmac Bk AR 3 T destination mac address
smac dmac i s 3T source & destination mac address
port G TR 8 FE T tep / udp port number
RE
B EAET ip address
L ER
£ EERX
aN L]l

Switch(config)# aggregation mode smac dmac
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4.1.2

4.1.3

aggregation group
SR
aggregation group group-id, Bt&imOAMNCERE
no aggregation group, MIPRIEEHESICERE
S
group-id, AiCE4H id
RE
T
RN
EOREER
BNl
Switch(config)# interface GigabitEthernet 1/1-8
Switch(config-if)# aggregation group 2
Switch(config-if)# no aggregation group
lacp
A

lacp, ECEimONZSCEFERE

no lacp, &L AENZICE

2%
p
BRE
p
RN
EOERERR
Gt

Switch(config)# interface GigabitEthernet 1/1-4

Switch(config)# lacp
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4.1.4

4.1.5

4.1.6

Switch(config)# no lacp

lacp key

S
<1-65535> key 1B, FIEELE 1-65535;
auto key 1B B shih;
RE
auto
LN
EORERRN
i
Switch(config-if)}# lacp key 100
lacp port-priority
i LA
lacp port-priority <1-65535> , BLE lacp ik O 5ER
2%
<1-65535> , RAMERE, HEHNAERES
RE
7
SN
BEORERR
A5l
Switch(config-if)# lacp port-priority 100
lacp role
SR
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lacp role active | passive, BEEHFICEimOAE

S
active | passive, alFRrimOABAENER. HINER
RE
active
N
EORERER
i
Switch(config-if}#lacp role active
Switch(config-if)#lacp role passive
4.1.7 lacp timeout
i Lk
Lacp timeout fast | slow, & zh7S;C BE#BAHEIR
S8
fast | slow, 230/91REBR. 12EBE
RE
fast
SN
EORERRN
i
Switch(config-if)}# lacp timeout fast
Switch(config-if)# lacp timeout slow
4.2 VLAN &1

vian Bt B %
vlan

name
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switchport mode

switchport access vian

switchport forbidden vian

Switchport hybrid acceptable-frame-type
Switchport hybrid ingress-filtering
Switchport hybrid native

Switchport hybrid egress-tag

show vlan

421 Vlan

i Sk
vlan { vlan_list}, #7% vlan

no vian , f#iF& vian

BH
<vlan_list> VLAN ID, #iF3tE 1-4095,4095 4% 85, SEPRECE(EMA 1-4094 BN A[
73]
vian 1, FrBimOZIAE T vian 1
WEER
L RHEERN
=~

Switch(config)#vlan 2-3,6,9 IF71& vian 2,3,6,9 [/ vian

Switch(config)#no vian 6,9 /IMIF vian 6,9

4.2.2 Name
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default
SN
vian BEEER
il
Switch(config)# vlan 2
Switch(config-vlan)# name test123
4.2.3 switchport mode
i Lk
switchport mode {access | trunk | hybrid }
S8

ZH S P
access 5 ) 552
trunk kR
Hybrid TRA B
Tiflim OZFUTLFELR: meiEx. hgiER . BeERX: wEERART
HORMEF— VLAN, FH B REFEFMFLTIRZEHILLKMDE, FEER TR 1Zin
O5HeX#HAAE, ATUIAEFZERERERURMb; BEER T RiZE OB

EER, HALUEZBRIIEAHRE (& access &R0 trunk HERAIES)

BRE
REER
weER
ZEORERR
Gt

Switch(config)# interface GigabitEthernet 1/2-4
Switch(config-if)#switchport mode access
Switch(config)# interface GigabitEthernet 1/1

Switch(config-if)#switchport mode trunk
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4.2.4 switchport access vilan

SR

switchport access vlan { vlan-id}

SRt L

Vlan 5 BUEEF 1-4094

51
ZH
Vlan-id
RE
Vian 1
RN
BEOREERR
=l

Switch(config)#vlan 2

Switch(config)# interface GigabitEthernet 1/5-8

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vian 2

425 Switchport forbidden vian

iy SR

switchport forbidden vlan { add | remove} {vlan-id}

S
ZH SH A
add Hic & AV vian 13
Remove BB AR 1 vian F1) 3
Vlan-id Vlan 5 U F 1-4094
78
¥ Vlan 1
SRR
EOREER
w15

Switch(config)# interface GigabitEthernet 1/1
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Switch(config-if)# switchport mode hybrid
Switch(config-if)# switchport forbidden vlan add 2

Switch(config-if)# switchport forbidden vlan remove 3-4

WESEFMH_VA. 2.1

4.2.6 Switchport hybrid acceptable-frame-type
A
Switchport hybrid acceptable-frame-type <all | tagged | untagged>
SH
all | tagged | untagged 43337~ hybrid O ft 3 a9mi 2B A FRE . tag M.
untag i
RE
all
LN
EOREER
il
Switch(config)# interface GigabitEthernet 1/1
Switch(config-if)# switchport hybrid acceptable-frame-type all
4.2.7 Switchport hybrid ingress-filtering
A
Switchport hybrid ingress-filtering, & ik O 75 [0 iE
no switchport hybrid ingress-filtering , i O N5 [a105E &
SH
I
RE
R<ERA
SN
BEOREERR

TP
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Switch(config)# switchport hybrid ingress-filtering

Switch(config-if)# no switchport hybrid ingress-filtering
4.2.8 Switchport hybrid egress-tag
i L ik

Switchport hybrid egress-tag <all | none>, ##EHix0 tag BHEEE

No switchport hybrid egress-tag

SH
<all | none>, % 3lR7EHE im0 A4 tag B1%| untag BT

RE

Untag Port vlan
HLER

EORERR
BNl

Switch(config)# switchport hybrid egress-tag all

Switch(config-if)# no switchport hybrid egress-tag

4.2.9 Switchport hybrid native

i LA

Switchport hybrid native vlan <vlan-id> ,Ec & hybrid i O B9 vian
SH

| Vianid | Vian 5y 1-4094 |

RE

all
SN

EORERR
i

Switch(config)# Switchport hybrid native vlan 2
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4210 show vlan
mSiEA

show vlan brief |id vlan-list| ip-subnet | mac |[name | protocol | status

S
AJ#Z vlan id. vlan name. #i{l FEFZH HFE vian i E
RE
p
LN
T
i
Switch# show vlan brief
Switch# show vlan status
Switch# show vlan 2
Switch# show vlan ip-subnet id 2
4.3 VCL ECE
VCLEEHLH:
switchport vlan mac
switchport vlan ip-subnet
switchport vlan mapping
switchport vlan protocol
43.1 switchport vlan mac
A itig

switchport vlan mac, BLEZE T mac &Y vian

no switchport vlan mac

28

It
BRE

It
RN
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EORERER
il
Switch(config-if)# switchport vlan mac 00-00-00-00-00-01 vlan 2
Switch(config-if)# no switchport vlan mac 00-00-00-00-00-01 vlan 2
4.3.2 switchport vlan ip-subnet
i L ik
switchport vlan ip-subnet, Bt&EFFMEFZAY vian
no switchport vian ip-subnet, MIBRECEETF ip-subnet B vian
2%
T
RE
T
weER
EORERR
et
Switch(config-if)# switchport vlan ip-subnet id 1 10.0.0.1/255.255.255.0 vlan 1
Switch(config-if}# no switchport vlan ip-subnet id 1
4.3.3 switchport vlan protocol
i LA
switchport vlan protocol, Et&4HZZ] vian BRRET
no switchport vian mac
S
switchport vlan protocol group <group_name> vilan <vlan_id>
RE
b/
SN
BEORERR
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=l
Switch(config-if)# switchport vlan protocol group test vian 2

Switch(config-if)# no switchport vlan protocol group test vlan 2

4.3.4 vlan protocol
A
vlan protocol eth2| lic | snap, Bt & /X 2 4H B ARt

no vlan protocol

eth2 Ethernet-based VLAN commands
llc LLC-based VLAN group
snap  SNAP-based VLAN group

RE

EREEER
i
Switch(config)# vlan protocol snap OxE02B 0x1 group test

Switch(config)# no vlan protocol snap OXE02B 0x1 group test

4.4 DHCP Snooping Bt &
DHCP Snooping Bt B4 44
ip dhcp snooping
ip dhcp snooping trust

show ip dhcp snooping table

4.4.1 ip dhcp snooping

CEECETEpUN
ip dhcp snooping, /& dhep fitATBL EH2 N
no ip dhcp snooping, 2 A dhcp fiiATEC E &N
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4.4.3

S
/"
RE
2
weER
REEZEN
BN
Switch(config)# ip dhcp snooping
Switch(config)# no ip dhcp snooping
ip dhcp snooping trust
i i
ip dhcp snooping trust, Bt &imHA dhep ATEEER
no ip dhcp snooping trust, Bt &EixA dhep MIATIEEEER
S8
I
RE
(55
SN
EORERRN
i
Switch(config-if)# ip dhcp snooping trust
Switch(config-if)# no ip dhcp snooping trust
show ip dhcp snooping table
g
show ip dhcp snooping table, &% dhcp SIS E 2R
24
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RE
b/
N
cREEERX
=l
Switch(config)# ip dhcp snooping
Switch(config)# no ip dhcp snooping
show ip dhcp snooping interface
LS
show ip dhcp snooping interface, &%&ix A dhep RATEEER
2%
T
BRE
P/
RN
FRART
il

Switch# show ip dhcp snooping interface GigabitEthernet 1/1

4.5 DHCP Server Bt &

DHCP Server BEEH <A
ip dhcp server
ip dhcp pool
host/network
lease time
default-router
dns

show ip dhcp
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45.1

45.2

ip dhcp server
LA
ip dhcp server, FE dhep BRSS

no ip dhcp server, 2 dhcp BRSS

S
b/
RE
2
RN
2RFEERN N/ van ZFORERNK
BNl
Switch(config)# ip dhcp server
Switch(config)# no ip dhcp server
Switch(config)# interface vlan 2
Switch(config-if-vlan)# ip dhcp server  //EC&E dhcp RS 88 /217 vian 2 9> E
ip

Switch(config-if-vlan)# no ip dhcp server  //BL & dhcp BRFZ 2= A 2157 vian 2

2B ip

ip dhcp pool
Sk
ip dhcp pool <word>, #i& dhep ikt

ip dhcp pool <word>, flfk4E E & FRAY dhep kit

28

It
BRE

It
RN
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eREEZEN
Rt
Switch(config)# ip dhcp pool vlan2_testl
Switch(config)# no ip dhcp pool vian2_testl
45.3 ip dhcp excluded-address
i L ik
ip dhcp excluded-address, Et& dhc AR5tttk HERR ip 3 ip B
noip dhcp excluded-address, Mif& dhc AR 5528ttt 5t o A4 45 E HERR ip 3K ip B
HiRR ip A2 BRI EEA TR P
S8
I
RE
I
SN
EREEER
Rt
Switch(config)# ip dhcp excluded-address 1.0.0.1 1.0.0.2
Switch(config)#no ip dhcp excluded-address 1.0.0.1 1.0.0.2
454 host/network
i L Hk
Host <ip> <subnet_mask> Bt &bt ith ip ik
Network <ip> <subnet_mask> Bt Eifitith ip W ES (B K459 8L 1K A ip, A
HRE 4K
No host|network <ip> <subnet_mask>, FRMiIFRttt ip bk M
SH
<ip> <subnet_mask> , 4 3IF& ip HiikF0F M ED
BRE
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45.5

4.5.6

I
SN
kAL EER
il
Switch(config)# ip dhcp pool test_pool
Switch(config-dhcp-pool)# host 3.0.0.1 255.0.0.0
Switch(config-dhcp-pool)# network 1.0.0.1 255.0.0.0
lease time
A
lease { <day> [ <hour> [ <min>]] | infinite } , EZE L ip F2ZY
SH
{ <day> [ <hour>[<min>]]|infinite} , B. B . 4 |5kA
RE
KA
weER
A ER R
et
Switch(config-dhcp-pool)# lease infinite
Switch(config-dhcp-pool)# lease 1 0 0
dns
i S ik
Dns <A.B.C.D>,Ec & dns AR5 25ttt
SH
<A.B.C.D>, dns BR%2&itbiit
RE
I
N
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4.5.7

45.8

Ak EC EAR T
Rt
Switch(config-dhcp-pool)# dns 8.8.8.8
Default-router
RS
Default-router <A.B.C.D>, Bt & ik ith ZKIA M 5%
2%
<A.B.C.D>, HEMX ip it
BRE
T
RN
A ERR
=l
Switch(config-dhcp-pool)# default-router 1.0.0.100
Show ip dhcp
i Lk
Show ip dhcp pool|server, &EFEHEH . RS RECE
S
I
RE
x
wSER
FRE
5l

Switch# Show ip dhcp pool

Switch# Show ip dhcp server
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4.6 DHCP relay B2 &

4.6.1

4.6.2

DHCP relay BB E® 4 H:
ip dhcp relay
ip helper-address
ip dhcp relay information option
ip dhcp relay information policy

show ip dhcp relay

ip dhcp relay
i Lk
ip dhcp relay, FF/2 dhcp A akRRSSHER
no ip dhcp relay, ZXM dhcp HR4#RRFER
SH
T
RE
2
weER
REEEN
et
Switch(config)# ip dhcp relay
Switch(config)# no ip dhcp relay
ip helper-address
i S ik
ip helper-address ip_addr, BLE dhcp F4kAR558S ip Hbilk
SH
I
RE
I
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4.6.3

4.6.4

RN
REEER
45l

Switch(config)# ip helper-address 1.0.0.1

WESEFMH_VA. 2.1

ip dhcp relay information option
i L ik
ip dhcp relay information option, FF/& dhcp H 4% AJIEIRFE T
no ip dhcp relay information option, %] dhcp H 4 AT IETIER
2%
T
RE
KH
B
REEEN
et
Switch(config)# ip dhcp relay information option
Switch(config)# no ip dhcp relay information option
ip dhcp relay information policy
i LA
ip dhcp relay information policy {Replace|Keep|Drop}, B& dhcp H4k{s 25 RE
SH
I
RE
I
SN
2 EHEERNK
A5l
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4.6.5

Switch(config)# ip dhcp relay information policy drop

Show ip dhcp relay

i LAk

Show ip dhcp relay, &% dhcp RHELE
SH

P
RE

I
RN

FIURR
=l

Switch# show ip dhcp relay

4.7 IGMP Snooping B2 &

igmp-snooping B &R S
ip igmp-snooping
ip igmp-snooping vlan
ip igmp-snooping immediate-leave
ip igmp-snooping max-groups
ip igmp-snooping mrouter
ip igmp-snooping querier election
ip igmp-snooping querier address
ip igmp-snooping compatibility
ip igmp-snooping priority
ip igmp snooping robustness-variable
ip igmp-snhooping query-interval
ip igmp-snooping query-max-response-time

ip igmp-snooping last-member-query-interval
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4.7.1

4.7.2

ip igmp-snooping unsolicited-report-interval

show ip igmp-snooping

ip igmp-snooping
i L ik

ip igmp-snooping

no ip igmp-snooping

WMRAHE TS igmp-snooping IhaE, AILLBIE I GS. ERAZHSH no KRE
FThEE.

2%
T
BRE
2R
RN
2RFEERN. VIAN EERAFEFZOEERA TEEZHL.
et
FF I3 igmp-snooping Lh&E
Switch (config)# ip igmp snooping
ip igmp-snooping vian
i LA
ip igmp-snooping vlan <vlan_list>
no ip igmp-snooping vlan <vlan_list>
WRAZEIRIM IGMP VLAN, AT LUE I e A5 - (£ A% fr < 89 no S UMIRR VLAN.
2%
BH SHHLERX
vlan_list VLAN 5
BRE
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4.7.3

4.7.4

WESEFMH_VA. 2.1

FRZWmSH no R IKRE R

weER
cREEEXTEEZMS.
=l
10 IGMP VLAN
Switch (config)# ip igmp snooping vlan 1
ip igmp-snooping immediate-leave
A
ip igmp-snooping immediate-leave
no ip igmp-snooping immediate-leave
MREFLEHFBimORYREFFHINGE, ATLUBI &S, ERZMSH no BRE
FThEE.
S
pi
RE
2
SN
BEOEREEATEEZGS.
il
FF & igmp-snooping I &E
Switch (config-if)# ip igmp snooping immediate-leave
ip igmp-snooping max-groups
i L Hk
ip igmp-snooping max-groups <Throttling : 1-10>
no ip igmp-snooping max-groups
MRFLERE AR TIREE, ATLUEI I
NE.
SH
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S SHHLSER
Throttling Ju[1-10

RE

7R PR
weER

BEORERATEEZ®S.
=l

BLEum O 10 Y7534 10

Switch (config-if)# ip igmp snooping max-groups 10

4.7.5 ip igmp-snooping mrouter

A

ip igmp-snooping mrouter

no ip igmp-snooping mrouter

WESEFMH_VA. 2.1

WMRFBEFBERERARIIEE, ATLUBE I ®S . ER1Zw<SH no XXEERThEE.

SH
7
RE
2H
weER
BEORERATEEZ®S.
A5l
Fr /3 & ER s O Th g
Switch (config-if)# ip igmp snooping mrouter
4.7.6 ip igmp-snooping querier election
i S ik

ip igmp-snooping querier election
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no ip igmp-snooping querier election
MRFZEFHE IGMP VLAN MERRTIEE, ATLURE IS . EMAIZ®<SH no
AT

24

BRE
A
RN

VLAN BEEER TEREIZHS-

i
FEEIRRINEE
Switch (config-if-vlan)# ip igmp snooping querier election
4.7.7 ip igmp-snooping querier address
i Sk
ip igmp-snooping querier address <ipv4_ucast>
no ip igmp-snooping querier address
MRHLER BT IP i, ATLUBEGS. ERIZGLH no X IREEIA
f&.
SH
S SR HLERX
ipv4_ucast PRSI
RE
0.0.0.0
N
VLAN e ERA TEEIZHL
A5l

[ —foyia kil

Switch (config-if-vlan)# ip igmp snooping querier address 192.168.2.1
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4.7.8 ip igmp-snooping compatibility
iy L ik
ip igmp-snooping compatibility auto/vl/v2/v3
no ip igmp-snooping compatibility

MRFEIRSE IGMP VLAN EBEE ™ IGMP thil B9FE A, ATLBE LGS . EH

Zw L H no XNk E EIAE.
2%

T
BRE

IGMP-auto
g e

VLAN EEEEA TREZW S
=l

% E VLAN 1 #J IGMP 1L 4 Forced IGMP V1

Switch (config-if-vlan)# ip igmp snooping compatibility v1

4.7.9 ip igmp-snooping priority

i LA

ip igmp-snooping priority <CosPriority : 0-7>

no ip igmp-snooping priority

MRAHBEEMAR, TRLES LGS, ERZHLTH no BXREEKIAME.
2%

CosPriority ALY, JuH0-7

BRE

0
N

VLAN BE BN TEEIZBE -
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=l
BLEMER
Switch (config-if-vlan)# ip igmp snooping priority 7
4.7.10 ip igmp snooping robustness-variable
f itk
ip igmp-snooping robustness-variable <lpmcRv : 1-255>
no ip igmp-snooping robustness-variable
MRAHLERE RVE, AAULBIK®S. ERZ@ELH no ERXIKEBIAE.
2%
S SHHLSER
IpmcRv RV, uF1-255
BRE
2
weER
VLAN BEeERA TEEIZW S
et
BE RV &
Switch (config-if-vlan)# ip igmp snooping robustness-variable 7
4.7.11 ip igmp-snooping query-interval
i S ik
ip igmp-snooping query-interval <lpmcQi : 1-31744>
no ip igmp-snooping query-interval
MRAHLEERE QI E, AIIBEGS. ERZWHSH no EXRERIAE.
2%
BH SHHLERX
IpmcQi QIH, Ju[1-31744
RE
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125
mEER

VLAN B ERX TEEIZHS.

il
B E Ol &
Switch (config-if-vlan)# ip igmp snooping query-interval 70
4.7.12 ip igmp-snooping query-max-response-time
i Lk
ip igmp-snooping query-max-response-time <lpmcQri : 0-31744>
no ip igmp-snooping query-max-response-time
MRAHLEERE ORIE, FTUATI®S. EAIZHSH no X REEINME.
B
B4 SHHLRRX
IpmcQri QRIff, E[H0-31744
RE
100
SN
VLAN BEERA TEEZ®L.
i
BLE ORI &
Switch (config-if-vlan)# ip igmp snooping query-interval 110
4.7.13 ip igmp-snooping last-member-query-interval
g
ip igmp-snooping last-member-query-interval < IpmcLmgqi : 0-31744>
no ip igmp-snooping last-member-query-interval
MRAHLEEE LLQIE, AIIBI&®<. EAZMSH no KX REEIAE.
24
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IpmcLmaii LLQI#, Vulfl0-31744
RE
10
weRER

VLAN BCERX TEEIZHS.

il

EE LLOI &

Switch (config-if-vlan)# ip igmp snooping last-member-query-interval 20

4.7.14 ip igmp-snooping unsolicited-report-interval

i Lk

ip igmp-snooping unsolicited-report-interval <lpmcUri : 0-31744>

no ip igmp-snooping unsolicited-report-interval

MRAHLZEE URIME, ATLLBEI®S. ERZELH no KR IKEEIME.
S8

B SHHLRRX
IpmcUri URIMiE, 7E[0-31744

RE

10
weER

VLAN BeERA TEEIZHSL-
A5l

& URI &

Switch (config-if-vlan)# ip igmp snooping last-member-query-interval 200

4.7.15 show ip igmp snooping

A itig

show ip igmp snooping |/detail/group-database/mrouter/vian
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NMRHLEEE IGMP WECE, ATLURIT It dp

24
p
BRE
p
wTER
FREERX TEEZGS.
Gt

&EEF IGMP it 8

Switch #show ip igmp snooping

4.8 MVR config it &
MVR BEE@m<H:
mvr
mvr vian
mvr name
mvr immediate-leave
ipmc profile
ipmc range
show mvr
show ipmc profile

show ipmc range

48.1 Mvr

i Sk
Mvr, £F{EEE mvr #5355
no mvr, £FHAKH mvriEzR

%
e

2
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=]
X ]
N
2FHEERN
BNl
Switch(config)# mvr
Switch(config)# no mvr
4.8.2 Mvr vlian
f ik
mvr vian, BLE mvrvian %0
no mvr vian, MR mvr vian #AOEE
BH
mvr vlan <v_vlan_list> [ name <mvr_name> ]
mvr vlan <v_vlan_list> channel <profile_name>
mvr vlan <v_vlan_list> frame priority <cos_priority>
mvr vlan <v_vlan_list> frame tagged
mvr vlan <v_vlan_list> igmp-address <v_ipv4_ucast>
mvr vlan <v_vlan_list> last-member-query-interval <ipmc_lmqi>
mvr vlan <v_vlan_list> mode { dynamic | compatible }
ReE
I
weER
2FHEERN
1l

Switch(config)# mvr vlan 2 name test

Switch(config)# mvr vlan 2 mode compatible
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4.8.3

4.8.4

Http://www.tg-net.cn

Mvr name
mSiEA

mvr name, L& mvr &=

no mvr name, M mvr &=

SH
mvr name <mvr_name> channel <profile_name>
mvr name <mvr_name> frame priority <cos_priority>
mvr name <mvr_name> frame tagged
mvr name <mvr_name> igmp-address <v_ipv4_ucast>
mvr name <mvr_name> last-member-query-interval <ipmc_Imgi>
mvr name <mvr_name> mode { dynamic | compatible } %
I
weER
L RHEERN
il
Switch(config)# mvr name test igmp-address 222.0.0.1
Switch(config)# no mvr name test igmp-address 222.0.0.1
mvr immediate-leave
i LA
mvr immediate-leave, BZEi%O mvr RiE B FERE
no mvr immediate-leave, EL&imHA mvr RERBFZH
S
p
RE
2H
weER
EORERR
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=l
Switch(config)# mvr immediate-leave
Switch(config)# no mvr immediate-leave
4.8.5 ipmc range
A
ipmc range, BLE ipmc At
no ipmc range, MIB& ipmc 2R 3&E ST
B
ipmc range <entry_name> <v_ipv4_mcast_start> [ <v_ipv4_mcast_end> ]
RE
eS|
LN
EREEERN
il
Switch(config)# ipmc range test 224.0.0.1 224.0.0.20
Switch(config)# no ipmc range test
4.8.6 ipmc profile
ipmc profile, BLE ipmc profile {2 £ F{EsE
ipmc profile, Bt& ipmc profile &1 £ F X< H]
ipmc profile <name>, ELE ipmc profile &
SH
7
RE
X
SN
2 EHEERNK
A5l
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Switch(config)# ipmc profile
Switch(config)# no ipmc profile

Switch(config)# ipmc profile test

4.8.7 show mvr

Show mvr, &F&F mvr B &

SH
I
RE
I
RN
FIURR
=l
x
4.8.8 show ipmc profile
i Lk
Show ipmc profile, &% ipmc profile Bt &
S8
T
RE
T
SN
FRE
5l
T
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4.8.9 show ipmc range

Show ipmc range, &% ipmc range Bt &

S
I
RE
I
LN
FRE
i
I
4.9 FEHEE
HHAEENGSH:
ip routing
interface vlan
ip address
ip route
show ip interface brief
show ip route
49.1 ip routing
g
ip routing
no ip routing

WMRAEFBREENIIEE, ALUES S <. ERZmSH no R REEKIAE.
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4.9.2

4.9.3

RE
EFMER
N
EREERN TEEZWS.
=l
Fr BRI RE
Switch (config)#ip routing
interface vlan
i SR
interface vlan<vlan_id>
2%
ZH SR i
vian_id Vlan #H. HUEVEH]: vianl-vlan4094.
RE
p
weER
EREEER
ERmSEN
FRAGSRE, ATLEHEAE vian EOBREHER
Rt
TEH®SHENE VLANL EORSHER:
switch(config)# interface vianl
switch(config-if-vlan)#
ip address
IR

ip address <address> <netmask>

no ip address
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WMRABERMED P, ATLUE SIS . ERZMSH no RAMERED IP.

494

S
M SR 2B
Address Vlan # 17 ip Huhk
Netmask ERLERE

RE
VLAN 1 0

LN
VLAN #OEEEX TEEZHL-

il
& VLAN 2 B93E0 1P
switch(config)# interface vlan 2
switch(config-if-vlan)# ip address 192.168.1.1 255.255.255.0
ip route

i LA

WESEFMH_VA. 2.1

ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw> <v_nhop_vlanid>

no ip route

WMRABERM—FFHEHA, AJLUBE I w<S. ERZH S8 no BRAMBRZFFEHS

izeJzz 8

SH
v_ipv4_addr ip Huhk
V_ipv4_netmask RRLERT]
V_ipv4_gw P
v_nhop_vlanid —Bk VLAN

RE
p

S EN

eREEEATEREZ®S.
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4.9.5

4.9.6

WESEFMH_VA. 2.1

switch(config)# ip route 192.168.3.0 255.255.255.0 192.168.100.100 2

BNl
WE—RESIKE
show ip interface brief
i Sk
show ip interface brief
MRFLEEFEEOIP, TLUBEIHS.
S
p
RE
p
RN
FNEERA TREEZ®S.
1l
EHEOIP
Switch#show ip interface brief
show ip route
A

show ip route

MRFEEFRFHSRE, ATLEIEGS.

7
BRE
7
RN
FMEEEATEEZ®D S
TP

Http://www.tg-net.cn Page 63 of 101

400-088-7500



TG-NET SSBEEM V4. 2.1

EEFHSIRE

Switch#show ip route
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H5E MEREWS
5.1 MAC btk

MAC Hlit R <8
mac address-table static
mac address-table aging-time

show mac address-table

51.1 mac address-table static
i
mac address-table static mac-addr vlan vlan-id interface interface-id
no mac address-table static mac-addr vlan vlan-id interface interface-id

MRFBZERIM—NERS MAC ik, ATLUE S SEE. (EMAZW<SH no 2

NEUHILELE .
S
ZH ZH A
mac-addr MAC Hshk
vlan-id % MAC HihikfT s VLAN. HUEYE -
1—4094,
interface-id 1% MAC Huhitpir J@ 4 2 1 .
7=}
7T
wEER

E2REERXTEEZHS.

i
i & MAC it 00-00-00-00-00-01 43 2I/EF VLAN2 &ix A 10 L.
Switch(config)# mac address-table static 00-00-00-00-00-01 vlan 2 interface
1/10
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5.1.2

5.1.3

mac address-table aging-time
iy L ik

mac address-table aging-time time

no mac address-table aging time

MRFEIRE MAC it LRT(E), ATLAB St S ECE. ZEEIEE A 0 /Y,
RTKABEENL. ERZWLH no XL EREEKIME.

SH
28 SR 2B
Time ZALI TR, BUEYER: <0,10-1000000>
RE
x
LN
EeREERATEEZMS.
Rt
BCE MAC st R BYZ L] 25 200s.
Switch(config)# mac address-table aging-time 200
show mac address-table
i Sk

show mac address-table {address | aging-time | conf | count | learning |[interface
interface-id | vlan vlan-id] | static}

BRI MAC it R A A

S
SH SHHSER
Address Mac Hbiik &5 .
aging-time Mac Hiit 2 (LRt 5.
Conf FA P&ANRYER7S mac Hbtlk.
Count Mac Hbik 255,
Learning Mac 23 IK7s.
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interface-id im & FR.
vlan-id VLAN ID. BUYESEE: 1—4094.
Static &7 MAC Hifit %,

&

wEER

FIER TMERAZGSRETR MAC Hifib % .
w51
SRETA MAC bR

Switch# show mac address-table

5.2 RFEMH
i i
gos storm broadcast /unicast /Junknown
no qos storm broadcast /unicast /Junknown

WMRFBEFBRFMFEITHEE, ATLURR &< . ERi1ZW < no XN ThEE.

2%
24 SHHSERX
Broadcast iR
Unicast BB
Unknown AHBIBIRC
BRE
ZH
wEA
BORERATEEZ®S.
Gt

im0 10 89T RSB H T B
Switch(config)# interface GigabitEthernet 1/10

Switch (config-if)# qos storm broadcast
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5.3 IP JR{RP
IP R RIFHITHSH:
ip verify source
ip verify source translate
ip verify source limit
ip source binding interface

show ip verify source

5.3.1 ip verify source
i Lk
ip verify source

no ip verify source

WMRABLEFE ip RIRFHITIEE, ATLUAE I ®S. ER1ZW <SR no XA

BE.
SH
I
RE
2H
R
cREEEXTEEZMS.
il
FrIE IP RIRIFINAE
Switch (config)# ip verify source
5.3.2 ip verify source translate
i S ik

ip verify source translate
no ip verify source translate

MRBERHNTFARUARSKE, TUEZR®S. ERZHSH no X
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5.3.3

534

BHER{L

24

BRE
A

wTER
2REERATEREEZHS.

i
Switch (config)# ip verify source translate
ip verify source limit

i

ip verify source limit <0-2>

no ip verify source limit

MRAHEIMER AW EXNEE i, TREBdk®mS. ERZ®LSH no
FR kS EOAME.

S
2% SR TER
<0-2> S ERIREME, JEE<0-2>
BRE
A BRI
N
BEORERATEEZ®S.
A5l
Switch (config)# interface GigabitEthernet 1/1
Switch (config-if)# ip verify source limit 2
ip source binding interface
i Sk
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ip source binding

<ipv4_var> <mask_var>

WESEFMH_VA. 2.1

interface <port_type> <in_port_type_id> <vlan_var>

no ip source binding interface<port_type> <in_port_type id> <vlan_var>

<ipv4_var> <mask_var>

WMRBERMEFSFEE, TUBEI AL, ERZMSH no BRAMREE.

S
S SHwe
port_type A Eid]
in_port_type_id i 15
vlan_var vlan =
ipv4_var ip Hbiik
mask_var F Mg
RE
pi
wLER
EREXTEEZGS
i

WM—&KiHOSAH 1, vian S5 1, ip Hiik: 192.168.2.66 F M &3

255.255.255.0 Hga7s & B

Switch(config)#ip source binding interface GigabitEthernet 1/1 1 192.168.2.66

255.255.255.0

5.35 show ip verify source

LS

show ip verify source

MRHFEEE ip FRIPHEERT, ATLUS I

28

BRE
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%
RS
HRREEX FRELHS .

TP
EER IPRRIPEENRTS

Switch# show ip verify source

5.4 ARP #&ilE &
ARP 1 NECERLSH:

ip arp inspection
ip arp inspection trust
ip arp inspection checking-vlan
ip arp inspection logging
ip arp inspection entry interface
ip arp inspection translate
ip arp inspection vlan

show ip arp inspection

5.4.1 ip arp inspection
A
ip arp inspection
no ip arp inspection

MRABLEFEBER ARP #NTHEE, ATLUBE LS. (EAZMSH no BRER

TN BE -
SH

7
RE

#k
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5.4.2

5.4.3

N
E2REERA TREZTS.
=l
Fria ARP TN BE
Switch(config)# ip arp inspection
ip arp inspection trust
it

ip arp inspection trust

no ip arp inspection trust

WESEFMH_VA. 2.1

MREHFEERIGORY ARP 2iThee, FTLUBEEHmSERE. ERZMSH no

X BRI O ARP # NI EE .

S
T
RE
25
mER
EEOAREREATREZ®S.
1l
FriEum O 10 B ARP 2l Th #E
Switch (config-if)# no ip arp inspection trust
ip arp inspection checking-vlan
CEECETEpUN

ip arp inspection checking-vlan

no ip arp inspection checking-vlan

WMRFLEBRFOMEN VLAN TheE, AILlBEE e SEE. EH1ZaS$H no

HRERIZEE -

28

Http://www.tg-net.cn Page 72 of 101

400-088-7500



WESEFMH_VA. 2.1

I
RE
2%
N
EEOEERATEEZMS.
il
FriBuH 0 10 B VLAN 460 Ih gg
Switch (config-if)# ip arp inspection checking-vlan
544 ip arp inspection logging
i L ik
ip arp inspection logging all/deny/permit
no ip arp inspection logging
MRAHLREmOMBATEE, TRUBILHSEE. ERIZHLH no X1k
SEOAE .
2%
24 RSN
All E ot
Deny E{ERACH
Permit o
RE
pi
SN
EEORERA TREZ®S.
A5l
FiEimO 10 By AFLBEEA T
Switch (config-if)# ip arp inspection logging permit
545 ip arp inspection entry interface
iy Sk
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ip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var>

5.4.6

<mac_var> <ipv4_var>

WESEFMH_VA. 2.1

no ip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var>

<mac_var> <ipv4_var>

WMRBLERMEFSFE, TlBI R GSEE. ER1ZW<SH no EXMERSEE.

S
ZH SR LR
port_type pri Mgt
port_type_id i 5
vlan_var VLAN 5
mac_var MAC Hiti:
ipv4_var IP Hiuhil:
ReE
p
RN
E2FREEATEEZMS.
5l

NIN—FERSHKE

Switch(config)# ip arp inspection entry interface GigabitEthernet 1/1 1

00:00:00:00:00:08 192.168.2.3

ip arp inspection translate

LR (e

ip arp inspection

translate [

<vlan_var> <mac_var> <ipv4_var> |

interface <port_type> <in_port_type_id>

no ip arp inspection translate [ interface <port type> <in_port type id>

<vlan_var> <mac_var> <ipv4_var> |

MRFBERHSFERRNESEKE, TIBALTLGSEE. ERIZGSH no

FREHEREE .

28
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WESEFMH_VA. 2.1

ARG LSEE. EAZWLH no X

24 SRR
port_type ity 127
port_type_id Uity 14
vlan_var VLAN 5
mac_var MAC Hbiik:
ipv4_var IP Hbtik
RE
p
N
E2REERATREZDS.
1l
BIBMNSFBERBESEE
Switch (config)# ip arp inspection translate
5.4.7 ip arp inspection vlan
A
ip arp inspection vlan <in_vlan_list> logging { deny | permit | all }
no ip arp inspection vlan <in_vlan_list> logging { deny | permit | all }
WMRALEE VLAN B HEZHEE,
MIER%E -
SH
ZH RSN
All Eoyil
Deny fhds
Permit OV
RE
p
RN
E2FRREEATEEZGS.
il

RE vian 1 B A ERB AIELE

Switch (config)# ip arp inspection vlan 1 logging deny
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5.4.8 show ip arp inspection
iy L ik
show ip arp inspection entry/interface/vlan

MRHEEEF ARP EMRHEXEERS, ATlBEaSikE.

2%
p
BRE
7
RN
EFNEERR TEEZWS.
=l
EE ARP #iE &
Switch (config)# show ip arp inspection
55 ACL EcE

ACLELE®HS
access-list ace

show access-list

551 access-list ace
mSiEA
access-listace , BLE acl &8

no access-list ace, Mk acl ace 58

SH
Ace id ace %Hid, RIFEREA 1-512
action EESIfT A, permit/deny
dmac-type B &9 mac 28
frame-type Moy 2B

ingress interface AimO
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5.5.2

logging HEmER

next £ 4 A1 ACE &£ B T #ig#h#Y ACE & H

policy REEELEIN

rate-limiter PRSI, XEB <55k B AY rate-limiter
redirect i [ 28 7E [a) B B 1 IR

shutdown i OB BRI

tag-priority vianTag 1/ & 4% Bc & 121
vid VID filter 13 B & I

Ei]
RN

REEEN
BNl

Switch(config)# access-list ace 1 ingress interface GigabitEthernet 1/1
frame-type ipv4 action deny rate-limiter 1 redirect interface GigabitEthernet 1/2 logging

Switch(config)# no access-list ace 1

Show access-list
mSiEA

Show access-list , &F ace BLBEEE
S

show access-list [ interface [ ( <port_type> [ <v_port_type list> 1) ] ]
[ rate-limiter [ <rate_limiter_list>]] [ ace statistics [ <ace_list>]]
show access-list ace-status [ static ] [ link-oam ] [ loop-protect ] [ dhcp [ ptp ] [ upnp ]
[ arp-inspection ] [ evc ] [ mep ] [ ipmc ] [ ip-source-guard ] [ ip-mgmt ] [ conflicts ]

[ switch <switch_list> ]

78
XM
wERRN
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ENEEER
w15
Switch# show access-list ace statistics
Switch# show access-list ace
5.6 STPEE

STPEREMLH:
spanning-tree

spanning-tree mode
spanning-tree aggregation
spanning-tree auto-edge
spanning-tree bpdu-guard
spanning-tree edge
spanning-tree link-type
spanning-tree mst
spanning-tree restricted-role

spanning-tree restricted-tcn

5.6.1 spanning-tree

spanning-tree
no spanning-tree
MRBEFE STP hée, AILBINGLEE. ERZMLH no BRXRTER

Th&E-

)‘g‘bl‘-

%
\d')éﬂlé
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EENEERAFERSHOREEXTESEZWS.
Rt
FF/EimA 10 By STP Ihie, FRREIRHAR STP TgE
Switch (config-if) #spanning-tree

Switch (config-stp-aggr)# spanning-tree

5.6.2 spanning-tree mode
iR
spanning-tree mode stp/mstp/rstp

no spanning-tree mode

MRFHLEIRE STP thillhiA, ALlRE I hLSEE. ERAZMSH no R

e BRIAE.
S
I
RE
mstp
SN
EeREERATEEZHMS.
Rt

1% STP il MR E A RSTP

Switch (config) #spanning-tree mode rstp

5.6.3 spanning-tree aggregation

S

spanning-tree aggregation

MRAFEHNREGIHO STP BREBEERR, ATlBAZLaSRE.

BRE
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E2BREBXTEEZGS.
w451
HNBEHO STP BEEER

Switch (config) #spanning-tree aggregation

5.6.4 spanning-tree auto-edge
i Lk
spanning-tree auto-edge

no spanning-tree auto-edge

MRFBEFEBAGINEE, ALUBISTEE. ERZHSH no BRART

ERizTEE.
28

p
BRE

BH
RN

AEORERAIERSROBEERA TEEZ®S.
il
FRimH 10 B #ha%Ihee, FREMinOE 3ihSIhEE
Switch (config-if) #spanning-tree auto-edge

Switch (config-stp-aggr)# spanning-tree auto-edge

5.6.5 spanning-tree bpdu-guard
iR
spanning-tree bpdu-guard
no spanning-tree bpdu-guard

WRAEFE BPDU Fripthee, ALUBIASEE. (EAZGSR no RRARTEMZ
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Ihee.
S
I
RE
2%
N
EENEERAFERSHOREEXTESEZWS.
i
FF/aim A 10 B9 BPDU BhRThaE, FEERSin N A BPDU BhiFIIAE
Switch (config-if) #spanning-tree bpdu-guard
Switch (config-stp-aggr)# spanning-tree bpdu-guard
5.6.6 spanning-tree edge
A
spanning-tree edge
no spanning-tree edge
NREBHABEENGINGE, TUBASLGLSES. ERAZGLH no BRERT
BHiZIRE.
S8
p
RE
Non-Edge
SN
EEARERAFERGROREEXATEEZWS.
i

FRmA 10 (ERAGIIRE, FRESIRONEEAOSINEE
Switch (config-if) #spanning-tree edge

Switch (config-stp-aggr)# spanning-tree edge

Http://www.tg-net.cn Page 81 of 101 400-088-7500



TG-NET SSBEEM V4. 2.1

5.6.7

5.6.8

spanning-tree link-type
iy L ik

spanning-tree link-type auto/ point-to-point/ shared

no spanning-tree link-type

MRAFLERE ST SER, ATUBIGSEE. EAIZGLH no BRARR
1 E EIANE.

S
ZH S A
Auto F N web S auto
point-to-point XF R web Ft1i forced true
shared i web F4 forced false
&
auto
mEER
EEOREEASERSHORERATEEZNS.
w15

BeE im0 10 Y& 3T 2284 forced true, BL B & im ORI ST 228817 forced true
Switch (config-if) spanning-tree link-type point-to-point

Switch (config-stp-aggr)# spanning-tree link-type point-to-point

spanning-tree mst
A

spanning-tree mst <instance> cost { <cost> | auto }

no spanning-tree mst <instance> cost { <cost> | auto }

MRAHBREREZEFE, ATUBILHGLEE. EAZHLH no X REBIA
B

spanning-tree mst <instance> port-priority <prio>

no spanning-tree mst <instance> port-priority <prio>

MRABEREMAR, AUBREBHGLEE. ERAZWHSH no HXXIREEIAME
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ZH S AR
instance JuH 0-7
Cost J [ 1-200000000 HIHE%L
Prio JuE 0-240
78 =)
7
wEER
EEORERAREBRSHAREREA TREZMS.
w15

BeEin O 10 RIERZTF3E, BMERESIHOMRZIHE
Switch (config-if) # spanning-tree mst 1 cost 144

Switch (config-stp-aggr)# spanning-tree mst 1 cost 144

5.6.9 spanning-tree restricted-role
i LAk
spanning-tree restricted-role

no spanning-tree restricted-role

MRHEFE restricted AEINEE, ATLENLASEE. FHZMSE no 2

58
%
e
25
RS e
ERIRERASERAHIRERX TRELHS .
=0

F2imO 10 &Y restricted A& IhEE, FEE SO restricted faIhgE
Switch (config-if) # spanning-tree restricted-role

Switch (config-stp-aggr)# spanning-tree restricted-role
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5.6.10 spanning-tree restricted-tcn

SR
spanning-tree restricted- tcn
no spanning-tree restricted- tcn

MRFLEFFE restricted AEINGE, AILIBTSILMSEE. ERIZBESH no

NRRERIZINEE.
2%
T
RE
2H
RN
AEORERAIERSROBRERRA TEEZWS.
BNl
FRi%mO 10 89 restricted A& IhEE, FRBAIROBY restricted R INAE
Switch (config-if) # spanning-tree restricted- tcn
Switch (config-stp-aggr)# spanning-tree restricted- tcn
5.6.11 show spanning-tree
i LA
show spanning-tree |/active/ detailed/ interface / mst/ summary
NRALEE STPHEHXERE, ATUBATLGLSESE.
SH
7
RE
7
N
EFNEERA TREZ®S.
A5l
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Switch # show spanning-tree
5.7 IRERIFEE
RERIPEEN®HSE:
loop-protect

loop-protect tx-mode

5.7.1 loop-protect
iR
loop-protect

no loop-protect

WESEFMH_VA. 2.1

WMRFBEFBIRBRIFRITIGE, ATLUES S E. ERZ®SH no BRR

TERIZEE.
24

e
BRE

M
weER

E2RRERATREZ® S
Gt
FF IR IRIATNRE

Switch (config) # loop-protect
5.7.2 loop-protect tx-mode
CEECETEpUN

loop-protect tx-mode

no loop-protect tx-mode

WMRABEFBIHARERNINGE, ATLUBREHGLEE. FRIZHSH no KX

RTERIZIIEE-
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5%
%
s
2
LESE
w0

FFRINEERIPTNRE

Switch (config-if) #loop-protect tx-mode

5.8 ERPSELE

5.8.1

N
TR

ERPSE.EMESH:

Mep

Erps

et
BRE

e
wEN

EEER

Gt

IMBEE 1,2 smO NN erps 2B 1, 1Y vian3001, FimAAREE

ERPS ip QECEMHMES, ZWEA web BE, HIEM, 1FRE

WESEFMH_VA. 2.1

Switch(cinfig)# mep 1 down domain port flow 1 level 0 interface GigabitEthernet 1/1

Switch(cinfig)# mep 1 vid 3001
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Switch(cinfig)# mep 1 aps 0 raps

Switch(cinfig)# mep 2 down domain port flow 2 level 0 interface GigabitEthernet 1/2

Switch(cinfig)# mep 2 vid 3001

Switch(cinfig)# mep 2 aps 0 raps

Switch(cinfig)# erps 1 major portO interface GigabitEthernet 1/1 portl interface
GigabitEthernet 1/2

Switch(cinfig)# erps 1 mep port0 sf 1 aps 1 portl sf 2 aps 2

Switch(cinfig)# erps 1 vlan 1

5.8.2 erps

S
RE
S
SN
EJDLEM
Rt
/IBEE 51. 52 im0 erps 4H 2, 1Y vlan3002, ZEi%[O port 0

Switch(cinfig)# mep 51 down domain port flow 51 level O interface XGigabitEthernet

1/3

Switch(cinfig)# mep 51 vid 3002

Switch(cinfig)# mep 51 aps 0 raps

Switch(cinfig)# mep 52 down domain port flow 52 level O interface XGigabitEthernet
1/4

Switch(cinfig)# mep 52 vid 3002
Switch(cinfig)# mep 52 aps 0 raps

Switch(cinfig)# erps 2 major portO interface XGigabitEthernet 1/3 portl interface
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XGigabitEthernet 1/4
Switch(cinfig)# erps 2 mep port0 sf 51 aps 51 portl sf 52 aps 52
Switch(cinfig)# erps 2 rpl owner port0

Switch(cinfig)# erps 2 vlan 1
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F6E MEEEDS

6.1 SSHEE
SSHEEWSH:
ip ssh
no ip ssh
6.1.1 ip ssh
A
ip ssh
no ip ssh

WESEFMH_VA. 2.1

WRABEFE SSH IhEE, ATLLES A SEE. EAZH SR no FRXNEUHIELE

B, IFETEER SSH A EE

|
7
BRE
7
RN
HeREERA TEEZHL .
et
FF/E SSH TiE.
Switch(config)# ip ssh
6.2 HTTP B &

HTTP BEE® 2 H:
ip http secure-server

ip http-serve- redirect
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6.2.1 ip http-server-server

iy L ik
ip http secure-server

no ip http secure-server

MRAHLZRBENZIA https ARS, AIUEI I mLEE. EAZ®

BUHILECE, MANEITEER https 7N E IR TR

SH
T
RE
2H
AR
E2REERA TREZTS
=l
BE %4 https AR5 .
Switch(config)# ip http-server-server
6.2.2 ip http-server-redirect
IR

ip http-server- redirect

no ip http-server- redirect

28 no Bt

MRFLEZ RN BHEEGEE https fRSS, ATUBESHASHRE. FHZHSH
no FERNEGHIILELE, AR ASEEGEE https FREIBILZ AL, http AR A]

BRI .

28
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E2RRERATREZ® S
TP
B34 https B EE MRS

Switch(config)# ip http-server- redirect

6.3 LLDP ECE&
LLDP B EMm<H:
Lidp
lIdp holdtime
lldp transmission-delay
lIdp timer
lIdp reinit

show lldp neighbors

6.3.1 lldp
&k
lldp receive , Et&EimO Ildp MiiEdAER
lidp transmit , EZEifmM lldp Mk E =T
&6 /3 i O B9 LLDP s, &%t

No lidp receive|transmit, Xm0 ldp M| ZIEER

I
73]

X ]
WEHER

im ABCEER
w5

Switch(config)# lldp receive

Switch(config)# lldp transmit
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6.3.2

6.3.3

Switch(config)# no lldp transmit

[ldp holdtime
A
lidp holdtime, ECE lldp %1% holdtime B [E/{&
nolldp holdtime, EZE Ildp %4i% holdtime B j&]{& 1%k & ELIA
S
<time>, fVFESEE 2-10, B
RE
4
LN
EREEERN
i
Switch(config)# lldp holdtime 3
Switch(config)# no lldp holdtime
[ldp transmission-delay
i Lk
lldp transmission-delay <1-8192> , & Ildp ii{& % it
S8
<1-8192>, RVHESEHE 1-8192, Hfufd
RE
2
SN
REEZEN
i

Switch(config)# lldp transmission-delay 4

Switch(config)# nolldp transmission-delay
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6.3.4 [ldp timer
SR

lldp timer <5-32768>, BLE lldp BIA&ERIL ttl E, no L REEIZIAE.

S
<5-32768>, 5-32768 #b
RE
30
LN
REEZEN
i
Switch(config)# lldp timer 20
6.3.5 [Idp reinit
A
lldp reinit <1-10>, BCE lldp FELER L A IXHIEIRATE, no LR EEIBNINE.
SH
<1-10>, EAfLFD
RE
2
weER
REEEN
A5l
Switch(config)# lldp timer 2
6.3.6 show lldp neighbors
i L Hk
show lldp neighbors, RRiFEEHEER
SH
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BRE
p
RN
FHUE
A5l

Switch# show lidp neighbors

6.4 802.1X BCE

802.1x BLEMSH:
dotlx system-auth-control
dotlx port-control auto
dotlx port-control mac-based
dotlx port-control single
dotlx port-control force-unauthorized
dotlx re-authentication
show dotlx statistics

EE: £/ 802.1x Thik, imMAY stp ThAEFE XM

6.4.1 dotlx system-auth-control

dotlx system-auth-control, &R 2£FHF /3 802.1x NAS

No dotlx system-auth-contro, %< Al £ /%4 802.1x NAS

SH
b/
RE
K]
L ER
cREEER
i
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Switch(config)# dotlx system-auth-control

Switch(config)# no dotlx system-auth-control

6.4.2 dotlx port-control auto

dotlx port-control auto, ZA<HEE iH OIAIEA A Port_Based 802.1x

no dotlx port-control, imATAMEF 1%k E BKIA

s
P/
R
BT
CESES
EORERR
Tl

Switch(config-if)# dotlx port-control auto

6.4.3 dotlx port-control mac-based

LA
dotlx port-control mac-based, %< Ee & im OIAUEA R A mac_Based 802.1x

no dotlx port-control , % MAINIEA Rk E EIA

2%
It
BRE
SRR
RN
EOERERR
Gt

Switch(config-if)# dotlx port-control mac-based
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6.4.4 dotlx port-control single
i Sk
dotlx port-control single, %< B &imIAIEA A single 802.1x

B
no dotlx port-control , #xAIAIEA Rk E ERIA

S
b/
RE
5 I 2 R
HLER
EOREER
BNl
Switch(config-if)# dotlx port-control single
6.4.5 dotlx port-control force-unauthorized
A
dotlx port-control force-unauthorized, Bt& i HIAMEF I A58 H]IEFFIN
no dotlx port-control , % AINIEA Rk E ERIA
SH
It
RE
S 2 R
SN
BEOREERR
A5l
Switch(config-if)# dotlx port-control force-unauthorized
6.4.6 dotlx re-authentication
g

dotlx re-authentication , ZE AR £B/BHFEiHOEINIELIEE
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6.4.7

A

6.4.8

no dotlx re-authentication, iZ# %< A £ /X Hix O EIAEDRE

I
RE

X
R

2EHEERN
i

Switch(config)# dotlx re-authentication

Switch(config)# no dotlx re-authentication

dotlx authentication timer re-authenticate

S

dotlx authentication timer re-authenticate <1-3600> , €St &if [ EIA L

no dotlx authentication timer re-authenticate, i [ ZIAEEHI R E LA

S8
<1-3600>  1-3600, H#fis

RE
3600

SN
REEZEN

1l
Switch(config)# dotlx authentication timer re-authenticate 1000
Switch(config)# no dotlx authentication timer re-authenticate
show dotlx statistics

iR

show dotlx statistics, &FHim DIAEINES T
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BRE
p
weER
FIECERR
45l
Switch# show dotl1x statistics
6.5 SNMP BCE&

SNMP EEEHEA:
snmp

snmp version

6.5.1 snmp
IR
snmp
no snmp

WESEFMH_VA. 2.1

WRAF/E snmp TheE, ATLUBEHGSEE. ERIZw<SH no AR

Ao
2%

e
BRE

ER
wSER

AE2BEERA TEEZHS.
Gt

B3 snmp If&E.

Switch(config)# snmp
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6.5.2 snmp version

snmp version
no snmp version

WMRABFRRE snmp HLARARE, ATLUBELGSEE. ERZ®SH no

R IREEINME-
2%

7
BRE

snmp v2c
L

E2RREEEXNTREIZAS.
w15
L & ] snmp AR .

Switch(config)# snmp version v2c
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£7E

7.1 REER

7.1.1

REERMTA:

reload cold

reload cold

iy SR

reload cold

RGeS

WMRAFLEERKRE, AIUBEZHGSERE

24
p
BRE
e
RN
FER TEREZSL.
Pl

RERERERRE.

switch# copy running-config startup-config

switch# reload cold

7.2 BENHEE

7.2.1

REH REHRSE:
reload defaults
reload defaults

IR

reload defaults

WESEFMH_VA. 2.1

MRABEMNZIRNAITRE L #BRE, AUBILGTERE, £AZHTHE, K
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ESHHER, EBRWREMI.

24
p
BRE
p
wTER
FIER TEREZSL.
Gt

REH RE, REBFNERREH.
switch# reload defaults
7.3 ping ik

ping MiXHELH:

ping ip
7.3.1 ping ip
A
ping ip ip_addr
S8
ZH ST SR
Ip_addr Ip Mk, EUAEVERE X XXX
RE
7
N
AR TEEZ®L.
A5l

MR AR5 EH BRI RE 1

switch# ping ip 192.168.255.3
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